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AMERICA’S INVISIBLE EPIDEMIC: 
PREVENTING ELDER FINANCIAL ABUSE 


THURSDAY, NOVEMBER 15, 2012 

U.S. Senate, 

Special Committee on Aging, 

Washington, DC. 

The Committee met, pursuant to notice, at 2:00 p.m. in Room 
SD-562, Dirksen Senate Office Building, Hon. Herb Kohl, Chair- 
man of the Committee, presiding. 

Present: Senators Kohl [presiding], Wyden, Nelson, Casey, 
Whitehouse, Blumenthal, and Corker. 

OPENING STATEMENT OF SENATOR HERB KOHL, CHAIRMAN 

The Chairman. Good afternoon. We appreciate very much your 
presence at this hearing. 

Today we will be talking about ways to prevent a growing na- 
tional crisis, elder financial abuse. From the opportunistic thief 
working as a home care aide, to the shady telemarketer who be- 
friends a lonely senior on the phone to take advantage of him 
through a sweepstakes scam, the stories this Committee has heard 
are alarming. 

Seniors are being victimized every day, and the problem is get- 
ting worse. According to the Investor Protection Trust, one out of 
every five older Americans has already been duped by a financial 
scam. And while the costs associated with elder financial abuse are 
estimated to be $2.9 billion every year, financial abuse often does 
go unrecognized because victims are too afraid or embarrassed to 
report the crime to authorities. 

The reality is, many of us may know an older adult who is at 
risk, or who has been a victim of elder financial abuse. It might 
be a family member, a neighbor, or a friend. In fact, someday it 
might indeed be each and every one of us. But there is hope. Today 
we will highlight new elder financial abuse prevention programs 
being implemented across the Federal, state, and private sectors. 
In addition, we will address ways that older Americans can take 
steps to protect themselves, as well as their assets. 

We will start today’s hearing with Mr. Frank Abagnale, who 
earned a Hollywood-worthy reputation for conning unsuspecting 
victims. He has come here to share tips for preventing identity 
theft and protecting against financial fraud. 

We will then review the findings of a Government Accountability 
Office report which describes what the Federal Government can do 
to help states combat financial exploitation. 

( 1 ) 
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We will also hear testimony from the Consumer Financial Protec- 
tion Bureau, a member of the new Elder Justice Coordinating 
Council. 

Finally, our panelists from the Financial Services Roundtable 
and the San Diego County District Attorney’s Office will share 
their knowledge of prevention activities taking place in private 
banking institutions and at the state level. 

Over the years. I’ve seen our nation take great strides to combat 
elder financial abuse, from the passage of the Elder Justice Act to 
the creation of a background check system for nursing home em- 
ployees. It is time to build on our efforts to remedy this invisible 
epidemic and break the cycle of stigma attached to this terrible 
crime. 

We thank you all for being here, and I’d like to hear now from 
Senator Corker. 

STATEMENT OF SENATOR BOB CORKER 

Senator Corker. Thank you, Mr. Chairman, for bringing this 
hearing today and for all of these witnesses for showing up. I do 
look forward to your testimony, and I appreciate you highlighting 
this issue that affects so many people. 

And I’ve been told not to make any big deal about the fact that 
this is your last hearing, so I won’t do that, but thank you so 
much 

[Laughter.] 

Thank you so much for your tremendous leadership and for being 
such a pleasure for me and our staff to work with. 

The Chairman. Thank you. Senator Corker. 

Senator Nelson. 

STATEMENT OF SENATOR BILL NELSON 

Senator Nelson. Mr. Chairman, I will make a big deal. 

We obviously are going to miss you, and you have brought great 
distinguished service to the United States Senate. No one ever had 
to question your integrity or your word, and you have offered that 
kind of public service not only in leadership roles in the Appropria- 
tions Committee, but here as well. 

Even going back to the Good Book in ancient scriptures, it teach- 
es us that two parts of society that we particularly want to take 
care of are the young and the old. And so as our government has 
developed over the years, that’s one of the great responsibilities of 
our American Government, is to make sure that the young and the 
old are protected, and what better subject than the subject of this 
hearing to underscore that. 

And then, if that were not enough, under the Chairman’s leader- 
ship, he has already passed the Elder Justice Act, which was put 
in as a part of the Affordable Care Act, coordinating the efforts of 
the Federal Government with the states’ senior centers, law en- 
forcement organizations, community groups and social services to 
prevent the physical, emotional, and financial abuse of senators — 
of seniors. 

I keep replacing “senator” with “senior” so that when I am intro- 
duced as the senior senator of Florida, they often get it mixed 
up 
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[Laughter.] 

And they say “we’re welcoming the senior citizen of Florida.” 

[Laughter.] 

And the End Abuse in Later Life Act, which enhances direct 
services for victims of domestic violence and sexual assault, which 
are 50 years of age or older, and that was included in the Senate- 
passed reauthorization of the Violence Against Women Act, another 
one of your initiatives, Mr. Chairman. 

And the Elder Abuse Victims Act, which has been introduced to 
ensure Federal, state and local law enforcement agencies are work- 
ing together with adult protective services to combat elder abuse. 

So, Mr. Chairman, your legacy is indelibly etched into not only 
this committee but the law of this country, and for that we are ex- 
ceptionally grateful. 

The Chairman. We thank you so much. 

Senator Nelson. And if, in a few minutes, I may be excused, we 
have the acting director of the CIA coming on a number of topics 
that happen to be of currency, and with your permission, at that 
appropriate time, I will slip out. 

The Chairman. Thank you so much. Senator Nelson, for being 
here. 

And now we’ll introduce our witnesses. Our first witness today 
will be Frank Abagnale. Mr. Abagnale was made famous by the 
real-life depiction of his years as a con artist in the best-selling 
book “Catch Me If You Can,” which was also made into a film di- 
rected by Steven Spielberg. 

Next we’ll be hearing from Kay Brown, the Director of the Edu- 
cation Workforce and Income Security Team at the U.S. Govern- 
ment Accountability Office, where she focuses on improving govern- 
ment performance in delivering benefits and services to lower-in- 
come and vulnerable populations. 

Third, we’ll be hearing from Hubert “Skip” Humphrey, III, the 
Assistant Director of the Office of Older Americans at the Con- 
sumer Financial Protection Bureau. Mr. Humphrey has spent much 
of his professional life working to protect consumers. 

And then we’ll hear from Paul Smocer, who is the President of 
BITS, the Technology Policy Division of the Financial Services 
Roundtable. Previously, Mr. Smocer led BITS work in promoting 
safety and soundness of financial institutions through best prac- 
tices and successful strategies. 

Finally, the committee will hear from Paul Greenwood, Deputy 
District Attorney for San Diego County. Mr. Greenwood is head of 
the Elder Abuse Prosecution Unit and has been involved in the 
prosecution of over 200 felony elder abuse cases. 

We thank you all for being here and, Frank, we’ll start with you. 

STATEMENT OF FRANK ABAGNALE, AUTHOR AND 
CONSULTANT, ABAGNALE & ASSOCL\TES, WASHINGTON, DC 

Mr. Abagnale. Chairman Kohl and Ranking Member Corker, 
members of the Committee, I am honored to be invited to testify 
before you today on the seriousness of identity theft and financial 
fraud against the elderly, and the need for education. 

I am Frank Abagnale, subject of the book, movie and Broadway 
musical “Catch Me If You Can.” I have a unique perspective, hav- 
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ing committed fraud as a teenager some 40 years ago and having 
spent the last 36 years of my life teaching at the FBI Academy and 
field offices of the Federal Bureau of Investigation. In my 36-year 
career, I have conducted over 3,000 lectures and written four hooks 
on these subjects. For the past 36 years, I have worked to try to 
prevent fraud, forgery, embezzlement, identity theft and other 
white collar crimes. 

One serious issue we face is financial fraud against the elderly. 
This can be perpetrated by family members, financial advisers, 
home healthcare providers, friends, scam artists, and others. As I’m 
sure you are all aware, in 2010 the Consumer Financial Protection 
Board estimated $2.9 billion was stolen from financially exploited 
elders, and the instances of financial theft from seniors grew 12 
percent from 2008 to 2010. 

This is probably a low estimate because many times the elderly 
are too embarrassed to admit that they have been defrauded, and 
therefore it goes unreported. Their families may not even be told. 

Last year, white collar crime in America reached $900 billion. 
Medicare fraud alone was estimated conservatively at $179 billion. 
The IRS paid out over $5 billion in fraudulent tax refunds filed by 
individuals using stolen Social Security numbers. 

I make my home in Charleston, South Carolina. Last month, 3.5 
million Social Security numbers and over 300,000 credit and debit 
card numbers were stolen from the South Carolina Department of 
Tax Revenue by criminals who hacked into the state’s computer 
system. It is believed that they not only stole Social Security num- 
bers and credit card information, but also the entire return of each 
person who filed a South Carolina tax return. This means the 
criminals have the Social Security number of the dependents, the 
home address, bank account numbers, and copies of the W-2. 

What is truly amazing to an individual like me is that what I 
did 40 years ago as a teenager is 4,000 times easier to do today 
due to technology. Unfortunately, technology breeds crime, always 
has and always will. There will always be individuals who will use 
technology in a negative, self-serving way. 

I have always believed that the government should take the lead 
in education to combat this horrendous crime. However, sometimes 
it seems the government makes it easier for individuals to commit 
these crimes. For example, the Centers for Medicare and Medicaid 
Services uses Social Security numbers as part of the Medicare 
number. This means that anyone who sees the Medicare number 
can determine the Social Security number. 

In a hospital or medical setting, a worker would have complete 
access to a senior’s Social Security number, home address, date of 
birth, possibly credit card numbers, bank account, and other infor- 
mation. This threat of identity theft of seniors will not be alleviated 
until the Social Security number is removed from the Medicare 
card. 

The elderly are hungry for information but do not know about le- 
gitimate resources where they can turn for help. Numerous compa- 
nies on television and radio, as well as talk show hosts, promote 
and market solutions which may or may not actually work. This is 
an example of the victim going for help but being victimized again 
by those companies that are claiming to help them. 
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Throughout my career, I have always believed that education is 
the best prevention. If you educate and explain to people their 
risks, in most cases they are smart enough to take that information 
and reduce their risks. I believe education is the only approach to 
help eliminate elder fraud. Education is not only important for our 
seniors, but it also helps bring awareness to all citizens so they can 
recognize the signs of fraud and know how to protect themselves. 

I believe that one of the most powerful tools at the government’s 
disposal is creative public service announcements that point out 
the most common scams and explain how to avoid becoming a vic- 
tim. I recommend the government sponsor public service announce- 
ments, mailing staffers and educational materials so that individ- 
uals can learn to protect themselves and their loved ones. 

Protecting one’s identity is an individual’s responsibility. If a per- 
son ages to the point that they cannot take care of their personal 
issues, then their family and friends should help take responsi- 
bility. Everyone has to be educated. Government regulation is not 
the answer. 

I recommend the following to seniors to protect their identity: re- 
view your credit report semi-annually; reconcile your bank accounts 
in a timely manner; be suspicious of calls, e-mails or letters asking 
for personal information; don’t give out your Social Security num- 
ber — just because a form contains a space for your Social Security 
number doesn’t mean you have to provide it; invest in a micro-cut 
shredder. 

Einally, I believe that punishment for fraud and identity theft 
and recovery of stolen funds are so rare, prevention is the only via- 
ble course of action. Thank you. 

The Chairman. Thank you, Mr. Abagnale. 

Mr. Abagnale. Thank you, sir. 

[The prepared statement of Erank Abagnale appears in the Ap- 
pendix on page 28.] 

The Chairman. Ms. Brown. 

STATEMENT OF KAY BROWN, DIRECTOR, EDUCATION, WORK- 
FORCE AND INCOME SECURITY, U.S. GOVERNMENT AC- 
COUNTABILITY OFFICE, WASHINGTON, DC 

Ms. Brown. Chairman Kohl, Ranking Member Corker, and 
Members of the Committee, thank you for inviting me here today 
to talk about our work on elder financial exploitation. My remarks 
are based on a year-long GAO study that was released today. 

As we all know, financial exploitation can undermine the dignity, 
health and independence of older adults. Of course, states are pri- 
marily responsible for protecting their older residents, and in our 
work we found states and local jurisdictions that were actively 
striving to do so. But the problem is large and likely growing, and 
states need help. Both the Older Americans Act and the Elder Jus- 
tice Act have established a rule for the Eederal Government in 
combating this problem, and for this report we looked at the efforts 
of seven Federal agencies in four states. 

Today I will cover three key areas where we identified a need for 
additional Federal attention: first, improving safe^ards; second, 
promoting collaboration across systems; and third, increasing pub- 
lic awareness. 
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First on safeguards. Additional safeguards are needed to protect 
older adults from exploitation by those they trust, such as in-home 
caregivers and financial advisors. For example, financial advisors 
can recommend unsuitable or fraudulent investments, or they can 
use questionable tactics to market financial products to older 
adults. 

The Securities and Exchange Commission has published edu- 
cational materials on this, and the Consumer Financial Protection 
Bureau is studying ways to improve financial literacy in this popu- 
lation. However, much more remains to be done. 

Also, we have previously identified the need to improve the proc- 
ess for background checks and oversight of court-appointed guard- 
ians. 

Next is collaboration across systems. Elder financial exploitation 
is a multi-faceted problem. It cuts across the social services, crimi- 
nal justice, and consumer protection systems. Collaboration be- 
tween social services and criminal justice agencies can improve out- 
comes, but it can also be very difficult to achieve and sustain be- 
cause the two systems have very different cultures and missions. 

The Administration on Aging and the Department of Justice offer 
grants that require or encourage collaboration, but more informa- 
tion is needed on how to build these multidisciplinary teams. 

Interstate and international mass-marketing schemes also pose a 
challenge. They often target older adults and are particularly dif- 
ficult for state and local law enforcement authorities to investigate 
and prosecute. Local officials would like more complete information 
on the best contacts within the Department of Justice to ask for as- 
sistance or to refer cases. 

Banks can be important partners with local social services and 
law enforcement agencies. They are well positioned to recognize, re- 
port and provide evidence on elder financial exploitation. However, 
local officials told us that banks generally under-report potential 
cases, in part because the staff may not be aware of telltale signs, 
or some may misunderstand or be concerned about Federal privacy 
laws. 

Some states require training for bank employees on how to recog- 
nize these crimes, and the Administration on Aging is considering 
collaborating with a large national bank to develop a training cur- 
riculum. 

Lastly, on public awareness, the best way to fight this problem 
is through prevention. Older adults and the public in general need 
more information about what constitutes financial exploitation and 
how to avoid it. However, local officials told us it’s difficult for them 
to conduct public awareness campaigns given their scarce re- 
sources. 

Each of the Federal agencies we reviewed independently pro- 
duces educational materials consistent with its own mission. How- 
ever, these efforts could be more effective if they were part of a 
broader coordinated approach. The Federal Government is well po- 
sitioned to develop such a coordinated, multi-faceted campaign. 

In conclusion, elder financial exploitation is a complex, nation- 
wide problem. Combating it effectively requires a concerted, ongo- 
ing effort on the part of states and localities, as well as the support 
and leadership at the Federal level. The Federal agencies we re- 
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viewed are each taking steps to address this problem, hut a more 
cohesive and clearly articulated national strategy is needed, and 
the recently formed Elder Justice Coordinating Council can he the 
vehicle for defining and implementing this strategy. 

This concludes my prepared statement. I’m happy to answer any 
questions you may have. 

[The prepared statement of Kay Brown appears in the Appendix 
on page 34.] 

The Chairman. Thank you, Ms. Brown. 

Mr. Humphrey. 

STATEMENT OF HUBERT “SKIP” HUMPHREY HI, ASSISTANT DI- 
RECTOR, OFFICE FOR OLDER AMERICANS, CONSUMER FI- 
NANCIAL PROTECTION BUREAU, WASHINGTON, DC 

Mr. Humphrey. Thank you very much. Chairman Kohl and 
Ranking Member Corker, to the other members of the Committee. 
Thank you for the opportunity to testify today on the Office for 
Older Americans at the Consumer Financial Protection Bureau and 
its work to address the devastating problem of elder financial ex- 
ploitation. 

Mr. Chairman, I also want to thank you for your longstanding 
dedication and the important role that you’ve played in enhancing 
the well-being of our older citizens. 

For the past year, I have been privileged to lead the Office for 
Older Americans. Our statutory mandate covers two broad areas: 
first, protecting consumers age 62 and over in the financial market- 
place; and secondly, in enhancing their later-life economic security. 

In our first year, we’ve made preventing and detecting and re- 
dressing elder financial exploitation job number 1. In doing so, we 
have recognized that collaboration is critical on the local, state and 
national levels, and between public and private sectors. 

To jumpstart and foster these collaborative efforts, we have trav- 
eled throughout the country to meet state, local and tribal officials, 
including Attorneys General, financial regulators. Adult Protective 
Services administrators, commissioners on aging, chief justices, 
court administrators, and tribal elders. We have also engaged with 
non-profits, community organizations and industry groups to ex- 
plore ways to help and to partner with them. For example, we par- 
ticipate in a working group with the Financial Services Roundtable 
to enhance the capacity of financial institutions to report suspected 
elder financial abuse. 

In addition, we have been actively engaged with our Federal 
partners. Last month, as was mentioned, was the inaugural meet- 
ing of the Elder Justice Coordinating Council, an 11-agency body 
convened to shine a light on the disastrous impact of financial ex- 
ploitation and to catalyze the development of a prevention strategy. 

At the meeting, we heard some important themes from national 
experts. We heard that older Americans are victimized by a broad 
range of perpetrators; collaboration is critical; diminished capacity 
is truly the 800-pound gorilla in the room. We need more and bet- 
ter quality data, and we need a broad-scale public education cam- 
paign to raise the awareness of elder financial abuse and what to 
do about it. 
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The CFPB already has initiatives underway that address issues 
flagged at the Council meeting. We are developing “how-to” guides 
for agents under powers of attorney, guardians, trustees. Social Se- 
curity representative payees, and VA fiduciaries. We are producing 
a guide to help senior housing, assisted living and skilled nursing 
facilities to identify and intervene in exploitation cases. Our Money 
Smart for Older Adults education program, in collaboration with 
the FDIC, will focus on preventing, recognizing and reporting elder 
financial exploitation. 

We are working with several states to create and sustain coali- 
tions for community education, public awareness, enhanced re- 
sponse, and increased prosecution; and we’re developing strategies 
for communicating to financial institutions that the Gramm-Leach- 
Bliley Act generally does not prohibit them from reporting sus- 
pected abuse to law enforcement and APS agencies. 

Congressional leadership and support is critical to implementing 
a multi-faceted solution to the serious problem of elder financial ex- 
ploitation. We look forward to continued information sharing with 
members of Congress on this important topic and the CFPB’s con- 
tributions. 

Thank you, Mr. Chairman and members of this Committee, for 
the opportunity to visit with you on this. 

[The prepared statement of Hubert “Skip” Humphrey III appears 
in the Appendix on page 42.] 

The Chairman. Thank you very much, Mr. Humphrey. 

Mr. Smocer. 

STATEMENT OF PAUL SMOCER, PRESIDENT, BITS, FINANCIAL 
SERVICES ROUNDTABLE, WASHINGTON, DC 

Mr. Smocer. Thank you. Chairman Kohl, Ranking Member 
Corker, and members of the Committee, for providing this oppor- 
tunity for us to speak on the subject of financial exploitation of 
older Americans. 

My name is Paul Smocer, and I am the President of BITS, the 
Technology Policy Division of the Financial Services Roundtable. 

By 2030, the number of Americans aged 65 and older is projected 
to double to 71 million, roughly 20 percent of the U.S. population. 
With this increase in the number of older Americans, the threat of 
financial exploitation is only increasing. 

The Roundtable and its member companies are committed to en- 
couraging their employees comply with high standards of conduct 
when providing financial advice to all customers, including older 
Americans and their families. Helping ensure a secure financial 
system and retirement for millions of Americans is central to the 
mission of the financial services industry. 

Since many older customers still prefer to conduct transactions 
in person, financial services employees can often detect changes in 
an older customer’s behavior and have the opportunity to react ap- 
propriately in the event of potential exploitation. In identifying and 
reacting to cases of suspected abuse, it is essential for the institu- 
tions to work with Adult Protective Services and local law enforce- 
ment. 

To accomplish this, many institutions participate in both local 
and regional task forces composed of all of these groups. During 
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these meetings, institutions will share trends, suspect information, 
and best practices. Through this active engagement and partner- 
ship, cases are able to be resolved more quickly. 

Institutions also file Suspicious Activity Reports to the Financial 
Crimes Enforcement Network. 

For decades, financial institutions have been at the forefront of 
fraud detection, utilizing sophisticated technology, modeling, train- 
ing and education. These resources and techniques are employed in 
protecting older Americans. Using a variety of safeguards, financial 
institutions make every attempt to ensure the reliability and secu- 
rity of financial transactions, as well as to protect financial privacy. 

Education of all stakeholders is critical for preventing financial 
abuse. Many financial institutions have extensive programs to edu- 
cate both employees and customers on detecting abuse against 
older Americans, and steps to secure accounts from the lure of 
fraudsters. 

Working closely with community organizations, financial institu- 
tions host panel discussions and community events to educate sen- 
iors and their caregivers about the risk of elder financial abuse. 
These efforts provide older Americans and their advocates edu- 
cational resources to not only recognize financial elder abuse, but 
also to take proactive steps to protect oneself and one’s assets. 

Working with our member institutions, the Roundtable’s BITS 
organization released a white paper to help financial institutions 
and their customers identify and combat elder abuse. In addition, 
the Roundtable participated in its Seventh Annual World Elder 
Abuse Awareness Day this past June, providing speakers on the 
topic of elder financial abuse. 

Currently, the Roundtable and its members have committed re- 
sources to a working group focused on developing a structure for 
training financial institution staff on elder fraud trends and inter- 
nal procedures for reacting to suspected elder financial abuse. The 
group will also work with financial institutions and, as Skip men- 
tioned, in collaboration with groups like CFPB to develop broader, 
sector-wide, consumer-facing awareness and education programs. 

In discussing this issue more generally, the group has identified 
a number of areas where impediments exist to improved prevention 
which require the assistance of Federal agencies to help resolve. 
We recently presented these impediments and recommendations for 
improvement to the Elder Justice Coordinating Council during its 
inaugural meeting. 

My written comments provide additional detail on these rec- 
ommendations, but they cover a variety of areas including clari- 
fying existing law related to fraud monitoring capabilities and re- 
sponding to transaction requests involving suspected fraud; uni- 
form reporting processes and protection for reporting parties; clari- 
fication and standardization of reporting requirements across var- 
ious jurisdictions; and licensing of financial professionals serving 
the elder community. 

In closing, please accept my thanks for the opportunity to offer 
our thoughts to you today. We recognize the importance of this 
issue and look forward to continuing to work together with the 
Committee and the member agencies of the Elder Justice Coordi- 
nating Council on this important issue. Thank you. 
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[The prepared statement of Paul Smocer appears in the Appen- 
dix on page 46.] 

The Chairman. Thank you, Mr. Smocer. 

Mr. Greenwood. 

STATEMENT OF PAUL GREENWOOD, DEPUTY DISTRICT AT- 
TORNEY, HEAD OF ELDER ABUSE UNIT, FAMILY PROTEC- 
TION SERVICE, SAN DIEGO, CA 

Mr. Greenwood. Thank you, Chairman Kohl. Good afternoon to 
you. If I may he permitted to deviate from my written remarks, I 
feel like I’m sort of the closing argument prosecuting in front of the 
jury this afternoon. What has come across is very clear. The speak- 
ers have heen talking about education and collaboration and mak- 
ing safeguards, and one thing that Skip Humphrey mentioned was 
increased prosecution. 

I am privileged to be able to be head of an elder abuse prosecu- 
tion unit in our office in San Diego for the last 17 years. It’s been 
the most rewarding, challenging, and equally frustrating part of 
my 34-year career as a lawyer. 

But I’m also fortunate that, working in California, we have seen 
evidence of this collaboration in increased awareness over the last 
several years. For example — and I owe a great deal of thanks to 
Adult Protective Services, who really have taken the lead in Cali- 
fornia in so many initiatives. We developed what are called FAST 
teams. Financial Abuse Support Teams, that bring in several times 
a year members from the community — professionals, bankers, law- 
yers, law enforcement. Adult Protective Services — to talk over 
these issues and to study trends and to learn from one another in 
how we can improve our collective response to these cases of finan- 
cial elder abuse. 

We’ve seen popping up over the last five years forensic centers 
for elder abuse in California, and I have to pay tribute particularly 
to the one in Orange County led by the premier expert in this 
country. Dr. Laura Mosqueda, and it is a tremendous resource to 
be able to call up that center and ask for advice from a medical 
expert regarding a victim with dementia or Alzheimer’s. 

And then thirdly, in 2007, California passed a law that required 
all bank tellers and credit union tellers to be mandated reporters 
of suspected financial exploitation. Because of that, we’ve seen a 
huge increase in the number of reports being cross-reported to law 
enforcement and Adult Protective Services. 

And then finally. Operation Guardian was a program initiated by 
the California Attorney General’s Office which makes surprise vis- 
its, sometimes at dawn, to various nursing homes around Cali- 
fornia, and because of those surprise visits, many cases of financial 
exploitation have been discovered in these facilities where residents 
have been taken advantage of 

But I also want to comment upon increased prosecution, because 
whilst these other initiatives are excellent, I believe the best form 
of prevention is to tell these crooks out there that if you do mess 
with elders and try to rip off an elder, a prosecutor somewhere is 
going to come after you and prosecute you to the fullest. 

It starts with the elected district attorney, and I’m so glad that 
I have a boss, Bonnie Dumanis, who has not only allowed me to 
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come today, but it shows the importance that we place in our office 
on this crime of financial exploitation. But gradually we’re seeing 
across the country more and more prosecutors understanding that 
not only are these crimes provable, but the juries get it, and there 
are many misconceptions out there about working with elderly vic- 
tims. The biggest one I always hear is, well, they have failing 
memories. But that’s not the case so often. So often now, victims 
are articulate, they are good historians. 

But in those cases where we have victims on the stand who dem- 
onstrate a lack of memory, that actually enhances the case for the 
jury because the jury gets to see exactly why the defendant tar- 
geted this elder for their diminished capacity or their forgetfulness. 

So what we are looking for is, across the whole of the states, 
more and more prosecutors to become emboldened to take on these 
cases. We want police departments throughout the country to de- 
velop specialized units. San Diego, fortunately, developed several 
years ago a police department where we have six detectives work- 
ing nothing but elder abuse cases. Can you imagine the quality of 
these cases that come to my desk after several years? The detec- 
tives absolutely believe in the work they do. They bring me good 
cases, and we present these cases to judges and juries all the time, 
and in most cases we get convictions. 

So the message I have is let’s collaborate. We need to talk more 
as prosecutors to Adult Protective Services. We need to give them 
more resources. We need to have police officers talk with Adult 
Protective Services and with prosecutors, get more education out 
there for elders, get more training for bank tellers and credit 
unions. But together, I think we can make a difference, particularly 
in the courtroom, and get more and more convictions, and get these 
predators behind bars. Thank you. 

[The prepared statement of Paul Greenwood appears in the Ap- 
pendix on page 57.] 

The Chairman. Thank you. 

For each of you, we believe and heard that only a fraction of 
cases of elder financial fraud actually get reported. What can gov- 
ernment do to encourage people to report cases of elder financial 
fraud? 

Mr. Abagnale. 

Mr. Abagnale. Well, sir, I have to first believe that I think that 
someone is going to take action, as you just heard the district attor- 
ney say that about prosecution. You know, crime has become, espe- 
cially in the realm of fraud, overwhelming. Federal law enforce- 
ment agents are usually restricted from investigating crimes under 
$100,000 in face value. Most U.S. Attorneys won’t prosecute cases 
under a quarter of a million dollars in face value. Consequently, 
criminals know that if they stay under these thresholds, they are 
most likely going to get away with it. 

And so it’s very frustrating not only for the law enforcement side 
of it, but for individuals when they know who did it, they have all 
the evidence that they did it, but can’t get anyone to act on it or 
do anything to bring these people to justice. 

So I think we have to do a better job of educating people how 
to protect themselves so that they don’t become victims. Once 
you’re a victim, you usually are never going to get your money 
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back. So it would be much wiser not to become a victim to begin 
with. So this is why I’m a big believer in education. 

I do believe the government needs to fix some of the things like 
the Medicare card. As you know, there’s a bill, S. 1551, which 
would turn the Medicare card into a smart card, which the military 
currently uses. We have 20 million of those cards currently in use. 
Not one has been counterfeited. So I would like to see the govern- 
ment at least do a pilot program to bring the Social Security num- 
ber off the Medicare card, which will eliminate it finally from all 
of the identification documents the government has, and come to 
a smart card that will help protect as well. 

So it’s a little bit of that, more enforcement and, of course, a 
great deal of education. 

The Chairman. You say that less than $250,000 will not be pros- 
ecuted? 

Mr. Abagnale. Most U.S. Attorneys, because of the volume of 
fraud and crime, they take the highest dollar priority crimes, the 
person who has stolen $7 million, $8 million, $20 million, and go 
after those individuals and prosecute those cases. They’re under- 
staffed, under-manpowered. They don’t have the ability to pros- 
ecute a lot of those cases. Certainly, local law enforcement and dis- 
trict attorney’s offices in counties and cities probably do a much 
better job and have set aside teams of people and attorneys to work 
on those cases. 

But again, it’s very frustrating when you’re a law enforcement 
person or you are the victim and you know what happened, you 
know who did it, you have all the evidence that there is, but you 
can’t get anyone to act on that evidence. 

The Chairman. Thank you. 

Ms. Brown. 

Ms. Brown. I think I’d like to pick up on the public awareness 
theme. I think it’s important both to help victims understand and 
try to avoid what may be happening to them, but also to help peo- 
ple around them better be able to identify what may be happening 
and feel the confidence to report it. So it’s both seeing what’s hap- 
pening and then being able and willing to report it and knowing 
where to go. 

The Chairman. All right. 

Mr. Humphrey. 

Mr. Humphrey. Thank you, Mr. Chairman. You know, time and 
again I’ve had the opportunity to visit with senior groups, and I 
usually ask the question: How many of you have had something 
like elder financial exploitation, a scam, happen to you? All the 
hands go up, or they know somebody that has had that happen. 

And I say how many of you know of someone that’s in your fam- 
ily? And some hands go up. 

Part of the challenge here is to get people to speak up and speak 
out and to encourage them to report it. What we have heard from 
the District Attorney is terribly important, that we encourage law 
enforcement to really begin working in this area. 

The educational part of this and the prevention part are terribly 
important. That’s why we’ve partnered with the FDIC, with their 
Money Smart program. It’s a well-known program that reaches out 
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to a very broad range of the population and now will also focus on 
older Americans. 

The Chairman. Very good. 

Mr. Smocer. 

Mr. Smocer. By the time you’re the fourth witness, you kind of 
have much of the same thing to say. But I think education is prob- 
ably key. Obviously, we’re trying to do improved education within 
the financial services community itself. So the tellers and kind of 
the folks at the front line that elders come in and speak to are 
more aware of not only the kinds of scams but how to react when 
they suspect that there is some scam or fraud situation going on. 

As Skip mentioned earlier, we’ve been working with CFPB and 
more broadly with the Elder Justice Coordinating Council around 
the issue of clarifying current law with regard to privacy, because 
that is a bit of a conundrum in some cases where bank employees 
are afraid they’re going to violate the customer’s privacy rights by 
somehow reporting a situation to someone else. So I think it is im- 
portant that we clarify that. 

I think the consumer education is key, but I think Kay made a 
key point. As we think about this, I think one of the concerns we 
have is that in many cases the elder him or herself may not be at 
a level of capacity that they can actually understand the education. 
So education to caregivers, education to adult children of elderly 
parents I think is also critical. 

And then I think in terms of law enforcement, improved report- 
ing around these cases and consolidation of some of the many data- 
bases that tend to exist today, this was an item that we brought 
up in front of EJCC, that a lot of the agencies individually are 
doing a relatively good job at capturing information, but having a 
consolidated kind of reporting mechanism so that, for example, as 
Frank mentioned, a prosecutor can see that he or she can actually 
make a case because when he looks at the fact that this fraudster 
is committing crimes against multiple individuals as opposed to 
looking at each case one off, I think would help build the interest 
of prosecutors and law enforcement. 

So I’ll stop there and let Paul speak. 

The Chairman. Mr. Greenwood. 

Mr. Greenwood. Thank you. One of the most successful initia- 
tives we were part of with Adult Protective Services was called Si- 
lence Isn’t Golden. So we launched this campaign with posters and 
public service announcements, telling the public that the best thing 
we can do is not stay silent about this hidden crime. If you suspect 
that somebody in our family or in your street, in your neighbor- 
hood, in your church is a victim, you need to call this number, and 
we encourage people to do it because it’s anonymous. They don’t 
have to say who they are. 

Secondly, we had a very successful campaign called Protect Your- 
self and Your Wallet. We went around to various libraries, and we 
got a female 70-year-old black belt to do a 20-minute course on pro- 
tecting the seniors when they’re out in the streets and the shopping 
malls, and then I came along and did a 15-minute Top Ten Tips 
on Financial Security, and that really seemed to help a lot. 

But thirdly, one thing I always try to convince seniors of is, look, 
we understand why you don’t report, or your families don’t report. 
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because you’re embarrassed. But there’s also a fear involved, that 
seniors fear that if they report they’re a victim, that somehow 
somebody is going to come and take control of their life and their 
finances. So we try to allay that fear and convince them, no, we’re 
not concerned with your independence; we only want to go after the 
independence of the crook who is stealing from you. I think when 
that message gets across, and when there’s a consumer confidence 
that if they do report, something will happen, then there’s a dif- 
ference. 

I agree with what Frank is saying. If the citizens out there think 
“what’s the point?” because law enforcement and the prosecutors 
aren’t going to do anything about it, we’re going to fail. 

The Chairman. Very good. 

Senator Corker is next, but I would like just a couple of minutes 
because Senator Wyden has said he needs to leave. Would you like 
to ask a question? 

Senator Wyden. If that would be all right with Senator Corker. 
Mr. Chairman, Senator Corker has been here a long time. If he has 
just a couple of minutes worth. I’d certainly — ^because he’s been 
waiting a long time — let him ask. 

Senator Corker. It’s okay. 

The Chairman. Go ahead. Senator. 

Senator Wyden. All right. Thank you. Thank you both. I also 
want to note that I guess there’s been some kind of informal agree- 
ment, almost a gag order, that we’re not allowed to go into Chair- 
man Kohl’s accomplishments. 

The Chairman. Correct. 

[Laughter.] 

Senator Wyden. But everybody knows that I never go along with 
these gag orders. 

[Laughter.] 

I only want to say that it’s my intent to give a speech on the floor 
of the United States Senate when we get back to outline the accom- 
plishments of Senator Kohl, this thoughtful, modest man, over the 
last years through this Committee, because it is an extraordinary 
record. I’m going to semi-respect the gag request for purposes of 
this afternoon, but I hope folks will stay tuned because we’re going 
to talk on the floor of the United States Senate about the extraor- 
dinary record of Chairman Kohl, and I know Senator Corker very 
much agrees with this as well. 

I just wanted to ask a couple of quick questions. 

First, I think we all know, and it’s something I’ve felt strongly 
about since the days when I was co-director of the Gray Panthers, 
that this history of stealing and ripping off seniors is a long one, 
and the bad guys, they’re pretty savvy, and every generation seems 
to be sawier than the previous one. 

So what we’re up against is constantly trying to stay out in front 
of them as they turn to new techniques, and I wanted to ask just 
a couple of questions because my colleagues are being so patient. 

The first I think I want to direct to Skip Humphrey, who has 
been doing wonderful work for seniors for lots of years, and we’ve 
worked together on a number of issues. My sense is a lot of the bad 
guys, a lot of the worst actors are now shifting to online exploi- 
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tation of seniors. It’s almost like they rattled those old windows, 
you all closed some of them, so they went to new ones. 

If you could. General Humphrey, give us a sense of what we’re 
doing to beef up our efforts to deal with online exploitation of sen- 
iors, if you would. 

Mr. Humphrey. Thank you very much. Senator. First of all, of 
course, we’re working as closely as we can with our colleagues at 
other Federal agencies, and with state and local efforts in this 
area. But one of the things that is happening as the baby boomers 
shift and as another generation comes forward is that more and 
more people are comfortable using the Internet. Therefore they be- 
come more vulnerable, in a sense, to that kind of exploitation. 

One of the things is to just help citizens understand what the 
protections are. The first thing to understand, the most basic, is if 
it sounds too good to be true, it probably is. No matter whether it’s 
on the Internet or whether it’s coming through the door or in the 
mail or any other thing. It’s just to understand that if something 
really sounds like something positive, you yourself are probably the 
best defense. 

Secondly, of course, as was indicated, this whole issue of personal 
I.D. is very, very important. Our efforts will be looking towards 
that as it relates to financial transactions, and certainly there’s a 
broader range as was indicated by the testimony here. 

The third area that I would suggest is that we are going to be 
going online with these how-to guides for fiduciaries. Many times 
people are identified in power of attorney documents as agents, and 
they don’t know the first thing about what they’re supposed to do, 
or what the risks are with regard to the resources that they are 
supposed to manage for another person. So having those guides 
available to educate people can be very important, particularly as 
it relates to the congregate care facilities and those who manage 
the congregate care facilities. 

So those are just some of the things that we’re working on within 
the framework of the new Internet age. 

Senator Wyden. Good. 

A question for you, Mr. Abagnale, and I want to give credit 
where credit is due. The Medicare card legislation, which I am the 
Democratic sponsor of, is really the work of Senator Kirk, Senator 
Kirk of Illinois. He could not be here today, but I think he’s come 
up with a logical bipartisan approach, and we’re going to do every- 
thing we can to advance his bill. 

My question to you on that legislation is what are the con- 
sequences of not doing it? What are the consequences of not hav- 
ing, for every Medicare beneficiary in the country, a way to make 
sure that their name and their full Social Security number is there 
to see and it is, in effect, something that can’t be ripped off and 
stolen the way it is? 

Mr. Abagnale. Well, as I mentioned earlier, I think that the 
Medicare card with the Social Security number followed by a letter 
is just an open invitation for criminals. They know that if they see 
the card 

Senator Wyden. It’s the status quo. 

Mr. Abagnale. Right, as it is today. When you present the card 
at a doctor’s office, unfortunately I think that many people believe 
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that doctors’ offices close up their files at night. Most doctors’ of- 
fices just have straight file cabinets that do not lock down at night. 
Consequently, there are people who tell the janitorial service, “if 
you take a Post ‘Em and write down the person’s name, address, 
date of birth off the copy of their Medicare card that the doctor 
made, and their Social Security number. I’ll give you $100. So if 
you give me one Post ‘Em, $100. You give me five Post ‘Ems, $500.” 
Obviously, it’s very enticing to people. 

So as it is now, what I’d like to see, as we have done in many 
states, we’ve taken the Social Security number off the driver’s li- 
cense. We have started to remove it from college campuses, from 
identification cards. I would like it if we removed it from our mili- 
tary cards for identification. The one final place that we have left 
that we have not removed it is on the Medicare card. 

So I think it would be extremely wise for the government to close 
that final loophole, and that will go a great long distance to pro- 
tecting people from having their identity stolen. 

Senator Wyden. Thank you. I’m going to submit two questions 
for the record because Senator Corker has been so kind in terms 
of giving me this time. One will be a question for you, Mr. 
Abagnale, on the question of opening up the Medicare database. I 
think you know Senator Grassley and I believe that if you’re ever 
going to really get a better handle on this relatively small number 
of physicians in particular who are exploiting the program, you’ve 
got to get access to that database. I’ll submit it for the record. 

And for you. General Humphrey, I’m going to ask you a question 
about the question of living facilities and looking at ways to better 
control those who somehow find a way to exploit the residence. 
This also touches on an issue Chairman Kohl and Senator Corker 
know about, and that’s the question of these pension poachers for 
veterans. 

So I will, just in the interest of time, submit that to you. General 
Humphrey; one for you, Mr. Abagnale. 

Senator Wyden. And to my friend Bob Corker, thank you for giv- 
ing me the time. 

Everybody stay tuned when on the floor we can list the gag order 
and we can talk about Chairman Kohl and go through his record 
the way I think it ought to be appropriately discussed. Thank you. 

The Chairman. Thank you. Senator Wyden. 

Senator Corker. 

Senator Corker. Thank you, Mr. Chairman, and thank each of 
you for your testimony. This is a great way to round out this year 
and start next year hopefully with a focus on this. 

But, Mr. Abagnale, I was interested in you talking about tech- 
nology and that it’s 4,000 times easier to do something today than 
it was 40 years ago, or whatever the number was. In that same 
light, I would suppose there are, through technology, all kinds of 
ways today to also detect that, and I wonder if you might — in other 
words, it’s easier with technology to commit fraud, but I assume 
there are also ways of detecting that. 

I wonder if you might talk about some of the breakthroughs that 
exist there from the standpoint of using technology to keep this 
from happening in the first place. 
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Mr. Abagnale. Yes, sir. Let me clarify what I mean by that. 
Forty years ago, for me to forge a check, I needed a Heidelberg 
printing press. The press cost a million dollars 40 years ago. It was 
90 feet long, 18 feet high. It required three journeyman printers to 
operate it. So as they showed in the movie, I built scaffolding on 
the side of the press to eliminate the two other printers. I had to 
learn to do color separations, negative plates typesetting. I used 
chemicals. 

Today, one simply opens a laptop, picks a victim out of corporate 
America, Delta Airlines, catches their logo, puts it on a diagram of 
a check in full color, and in 15 minutes has created a beautiful 
Delta Airlines check. 

Forty years ago, I wouldn’t know where Delta Airlines banked. 
I wouldn’t know who the authorized signer of Delta Airlines checks 
was, and I certainly wouldn’t know their bank account number. 
But because we live in a too-much information world today, all I 
have to do is call Delta Airlines corporate office and ask to speak 
to someone in their accounts receivables and say that I would like 
to pay a statement, but I would prefer to wire them the funds, and 
they would give me wiring instructions, which means that they 
would tell me where they bank, on what street, what city, routing 
number, account number, and all the information I need. I would 
hang up and call back and ask for corporate communications today 
and ask for a copy of the company’s annual report, and they would 
send it out to me, but on page 3 would be the signature of the 
Chairman of the Board, the CEO, the CFO, the Treasurer, the 
Comptroller, and with white glossy paper with camera-ready ink. 
I’d just scan it and put it on a check. 

So the technology has made it a lot easier, and social engineering 
has just changed. It’s gone from a telephone now to a computer. It’s 
the same thing, seeking information from individuals. 

So I think we have technology just like the Smart Card, and 
technology that the government has come up with for our new cur- 
rency since 1996 to make it much more secure. We’ve seen a great 
decrease in the replication of our currency. We have the technology 
to be able to prevent some of these things. Of course, these things 
cost money. They take time and research. But you only fight tech- 
nology with technology. So you always have to be one step ahead. 
So you look at the problem and you come up with a solution. You 
can’t sit on the solution. You have to then be working on the next 
solution forward. 

But certainly American know-how and American technology can 
prevent a great deal of these things from occurring. We just have 
to continue to work on it. 

Senator Corker. And does it appear that the enforcement agen- 
cies that care about these things or are doing those things to stay 
one step ahead? 

Mr. Abagnale. I’m certain that they are. What concerns me is 
you rob a bank today and you get $7,500 or the most the teller 
might have in their teller window, $4,500, and you might go to jail 
for 20 years when they catch you. You rob a car, you take it across 
the state line. Both the car and the bank were insured. They got 
their money back, if they didn’t get their money back from the 
thief. 
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But when you go out and you steal someone’s life savings, you 
take their pension, you take their entire retirement, their entire fu- 
ture, they have to go live in poverty because of that crime. It is ri- 
diculous that that person walks away with a slap on their hand or 
ends up with 18 months in a prison. That’s just absurd. 

I think we have to see it for what it is. It is a very serious and 
devastating crime and should be looked upon that way by law en- 
forcement and the prosecutors who prosecute the crime, and the 
judges who render those sentences to those criminals. They are 
much more devastating than the guy who might rob the bank or 
steal the car. 

Senator Corker. And to whoever wants to answer this, what is 
the order of magnitude of crimes against elderly citizens that are 
committed by those that are familiar to them, that are relatives or 
friends, and that that is perpetrated by people totally unknown to 
them and from the outside? What would be the percentages of 
each? 

Mr. Humphrey. Senator, my best understanding is that over 5% 
of adults aged 60 and over are victims of financial mistreatment by 
a family member. It’s a very significant number, and it’s 

Senator Corker. Five percent is by people who are familiar with 
the 

Mr. Humphrey. That are familiar, absolutely. I will give you an 
example from a conversation that I had in your state. Senator, with 
a group of elderly folks who were helping one another deal with 
some of these problems. I asked, well, how are we going to get peo- 
ple to report them? That is a challenge because it’s an individual 
that they know, and probably a member of their family. They don’t 
want to report them to law enforcement, and personally the person 
reporting is embarrassed that it’s happening. I said, well, how 
would you see this happening in your family? 

This woman said — she nailed it right on the head. She said. 
Skip, I’ve got seven kids. I love every one of them, but I only trust 
three. 

[Laughter.] 

Mr. Humphrey. In a sense, she was making a judgment on who 
was to be the person that she might look to. 

Part of the effort here needs to be that education of helping peo- 
ple understand that they need to make wise choices with regard to 
those who are going to be their caregivers, formal or informal. The 
other part is just as we have heard, to have the government struc- 
ture to be able and ready to take on that responsibility once a re- 
port is made. Part of the challenge here is to find out where and 
how best to get that reporting. 

Another example, if I could just take a moment. Senator, was an 
opportunity when I was visiting with tribal elders. One of the ways 
they come to grips with this within the framework of a family is 
the Navajo Nation has developed the concept of a peace council. It 
brings together individuals within the tribal community, and law 
enforcement to work together to develop the resolution of the prob- 
lem, to stop the theft, and at the same time to work through a way 
in which to deal with the abuse that is taking place. 
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So we’re looking at a wide variety of approaches of how to come 
to grips with this, including making sure that there is the oppor- 
tunity to report directly to law enforcement. 

Mr. Greenwood. Senator, if I could just also add, part of the 
problem is that we don’t really know the answer to your question 
because so many cases are unreported, and therefore undetected. 
And the cases that we know of that come to my office, I would say 
the majority of physical abuse cases are committed by someone 
who is close to them. The majority of financial abuse cases are com- 
mitted not by a family member, although some are, but by someone 
who has got into their life, a caregiver, an unlicensed contractor, 
a professional advisor, somebody who has built up this relationship 
of trust with the victim. 

But then there’s this whole myriad of unknown predators out 
there online who serve behind anonymity, overseas, who are con- 
ning their victims. The victims are wiring the money, but they 
never tell us because they’re too embarrassed. So we really don’t 
have a good handle on this. 

Senator Corker. Mr. Smocer, I’m not much of a buyer, but I 
sometimes end up with a credit card, and I hadn’t been in for a 
while, and it’s frustrating as heck to be standing there at the teller 
and the person with an American Express gets on the phone. I 
mean, it’s a major pain. I’m sure most people have witnessed that 
before. 

And I guess, as you look at some of these transactions that would 
occur in financial institutions where maybe something large is hap- 
pening that’s unusual in a senior’s account, you would think that 
there’d be some hurdle that people would have to go through for 
money just to, all of a sudden, $100,000 or whatever the number 
is, to go out of someone’s pension. 

I’m just wondering why there aren’t mechanisms like that that 
are employed in many other areas to keep that kind of thing from 
occurring. 

Mr. Smocer. Well, first, there are mechanisms, and the example 
you gave of the credit card situation is an example of a mechanism. 
You’re in a strange town, you’ve never used a card there before, 
that’s why the clerk ends up asking you to get on the phone to 
identify yourself. So there are the same kinds of monitoring sys- 
tems and, to answer your other question, the use of technology to 
try to prevent fraud have been getting more and more sophisticated 
as time goes on. 

Now, one of the things that we talked to the Elder Justice Co- 
ordinating Council about is really two concerns that I think apply 
in this situation. Number one, there is a concern, and we asked for 
clarity around the question of — because some institutions have the 
question can we really divide out the elder population from the rest 
of our consumer population and treat it in a slightly different way. 

Some are concerned of how that deals with age discrimination 
laws, because in theory you’re not to discriminate in any way 
against the elderly, but in a way that you want to positively carve 
them out, is that okay to do, because there we could add some ad- 
ditional monitoring. It might be lower dollar threshold limits on 
transactions involving the accounts of the elderly. It might be more 
follow-up when, for example, there’s a change of address associated 
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with an elder’s account, that suddenly you want to verify with the 
elder that, in fact, they’re the one who caused the change, it’s not 
some fraudulent situation that’s occurring. 

The other thing they talk about which is a bit of a conundrum 
is that ultimately and legally, the account is the elder’s account. So 
in many cases, even when a suspicion of fraud is there, the ques- 
tion of can you legally stop this person from doing with their le- 
gally own money what they choose to do. One of the recommenda- 
tions that we came up with and talked to the Council about was 
the ability to actually put temporary holds on a transaction. I’m 
sure Paul would particularly mention that in some of these situa- 
tions where elders want to come in and wire money overseas be- 
cause there’s a scam involving — one of them being the purchase of 
a bride, as an example. Once that money is wired, it’s virtually im- 
possible to get it back, but it is the customer’s money. 

Ultimately, no matter how much you want to try and convince 
them that maybe this is something they shouldn’t do, you contact 
APS, by the time the customer wants the transaction executed, it 
may be too late. So having a way in a suspicious situation to be 
able to say, “Yes, Mr. Smith, we’ll go ahead and do that”, but hold 
on the transaction for a couple of days” until we can get APS or 
law enforcement involved would be helpful. 

Senator Corker. There’s just one other question, Mr. Abagnale. 
You mentioned the car theft issue and going across state lines, 
doing a couple of things, and you’re right, people end up having in- 
surance, they get their money back. Are you alluding to the fact 
that there should be a different sentence, if you will, for these 
types of crimes than exist right now? What were you trying to get 
at there? 

Mr. Abagnale. I was trying to say that, unfortunately, white col- 
lar crime in America, whether it be someone on Wall Street or it 
be somebody who is stealing from the elderly or someone stealing 
identities, are looked upon as a crime where there’s really no vic- 
tim, nobody was physically hurt, and consequently a lot of times 
it’s not treated very seriously. I think that’s a big mistake because 
I think they are extremely hurt when someone has lost their life 
savings and their pension from those crimes. 

So I think we have to look at white collar crime as an extremely 
fast-growing crime. I mean, fraud in this country has become over- 
whelming, almost impossible to enforce any longer. And con- 
sequently, I think punishment for these types of crimes has to be 
more severe. 

It is interesting that I committed these crimes 40 years ago, writ- 
ing bad checks. I was a teenager, or when I was caught I was 
under 21 years old. A Federal judge in Atlanta sentenced me to 
prison for 12 years. I served four of those 12 years, having already 
served a year over in Europe when the Federal authorities re- 
turned me to the United States. That would have been considered 
a harsh punishment back then. 

But the truth is had they caught me today for the same thing 
I had done 40 years ago, I probably would end up with community 
service or probation, or probably 18 months in a Federal prison. So 
I, having served the time, know that those types of crimes where 
people’s money is taken from them, people need to be punished for 
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those crimes and need to be sent to prison for those crimes and not 
be treated as if there was no victim or it was a harmless crime. 

Senator Corker. Most of those sentencing laws, are they state 
or are they Federal? 

Mr. Abagnale. Most of them now don’t — whether Federal or 
state, there are no determined laws that says a judge has to sen- 
tence someone for a certain amount of time to jail. It’s usually up 
to the judge’s discretion for the crime. So if the judge looks at it 
as somebody wasn’t physically hurt, nobody was really beat up or 
taken advantage of physically, the judge may tend to give it a le- 
nient sentence. 

I do go out and speak to U.S. Federal judges at their annual 
meetings and some of their semi-annual meetings, and in the Q&A 
I always bring up the importance of looking at these crimes in a 
different light, that they are very serious crimes, and I think that 
in America we are slowly starting to see, because of the Madoffs 
of the world, and because of the Enrons and WorldComms and 
Tycos and Arthur Andersons and all the things we’ve gone through 
over the last 10 years, I think that people are starting to realize 
that these types of crimes are very serious, both on the law enforce- 
ment side, on the prosecution side and even as American con- 
sumers we’re starting to realize that these are devastating crimes 
and people need to be brought to justice and they need to be pun- 
ished for those crimes. 

Senator Corker. Did you want to say something. Skip? 

Mr. Humphrey. Senator, I would just say that I’m aware that 
there are some states that do have enhanced penalties for the kind 
of theft that we’re talking about against older Americans. There 
are some states that have that. There are also some states that 
provide for an accelerated process in their prosecution through 
docket control. So there are some mechanisms out there, and part 
of the effort that we want to do is to bring some of these inter- 
esting ideas and practices to a place where others can understand 
what the practice is and how effective it’s been. So that’s one of the 
things that we’re looking at. 

Senator Corker. Well, thank each of you for your testimony. It’s 
been really interesting, and I hope something good comes out of 
this. Mr. Abagnale, I’m glad you’re on our team now. 

[Laughter.] 

Thank you very much. Thank you, Mr. Chairman, for a great 
hearing. 

The Chairman. Thank you so much. Senator Corker. Mr. 
Smocer, what percentage of your banks are currently making an ef- 
fort to train their tellers to determine whether or not something 
fraudulent is taking place? 

Mr. Smocer. I don’t know if I have an exact number for you. But 
I will tell you, with the working group that we formed, virtually 
all of our banking members. So almost 50 out of the 50 we have 
are members of that group who are working to improve — either 
they have a program now or improve a program that they have 
now. So across the whole industry, I wouldn’t be able to answer 
that question for you. But I know this is a very important topic to 
them. 
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The Chairman. So you would suggest that there should be some 
training in the case of every teller? 

Mr. Smocer. Yes, I frankly think so, and part of what we’re at- 
tempting to do, the group that we have is not only members of the 
Roundtable, but we’ve invited the other banking trade associations 
and credit union trade associations to have their members in- 
volved, and the group also includes a lot of folks from the agencies 
as well. For example, we’ve got CFPB involved and other agencies, 
because what we’re trying to do is really build a broad sector-wide 
program, so something that any bank or any credit union can use 
as the base for their training program. 

And it is two-fold. It is not only just — well, it’s almost three-fold. 
It’s internal in the sense of employees, so employees who are the 
tellers and the front-end personnel who customers typically come 
in to see. It’s also internal in the sense that we’re trying to do work 
with the fraud investigation and fraud detection folks to make sure 
that, particularly on the investigative side, that internally they can 
build better cases to be able to hand off to prosecutors. 

I think one of the things that we recognize as an industry is that 
while Frank is very correct, trying to get in many cases law en- 
forcement or a prosecutor, whether it’s local or Federal, to take a 
case, they often have, because of their workloads, they often have 
thresholds, and below a certain amount it’s hard to convince them 
to take an interest in the case. 

But we also know that if internally the financial institution can 
help build the case for them and put a lot of the material together 
and hand it over, then that typically incents them to take some ac- 
tion while we’re there. 

And then the other component besides the internal side is, as I 
mentioned earlier, trying to help build this broader consumer edu- 
cation piece too, and use the banks to help build it, and use the 
banks to help distribute it and distribute the kind of material that 
others have talked about here. 

The Chairman. Mr. Greenwood, I see you pondering this ques- 
tion, the training of the bank tellers. 

Mr. Greenwood. It’s key Senator. That’s why when we saw the 
change in the law, making bank and credit union tellers mandated 
reporters, we saw a huge increase in the number of reports, be- 
cause unfortunately a lot of banks and credit unions in other states 
are fearful of making that call to Adult Protective Services for fear 
that they will get retribution from their customer or their member. 
So even if a state doesn’t want to make it mandatory, at least they 
should make it permissive and give the banks and the financial in- 
stitutions the protection that they need to encourage them to make 
these calls. 

It also creates a responsibility on the part of Adult Protective 
Services, on law enforcement and prosecutors to reach out to these 
financial institutions. So we try to do that. In fact, in California we 
try to recognize good stewardship by banks and credit unions so 
that if they have actually intervened and thwarted a crime or have 
enabled us to prosecute, we want to give that bank teller due rec- 
ognition and make sure that it’s well known throughout the indus- 
try. 
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The Chairman. You mentioned that financial institutions in Cali- 
fornia are mandated reporters. 

Mr. Greenwood. Correct. 

The Chairman. So how has this changed banks’ behavior with 
regard to preventing and reporting financial scams against seniors? 

Mr. Greenwood. Well, initially what changed was the fact that 
because the law came into place, they gave those institutions a 15- 
month grace period to train their staff. So immediately we got 
awareness for the bank tellers and the credit union tellers, and 
that created in itself a lot of response by saying, wow, I didn’t 
know these scams went on. 

For example, the grandma scam is huge all across the country, 
and we all know that one where the crook calls up and pretends 
to be the grandson, he’s in jail and he needs $5,000 bail money to 
get out of jail, and it’s happening all the time. Well, the victim goes 
to the bank or the credit union to withdraw the money in cash so 
they can then go to Moneygram to wire it. 

It’s amazing, until this law came into place, how few bank tellers 
and credit union tellers knew of the existence of this scam. So now 
they do, and as a result the training and the awareness in the 
banks and the credit unions has really improved the response. 

I think it’s also helped encourage the bank tellers and the credit 
union tellers to know that if they do make the report. Adult Protec- 
tive Services is going to cross-report to a trained detective in San 
Diego who will bring it to a dedicated prosecutor in my office, who 
will then hopefully bring about a prosecution. And actually the 
bank tellers are very keen to come to court and testify because they 
can see the end result of their initial phone call, and it’s very grati- 
fying to an employee of a bank to know that what that call meant 
in the end was either to stop the damage or to actually catch the 
crook in their tracks and put them away, and that’s indeed very 
rewarding to the financial institution. 

Mr. Smocer. And, Senator, if I would follow up, I think Paul 
made a good point. As we think about the training, there are really 
two key aspects. One is awareness around the types of scams that 
are going on, so the grandmother scam, I need to wire money out 
of the country because, as I mentioned earlier, I want to buy a 
bride scam, which is a common one as well. 

But it’s also somewhat behavioral. So the teller recognizing that 
the customer comes in with a companion, and that the companion 
appears to be exerting undue influence on the customer, actions 
like trying to pull the customer aside to question whether, in fact, 
it’s their decision that’s going on here or whether they’re being in- 
fluenced by this individual. So it’s a little bit of both. It’s awareness 
of the kinds of scams that are going on, but it’s also trying to un- 
derstand the behaviors that are inhibited when some of these situ- 
ations go on. 

But the one thing I would also add to it, and we brought this up 
at the Elder Justice Coordinating Council meeting, and Frank kind 
of mentioned it earlier in a way, as we implement some of these 
new technologies, some of those technologies have an effect that we 
didn’t often think about. So one of the things we talked about at 
EJCC was the Social Security Administration moving to an all di- 
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rect deposit model, so elders not getting checks anymore, physical 
checks. 

Those physical checks that they got in the past were often a trig- 
ger for them to go to the branch, to see the teller, to see the folks 
that have known them for years that they always banked with. 
Now they may still want to do that just because they want to get 
out, but there’s less of an incentive for them to actually go into a 
branch anymore, for someone to physically see them on an ongoing 
basis and be able to recognize that something is askance here or 
there’s a change of behavior that is causing a red flag to occur. 

That’s not to suggest in any way that the training isn’t critical, 
but things are changing as we move into a more electronic world. 
That face-to-face just doesn’t exist quite as much anymore. 

The Chairman. How often do banks alert the police, and under 
what conditions? 

Mr. Smocer. I would say any time there’s a suspicion that some- 
thing is potentially fraudulent, certainly when it’s recognized to be 
fraudulent. There are situations, obviously, as we talked about ear- 
lier, where there are privacy concerns that need to be clarified, and 
I think once we can clarify those privacy concerns, particularly if 
we can have a “hold harmless” kind of model put in place, which 
is I think what Paul alluded to with the California law, that just 
report it, even if it turns out that it’s not fraud, which is a key con- 
cern, because what if I report this and it turns out it’s not fraud? 
Am I going to get in trouble? Am I going to get my institution in 
trouble? 

Those kinds of “hold harmless” agreements would go very far, I 
think, to enhancing it, because honestly I couldn’t probably give 
you an exact number, but I will tell you I have talked to and heard 
many, many scenarios where the bank tellers in particular — I 
mean, they’re looking out for their customers. They know these 
folks. They’ve known them, in many cases, for years and years and 
years, and they want to do the right thing. 

The Chairman. So are you suggesting that if we had these “hold 
harmless” laws across the country, we’d be in much better shape? 

Mr. Smocer. I think if we can clarify the privacy issue, and I 
think CFPB is working on that to some extent. But certainly I 
think that would — my personal opinion would be that would go a 
long, long way to enhancing the reporting. 

The Chairman. A long, long way. 

Mr. Smocer. Yes. 

The Chairman. Paul, do you think so? 

Mr. Greenwood. Well, I do. Senator, because until we had this 
law in place, as I said, I would have discussions with banks and 
credit unions all the time when I would see a crime report coming 
in where a bank teller did not make a report. I would call up the 
bank and say why didn’t you? And the immediate response was 
we’re just afraid to do that, we don’t want to get sued. So I think 
if we provide the protection for the financial institutions, and the 
encouragement, then it will allow institutions to encourage their 
bank tellers to make that call. 

As my colleague has said, occasionally, 1 out of 100, it might be 
a wrong call. But no one is going to blame the teller for making 
that call. It’s the silence which is the enemy. 
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The Chairman. Okay. 

I’ll ask you, Ms. Brown, what are the best practices you’ve found 
across the four states that you studied that work well for pre- 
venting and responding to elder financial abuse? 

Ms. Brown. Well, we’ve been hearing about many of them right 
here. I think one of the things that has really struck me is in this 
panel the types of best practices that we saw, like good training for 
bank employees, like being careful about background checks. Many 
of those kinds of things are things we saw in the states. But also 
I think what has really struck me today is that there are so many 
good ideas and so many interesting public awareness efforts with 
brochures that have really attractive and interesting titles. 

But what we see is that there are different areas of the country 
or jurisdictions that have a stronger commitment to this or a 
stronger interest, and that’s one of the reasons why we rec- 
ommended that the Elder Justice Coordinating Council develop a 
national strategy, because I think the kinds of best practices like 
developing brochures that really reach people, or doing training 
programs that reach relatives or bank employees are something 
that could be beneficial and would be helpful to be spread out 
throughout the country and not just in the spots where there’s a 
much stronger commitment or interest in this. 

The Chairman. All right. 

Any other comments from members of the panel? 

Mr. Humphrey. 

Mr. Humphrey. Mr. Chairman, I would just like to add that part 
of the effort here, I think — and it’s reflective of what has happened 
in California and elsewhere. We’re in the process of developing up- 
wards of four model prevention networks that are slightly different 
in each location. We want to try and develop these coordinated 
local networks between public, private, law enforcement, non-profit 
organizations, and state, local and Federal agencies to work locally 
on these efforts. Part of these efforts will be in the area of edu- 
cation and training and just getting people to know one another. 

What was so successful in California, one of our models, was just 
bringing this all together. But then again, it was also framed with 
a state law of reporting that encouraged that effort to take place. 

There’s a lot of room for these programs to take place. There are 
different ways of doing it. That’s the wonder of working in the 
states. You find different approaches. But the coordination and col- 
laboration both at the Federal, state and local level is key, and 
that’s why I think the Coordinating Council will have a very impor- 
tant role to play. 

The Chairman. Good. 

We thank you all for coming to speak to us here today. 

This is the last hearing of the Aging Committee for the 112th 
Congress. We’ve been able to accomplish a lot, and we worked hard 
to save taxpayer dollars while protecting our seniors. 

There are many people that made our success possible. First I’d 
like to thank my Ranking Member, Senator Corker. He’s been a de- 
light to work with, and I appreciate his open manner and bipar- 
tisan nature, which I think has been obvious here today, as well 
as throughout the year. His staff, especially his staff director, Mike 



26 


Bassett, have worked well with our side and for the people of his 
state, Tennessee. 

No senator accomplishes anything in this institution without 
staff, and I’ve had a great one over the years. They have always 
focused on doing the right thing for seniors and protecting our most 
vulnerable people in this country. Joy McGlaun, Sarah Levin and 
Anne Montgomery have heen my preeminent experts on health 
care. Cara Goldstein and Joel Eskovitz have done a great job pro- 
tecting seniors and their retirement savings. Jack Mitchell, my 
fearsome, fearless investigator, has done a great job uncovering 
malfeasance in the public and private sector. Ken Willis has been 
great ensuring that the work we do gets noticed. Patricia 
Hameister has made sure that all of these hearings go off without 
a hitch, and for that I’m grateful. I’m also grateful to Zac Tretow 
and Carissa Lewis, who make the people of Wisconsin feel wel- 
come. And as for my staff director, Chad Metzler, who has been 
with me in various capacities for the past 16 years, he is indeed 
irrepressible and irreplaceable. 

So I thank all of them, and we thank you all for being here 
today, and we wish you well. 

[Whereupon, at 3:25 p.m., the hearing was adjourned.] 
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INTODUCTION 

Chairman Kohl, Ranking Member Corker, Members of the Committee, I 
am honored to be invited to testify before you today on the seriousness 
of identity theft and financial fraud against the elderly and the need for 
education. I am Frank Abagnale subject of the book, movie and 
Broadway musical "Catch Me If You Can". 

I have a unique perspective having committed fraud as a teenager some 
40 years ago and having spent the last 36 years of my life teaching at the 
FBI Academy and field offices of the Federal Bureau of Investigation. In 
my 36 year career, I have conducted over 3,000 lectures and written four 
books on these subjects. For the past 36 years, I have worked to try to 
prevent fraud, forgery, embezzlement, identity theft and other white 
collar crimes. 

One serious issue we face is financial fraud against the elderly. This can 
be perpetrated by family members, financial advisers, home healthcare 
providers, friends, scam artists, and others. As I'm sure you are all 
aware, in 2010 the Consumer Financial Protection Board estimated $2.9 
billion dollars was stolen from financially exploited elders and the 
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instances of financial theft from seniors grew 12% from 2008 - 2010. This 
is probably a low estimate because many times the elderly are too 
embarrassed to admit that they have been defrauded and therefore it 
goes unreported. Their families may not even be told. Last year, white 
collar crime in America had reached the $900 billion dollar mark. 
Medicare fraud alone was estimated conservatively at $179 billion 
dollars. The IRS paid over $5 billion dollars in fraudulent tax refunds 
filed by individuals using a stolen social security number. 

I make my home in Charleston, SC. Last month 3.5 million social 
security numbers and over 300,000 credit and debit card numbers were 
stolen from the SC Department of Tax Revenue by criminals who hacked 
into the state's computer system. It is believed that they not only stole 
social security numbers and credit card information, but also the entire 
return of each person who filed a SC tax return. This means the 
criminals have the social security number of the dependents; the home 
address; bank account numbers and copies of the W-2s. 

What is truly amazing to an individual like me is that what I did 40 years 
ago as a teenager is 4,000 times easier to do today due to technology. 
Unfortunately technology breeds crime -- always has and always will. 
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There will always be individuals who will use technology in a negative 
and self-serving way. 

I have always believed that the government should take the lead in 
education to combat this horrendous crime. However, sometimes it 
seems the government makes it easier for individuals to commit these 
crimes. For example. The Centers for Medicare and Medicaid Services 
uses Social Security Numbers as part of the Medicare number. This 
means that anyone who sees the Medicare number can determine the 
Social Security Number. In a hospital or medical setting, a worker could 
have complete access to a senior's Social Security Number, home 
address, date of birth, possibly credit card numbers, bank account, and 
other information. This threat of identity theft of seniors will not be 
alleviated until the Social Security Number is removed from the 
Medicare card. 

The elderly are hungry for information but do not know about legitimate 
resources where they can turn for help. Numerous companies on 
television and radio, as well as talk show hosts, promote and market 
solutions which may or may not actually work. This is a great example 
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of the victim going for help, but being victimized again by those 
companies that are claiming to help them. 

Throughout my career, I have always believed that education is the best 
prevention. If you educate and explain to people their risks, in most 
cases they are smart enough to take that information and reduce their 
risks. I believe education is the only approach to help eliminate elder 
fraud. Education is not only important for our seniors, but it also helps 
bring awareness to all citizens so they can recognize the signs of fraud 
and know how to protect themselves. I believe that one of the most 
powerful tools at the government's disposal is creative Public Service 
Announcements that point out the most common scams and explain how 
to avoid becoming a victim. I recommend the government sponsor 
Public Service Announcements, mailing stuffers and educational 
materials so that individuals can learn to protect themselves and their 
loved ones. 

Protecting one's identity is an individual's responsibility. If a person 
ages to the point that they cannot take care of their personal issues then 
the family and friends should help take responsibility. Everyone has to 
be educated. Government regulation is not the answer. 
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I recommend the following to seniors to protect their identity: 

* Review your credit report semi-annually 

* Reconcile your bank accounts in a timely manner 

» Be suspicious of calls, e-mails or letters asking for personal 
information 

* Don't give out your SSN - Just because a form contains a space for 
your SSN doesn't mean you have to provide it. 

* Invest in a micro-cut shredder. 

Finally, I believe that punishment for fraud and identity theft and 
recovery of stolen funds are so rare, prevention is the only viable course 
of action. 


Frank W. Abagnale 

ABA6NALE 

^Associates 

Washington, DC 
(800) 237 7443 
(202) 220 3135 
frank@at!agnate.com 
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Chairman Kohl, Ranking Member Corker, and Members of the 
Committee: 

I am pleased to have this opportunity to present some of the results from 
the latest study In our body of work on elder justice issues. According to 
experts, the illegal or improper use of older adults’ funds, property, or 
assets Is reaching epidemic proportions in this country and has far- 
reaching effects on its victims and society, in general. The money older 
adults lose in these cases is rarely recovered and this loss can undermine 
both the health of older adults and their ability to support and care for 
themselves. One study estimated that financial exploitation cost older 
adults at least $2.9 billion in 2010.’ 

Older adults can be exploited by family members and friends, home care 
workers, legal guardians and other fiduciaries, as well as those in the 
financial services industry. They also often fall prey to mail, telephone, 
and internet scams that offer substantial lottery or other winnings In 
exchange for so-called taxes or fees. Because elder financial exploitation 
can take many forms, combating it involves state and local agencies, and 
their federal counterparts, across social services, criminal justice, and 
consumer protection systems. 

My testimony today is based on our November 2012 report, which is 
being released to the public today. ^ It describes the challenges states 
face in combating the many types of elder financial exploitation and the 
actions federal, as well as state and local agencies, are taking to 
overcome these challenges. To obtain this information we interviewed 
state and local officials from social services, criminal justice, and 
consumer protection agencies in California, Illinois, New York, and 
Pennsylvania— states that vary geographically, and have large elderly 
populations and a number of initiatives that aim to combat elder financial 
exploitation. We also identified and assessed the activities aimed at 
preventing or responding to eider financial exploitation of seven federal 


’ MetLife Mature Market Institute et at, (201 1 ), The MetLife Study of Elder Financial 
Abuse: Crimes of Occa^on, Desperahon, and Predation against America’s Elders. This 
estimate is based on a study of media reports from April to June 2010. 

^ GAO, Elder Justice: National Strategy Needed to Effectively Combat Elder Financial 
Exploitation, GAO-13-110 (Washington. D C.: November 15, 2012). 
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agencies;^ conducted In-depth reviews of six prosecuted elder financial 
exploitation cases that are a non-generalizable sample of eider financial 
exploitation cases; interviewed many experts in this subject area; and 
reviewed relevant documents and published research. We conducted this 
performance audit from November 2011 to November 2012 in 
accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. Our investigative activities 
were conducted in accordance with standards prescribed by the Council 
of the Inspectors General for Integrity and Efficiency. 

We found that state and local social services, criminal justice, and 
consumer protection agencies face many challenges as they wort< to 
prevent and respond to elder financial exploitation. For example 

• Officials in each of the four states we contacted cited the need for more 
safeguards to prevent exploitation by financial services providers, power 
of attorney'' agents, and paid in-home caregivers: 

• Officials told us that older adults need more information about what 
constitutes elder financial exploitation and how to avoid it. but social 
services and law enforcement agencies do not always have the 
resources to promote public awareness in this area; 

• Banks are well-positioned to recognize, report, and provide evidence 
supporting investigations in elder financial exploitation cases; however, 
many social services and law enforcement officials we spoke with 
indicated banks do not always recognize and report exploitation or 
provide the evidence needed to investigate it; and 


3 VVe reviewed the activities of the Department of Health and Human Services’ 
Administration on Aging. Bureau of Consumer Financial Protection, Department of Justice, 
Federal Trade Commission, Department of the Treasury’s Financial Crimes Enforcement 
Network, Postal Inspection Service, and Securities and Exchange Commission, 

An older adult (ttie principal) can use a legal document referred to as a financial power 
of attorney to appoint another person (an agent) to manage their finances should they 
become incap^ie of doing so. 
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According to experts, collaboration between the social services system — 
which protects and supports victims— and the criminal justice system— 
which investigates and prosecutes crimes— can be an effective means of 
combating elder financial exploitation. However, officials in three of our 
four states noted that this collaboration can be difficult to achieve. These 
two systems do not respond to exploitation or carry out their wor1< in the 
same way. so there can be difficulties communicating across disciplines 
and different views regarding limits on information sharing.® 

In many of the locations we contacted, state or local agencies are actively 
pursuing solutions to at least some of these challenges and there are 
some federal initiatives as well that could help address them. When it 
comes to preventing the sale to older adults of unsuitable or fraudulent 
investments, the Securities and Exchange Commission (SEC) and the 
Bureau of Consumer Financial Protection (CFPB), have each taken steps 
to help older adults avoid being exploited. SEC and CFPB have 
conducted research related to investment fraud that targets older adults, 
and there is a link on SEC's website to Financial industry Regulatory 
Authority (FINRA)® information consumers can use to check a financial 
services provider’s qualifications and to understand the many 
designations used by securities professionals. CFPB also plans to issue a 
report in early 2013 addressing how information about financial advisors 
and their credentials should be provided to older adults. To prevent 
exploitation by power of attorney agents and paid in-home caregivers, 13 
states have adopted the Uniform Power of Attorney Act In its entirety,^ 
and Napa County, California, now requires paid in-home caregivers to 
submit to a background check and obtain a permit before they can be 
hired. 

We found that law enforcement authorities in some locations have 
devoted resources to promoting public awareness of elder financial 


® Brandt et al. Elder Abuse Detection and Intervention, {New York: 2007). 

® FINRA is a self-regulatory organization that writes and enforces rules for brokers and 
brokerage firms. 

Among oflier things, the Uniform Power of Attorney Act (1) explicitly defines the duties of 
the power of attorney agent, including fiduciary duties such as acting in good faith and 
keeping careful records; (2) altcws a third party to refuse to honor a power of attorney 
agreement iffriere is a good feith belief that the principal may be subject to abuse, and 
requires the ttiird party to report to APS; (3) allows co-agents to be appointed for 
additional third-party oversight; and (4) imposes liability on agente who violate the law. 
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exploitation. For example, the Pennsylvania Attorney General’s Office has 
published a guide on how seniors can avoid scams and fraud, and in 
Cook County, Illinois, the Senior Law Enforcement Academy within the 
Sheriff's Department instructs older adults in how to prevent elder 
financial exploitation. In addition, each of the federal agencies we 
reviewed independently produces educational materials that could help 
prevent elder financial exploitation. 

We also Identified state, local, and federal activities encouraging banks to 
work with social services and law enforcement, and activities to promote 
and support collaboration between the social services and criminal justice 
systems. Illinois, for example, requires bank employees to receive training 
in how to report exploitation. Although we could identify no federal 
requirements for banks to train employees to recognize or report elder 
financial exploitation, the Administration on Aging (AoA) is considering 
collaborating with one large national bank on a project to develop such 
training. Financial institutions are required to file Suspicious Activity 
Reports (SAR) of potentially illegal bank transactions that involve, 
individually or in the aggregate, at least $5,000 with the Financial Crimes 
Enforcement Network (FinCEN), which has issued an advisory to banks 
that describes elder financial exploitation and its Indicators and asks 
banks to specify “elder financial exploitation" when applicable in their 
SARs. 

In each of the four states we contacted, there are also local initiatives to 
help bridge the gap between social services and criminal justice 
agencies. In some Pennsylvania and New York counties, multidisciplinary 
groups meet to discuss and help resolve all types of elder abuse oases. 
The Philadelphia Financial Exploitation Task Force and financial abuse 
specialist teams in some California counties, on the other hand, 
concentrate only on elder financial exploitation cases. Some steps have 
also been taken at the federal level to promote and inform collaboration 
between the social services and criminal Justice systems in states. For 
example, a few grants to combat elder abuse or other crimes from AoA 
and the Department of Justice have required or encouraged collaboration, 
such as the use of multi-disciplinary teams, in states. 

Elder financial exploitation is a complex, nationwide problem, and 
combating it effectively requires a concerted, ongoing effort on the part of 
states and localities, as well as support and leadership at the federal 
level. Each of the seven federal agencies we reviewed is working to 
address this problem in ways that are consistent with its mission. 
However, preventing and responding to elder financial exploitation also 
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calls tor a more cohesive and deliberate nationai strategy. The Elder 
Justice Coordinating Council (EJCC)— a group of federal agency heads 
charged with setting priorities, coordinating federal efforts, and 
recommending actions to ensure elder Justice nationwide — can be the 
vehicle for defining and implementing such a national strategy. To this 
end, we are recommending that the EJCC develop a written national 
strategy for combating elder financial exploitation. We suggest that this 
strategy ensure coordination of public awareness activities across federal 
agencies; address the need to identify and disseminate promising 
practices and other information states and localities can use to prevent 
exploitation; educate the public; promote agency collaboration; and 
promote investigation and prosecution of elder financial exploitation. Our 
report also recommends a number of actions individual federal agencies 
should take to better support state and local social services and law 
enforcement agencies, such as studying the feasibility of requiring that 
consumer complaints to the Federal Trade Commission's (FTC) 
Consumer Sentinel Network database include victim's age or an 
indication of whether the complaint involves elder financial exploitation. 

We provided a draft of this report to the seven federal agencies that we 
reviewed. CFPB, FTC, and the Department of Health and Human 
Services (HHS) provided comments. CFPB and HHS supported GAO’s 
recommendations. FTC did not believe they should examine the feasibility 
of requiring victim's age in complaints, GAO maintains the importance of 
its recommendation. 


Chairman Kohl, Ranking Member Corker, and Members of the 
Committee, this concludes my statement. I would be happy to answer any 
questions you might have. 
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Testimony of Hubert H. “Skip” Humphrey HI 
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Before the Senate Special Committee on Aging 

November 15, 2012 

Thank you Chairman Kohl, Ranking Member Corker, and distinguished members of the 
Committee for the opportunity to speak with you today about the Office for Older Americans at 
the Consumer Financial Protection Bureau (Bureau or CFPB) and its work to address the 
devastating problem of elder financial exploitation. Chairman Kohl, on the eve of your 
retirement from the Senate, we want to thank you for your longstanding dedication and the 
important role you’ve played as Chairman of this Committee in enhancing the well-being of our 
older citizens. 

My name is Hubert Humphrey and I joined the Bureau in October, 201 1, to serve as Assistant 
Director in the Office for Older Americans. In fact, exactly one year ago today, I had my first 
opportunity to testify before a Senate committee about the Bureau’s important role in helping 
older Americans. Before arriving at the Bureau, as Attorney General in Minnesota — ^and then as 
a national board member of AARP — I became keenly aware of the many financial challenges 
that older consumers face. 

CFPB Office for Older Americans 

During the past year, I’ve been privileged to lead an Office with a critically important mission: 
the CFPB’s Office for Older Americans is the only federal office specifically dedicated to the 
financial health of Americans aged 62 and older. 

Our Office works closely with all Divisions of the Bureau to carry out its broad mission; to 
ensure that markets for consumer financial products and services are fair, transparent, and 
competitive, and that all consumers have access to those markets. The Bureau will fulfill this 
statutory charge by making rules more effective, by consistently and fairly enforcing those rules, 
and by empowering consumers to take more control over their economic lives. 

Our Office’s statutory mandate is to help provide consumers aged 62 and over with the tools they 
need to protect themselves from financial abuse and to make sound financial decisions. To 
carry out Congress’ directives, in our first year we have made preventing, detecting and 
redressing elder financial exploitation Job Number One. 

To do so, we recognize that collaboration is critical - on the local, state, and national levels, and 
between both public and private sectors. We agree with GAO that a collaborative and 
coordinated effort by federal agencies can help optimize strategies to combat the devastation of 
elder financial exploitation. Congress already recognized the importance of collaboration when 
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it mandated that the Office for Older Americans do two key things: 

• Coordinate consumer protection efforts of seniors with other Federal agencies and State 
regulators, as appropriate, to promote consistent, effective and efficient enforcement; and 

• Work with community organizations, non-profit organizations, and other entities that are 
involved with educating or assisting seniors. 

To jumpstart and foster these collaborative efforts, I have spent the past year traveling 
throughout the country to meet with state and Tribal officials, such as Attorneys General, 
financial regulators, Adult Protective Services administrators, commissioners on aging, chief 
justices, and court administrators, to listen to their experiences and insights, to brainstorm with 
them about how best to prevent elder financial abuse, to develop joint efforts, and to assure them 
of my commitment to work with them to protect older Americans from devastating financial 
losses. I, or a member of my small team, have visited 24 states in just over a year. 

Similarly, my staff and I have engaged with non-profits, community organizations and industry 
groups to figure out how our new federal agency can best help and partner with them, and to 
begin to share resources to support their work. For example, we participate in a working group 
with the Financial Services Roundtable that addresses issues such as enhancing the capacity of 
financial institutions to report suspected elder financial abuse. We worked closely with the 
National Endowment for Financial Education on convening a forum of national experts on 
diminished capacity to make financial decisions. 

Elder Justice Coordinating Council 

Our Office has been engaged from the outset in coordinating and building cooperative plans with 
our Federal partners. We applaud the Secretary of Health and Human Services for convening the 
Elder Justice Coordinating Council in partnership with the Attorney General, As a member of 
this eleven-agency body, the Bureau is fully engaged in the Council’s work and hopes the 
Council will shine a light on the disastrous impact of financial exploitation and catalyze the 
development of a prevention strategy. We recognize the key role in the Council played by HHS 
Assistant Secretary for Aging Kathy Greenlee, who has been an important partner since I arrived 
at the Bureau. 

At the Eider Justice Coordinating Council’s inaugural meeting in October of this year, we heard 
some important themes from national experts from law enforcement, social services, academia, 
medicine, law, the judiciary, financial institutions and other stakeholders. These themes include 
the following: 

• Older Americans are victimized by a broad range of perpetrators, including scam artists, 
family members, caregivers, financial advisers, home repair contractors, and fiduciaries 
such as agents under power of attorney and court-appointed guardians. Development of 
strategies to deal with the myriad of “bad actors” is essential. 

• There is a need for collaboration at the federal, state and local level, as well as public- 
private partnerships. 
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• Diminished capacity to make financial and personal decisions is, as a leading geriatrician 
and researcher stated, the “800-pound gorilla” in the room,' Even mild cognitive 
impairment disastrously reduces an older adult’s ability to detect a fraud or scam. 
Unfortunately, diminished capacity also undermines the effectiveness of educating older 
consumers on how to protect themselves. 

• It is vital to collect more and better quality data on elder abuse, and to conduct research 
and evaluate promising tools for prevention, detection and redress. 

• We need a broad-scale public education campaign to raise awareness of elder financial 
abuse and what to do about it. Advocates often make the point that efforts to address 
elder abuse are thirty years behind the child abuse field— yet we’re approaching 

50 million seniors aged 62 and over, comprising roughly 20 percent of our population, 
and all are potential victims. 

Office for Older Americans’ Initiatives 

The CFPB’s Office for Older Americans has a number of initiatives underway aimed at 
combatting elder financial exploitation. Many already address issues flagged for us and our 
federal partners at the Elder Justice Coordinating Council. Here are a few: 

• We are developing a set of guides for “lay fiduciaries.” We recognize that family 
members and other fiduciaries often have no experience handling someone else’s money, 
and they need help so they can do the right thing. These user-friendly “how-to” guides 
will be for agents under powers of attorney, guardians, trustees, Social Security 
representative payees, and VA fiduciaries. The Bureau will produce a generic national 
guide in addition to some state-specific guides and a replication manual for other states. 
They will explain what a fiduciary does, as well as record-keeping, prudent investment 
requirements, limitations on comingling funds, and other critical basics to manage a 
vulnerable adult’s money. In addition to this essential guidance on how to handle another 
person’s finances, the guides will teach people to spot financial exploitation and protect 
assets from unfair, deceptive, and abusive practices by third parties. We anticipate 
publishing these guides in 2013. 

• Another project focuses on financial exploitation of elders in congregate settings. 

Often when older adults residing in these settings are the victims of financial abuse of all 
types, the first sign may be that their bills for their residences aren’t getting paid and they 
are threatened with eviction. These settings include senior housing, assisted living, and 
skilled nursing facilities. We are producing a national guide to provide operators of 
congregate facilities with skills to identify and intervene in exploitation cases further 
upstream and to have protocols for doing so. We already have offers from many national 
organizations and government entities to help distribute these much-anticipated guides, 
and similar enthusiastic responses regarding the lay fiduciary guides. 

• The Office is developing a new program called Money Smart for Older Adults, in 
collaboration with the FDIC. This community education and awareness program will 
focus on preventing, recognizing and reporting elder financial exploitation and will serve 


' Oral statement of Dr. Mark Lachs, Weill Medical College of Cornell University and Director, New York City 
Elder Abuse Center, October 1 1, 2012. 
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as training for older consumers, family caregivers and other key audiences. Partnering 
with another federal entity will extend the reach of this endeavor. 

• On the state and local level, we are working with key stakeholders in several states to 
help create and sustain “Older American Protection Networks.” These coalitions aim 
to develop multi-disciplinary teams to provide community education, raise public 
awareness, enhance response to reports of abuse, and increase prosecution. 

• The Bureau has heard concerns and questions from financial institutions as to whether 
sharing personal account holder information when reporting elder financial exploitation is 
permissible under federal law. The Office for Older Americans, in collaboration with 
other Bureau offices, is developing strategies for communicating clearly to a spectrum of 
financial institutions that the Gramm-Leach-Bliley Act generally does not prohibit them 
from reporting suspected abuse to — or respond to requests for personal information 
from — law enforcement, APS agencies, and other relevant entities. In addition, the 
Bureau is exploring options for collaborating with other federal agencies in providing this 
guidance to financial institutions. Through its efforts, the Bureau hopes to convey that 
these actions are permissible and important. 

Other Federal Efforts 


Through our outreach efforts and our initial work in the Elder Justice Coordinating Council, 
we've learned that our federal partners have many initiatives that complement ours and that, 
taken together, can make a real difference in public education and prevention of financial 
exploitation. These partners include the Administration on Aging at HHS, the Social Security 
Administration, the U.S. Postal Inspection Service, the Department of Housing and Urban 
Development, the Department of the Treasury, the Department of Justice, the Federal Trade 
Commission, the Department of Veterans Affairs, the Department of Labor, the Corporation for 
National and Community Service, and the Securities and Exchange Commission. 

Conclusion 


Congressional leadership and support is critical to implementing a multi-faceted solution to the 
serious problem of elder financial exploitation. We commend the Chairman, the ranking 
member and other members of this Committee for holding this hearing to put the issue in the 
spotlight. We know that this is just one in a series of hearings you have convened to examine 
various aspects of the problem. We look forward to continued information sharing with 
members of Congress and the GAO on this important topic. 

Again, thank you for the opportunity to present this testimony. 
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Comments of Paul N. Smocer, The Financial Services Roundtable/BITS 

The Financial Services Roundtable^ (the "Roundtable") and BITS appreciate the opportunity to 
share our thoughts with the members of the Senate Special Committee on Aging regarding the 
financial exploitation of older Americans and actions we can collectively take to reduce that 
exploitation. 

The financial services industry is a key part of the circle protecting older Americans from 
financial fraud and exploitation. When employees observe signs of potential exploitation, they 
can work with families, caregivers, social service agencies and law enforcement to prevent, 
detect, and help investigate and prosecute the individuals who engage in fraud. 

The Roundtable and its members are committed to encouraging their employees comply with 
high standards of conduct when providing financial advice to all customers, including older 
Americans and their families. Helping ensure a secure retirement for millions of Americans is 
central to the business and the mission of the financial services industry. 

THE PROBLEM 

By 2030, the number of Americans aged 65 and older is projected to double to 71 million, 
roughly 20 percent of the U.S. population.^ In some states, fully a quarter of the population is 
likely to be aged 65 and older.^ Unfortunately, this increase in the aging population creates a 
potentially large pool of potential victims for financial exploitation. 

It is sad, but true, that the most frequent perpetrators of financial abuse are family members, 
who by some estimates commit nearly 75% of crimes,'* and professional criminals. It is also 
important to note that financial institutions are often the first line of defense against this 
financial exploitation. 

Since many older customers prefer to conduct transactions in person, financial services 
employees can be the first to detect changes in an older customer's behavior. Signs of 
exploitation of an elderly customer may include unusual transactions or changes to accounts, 
unpaid bills, changes in spending patterns, new individuals accompanying the customer to a 
bank facility, and missing property. When these and other signs are detected, and an 
investigation suggests that exploitation is taking place, financial institutions can help the 


‘ The Financial Services Roundtable represents 100 of the largest integrated financial services companies providing 
banking, insurance, and investment products and services to the American consumer. Member companies 
participate through the Chief Executive Officer and other senior executives nominated by the CEO. Roundtable 
member companies provide fuei for America's economic engine, accounting directly for $85.5 trillion in managed 
assets, $965 billion in revenue, and 2.3 million jobs. 

^ The State of Aging and Health in America, Centers for Disease Control and Prevention (CDC) and The Merck 
Company Foundation, 2007, http://www,cdc.gov/Aging/pdf/saha_2007.pdf. 

^ The State of Aging and Health in America, Centers for Disease Control and Prevention (CDC) and The Merck 
Company Foundation, 2007, htta J/www.cdc.aov/AainaMf/saha 2007.pdf . 

“ http://www.consumerreports.org/cro/money/consumer-protection/preventing-financial-elder- 
abuse/overview/index.htm 
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Comments of Paul N. Smocer, The Financial Services Roundtable/BITS 


customer take action to protect his or her assets. Financial institutions also work with agencies 
such as Adult Protective Services (APS), local law enforcement and prosecutors, many times as 
part of local or regional task forces focused on elder abuse prevention and prosecution. 
Institutions also report suspected abuse via the Suspicious Activity Reports (SARs) filed with the 
Financial Crimes Enforcement Network (FinCEN), an agency of the United States Department of 
the Treasury. 

Following the filing of SARs, institutions may be contacted by law enforcement who are 
investigating the case. Institutions actively work with law enforcement after filing all legally 
required documents. Institutions also participate in regional partnerships that involve law 
enforcement of all levels. During these meetings, institutions will share trends and suspects. 
This allows for Institutions and law enforcement partners to share best practices. Through this 
active engagement and partnership, cases are able to be more quickly resolved. 

For decades, financial institutions have been at the forefront of fraud detection utilizing 
sophisticated technology, modeling, training and education. Because of these proactive 
measures, they are often the first to detect patterns associated with fraud. Using a variety of 
safeguards, financial institutions make every attempt to ensure the reliability and security of 
financial transactions as well as protect financial privacy. In fact, financial institutions often 
exceed the standards set by financial regulators in order to protect their customers, 
shareholders and employees better. 

Education - of employees, customers and other stakeholders - is critical for preventing 
financial abuse of all customers - including more vulnerable ones such as older Americans. 
Many financial institutions have extensive programs to educate employees and customers on 
detecting abuse and steps to secure accounts from the lure of fraudsters. Financial institutions 
also work closely with APS, law enforcement and prosecutors to educate those entities on 
patterns of fraudulent activity and help identify individual cases of potential fraud. Financial 
institutions aiso work closely with community organizations to host panel discussions and 
community events to educate seniors and their caregivers about the risk of elder financial 
abuse. These efforts provide older American and their advocates education and resources to 
not only recognize financial elder abuse, but to also take steps to proactively protect oneself 
and ones assets through, for example, proper document disposal and identity theft prevention, 
and reports of the crime when it occurs. 

Employees and customers who are better educated about fraudulent behavior and preventing 
fraud are more likely to take fraud prevention measures. An example of the Roundtable 
member's education efforts is a white paper produced by the Roundtable's BITS group entitled, 
“Protecting the Elderly and Vulnerable from Financial Fraud and Exploitation," which helps 
financial institutions and their customers identify and combat elder abuse. ^ 


BITS - "Protecting the Elderly and Vulnerable from Financial Fraud and Exploitation" 
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Comments of Paul N. Smocer, The Financial Services Roundtable/BITS 


The Roundtable also partnered with the Administration for Community Living/Department of 
Health and Human Services and the Consumer Financial Protection Bureau to support the June 
14, 2012 White House Office of Public Engagement symposium in recognition of the 7th annual 
World Elder Abuse Awareness Day by providing financial industry speakers for the panel 
addressing the prevention of elder financial abuse. 

Recognizing the scope of this issue, the Roundtable's member believe it is important to 
continue to focus on it and to bring resources to bear. To that end, the Roundtable's members 
have formed a working group to focus on the issue of preventing financial abuse of the elderly. 
Further recognizing that solutions will require a multi-faceted approach, the Group's members 
consist not only of financial institutions, but additionally of a collaborative cross-section of 
federal agency representatives, representatives from various adult protective services 
organizations, and academics focused on the area of elder abuse. 

The Elder Working Group currently has identified two key projects on which it will concentrate. 
These are: 

• Develop a structure/syllabus for training financial institution consumer-facing staff and 
all new hires on elder fraud trends and internal procedures for reacting to suspected 
elder financial abuse, including engaging Adult Protective Services and law enforcement. 
This work will focus on building on work done previously, will incorporate new learnings 
and research and broaden the educational base for employees. Once completed, the 
work will be shared openly across the financial services sector. 

• Work with financial institutions with strong education programs to develop a publicly 
available awareness and education program to be made available to all financial 
institutions. 

CHALLENGES AND IMPEDIMENTS 

As we have engaged in our efforts regarding prevention of elder financial abuse and based on 
the experiences and feedback of financial institutions, we have identified a number of areas 
where potential impediments exist to improving prevention. For many of those, the assistance 
of the agencies forming the Elder Justice Coordinating Council (EJCC), either directly or in 
concert with other non-EJCC agencies, would be helpful to clarify concerns or remove 
impediments. On October 11, 2012, 1 had the opportunity to present these ideas to the 
agencies involved in the EJCC at its inaugural meeting. The impediments and possible solutions 
include: 

• Clarify the permissibility of age-based fraud monitoring. As noted previously, financial 
institutions utilize sophisticated fraud detection technology and modeling in their 
attempts to prevent and identify potential fraudulent activity in an attempt to protect 
customers. An added layer of sophistication could be to segregate their elder 
customers' activities for special screening. Many financial institutions are concerned, 
however, that segregating their customer population for this purpose could be 
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interpreted to place them in violation of existing age discrimination laws and, therefore, 
put the institution at risk for potential fines or regulatory actions. 

It would be extremely beneficial if the involved EJCC agencies, particularly the 
Department of Justice, could clarify permissibility of age-based fraud monitoring. If such 
segregation is currently permissible, to assuage the concerns we have heard, a written 
opinion of the permissibility would be extremely helpful. If, in fact, it is considered a 
violation of current anti-discrimination laws to segregate this population for fraud 
monitoring purposes, we encourage the EJCC to undertake an effort to pursue 
legislative action to allow for an exception. 

• Authority to authorize a protective hold on a suspicious transaction. One significant 
challenge financial institution employees encounter is situations where an elderly 
customer wants to perform a transaction (e.g,, a withdrawal, a request to transfer 
funds) in a situation where the employee strongly suspects or even knows that fraud is 
involved. This clearly creates a conundrum pitting the financial institution's contractual 
obligation to carry out its customers and instructions and the financial institutions' 
desire to prevent the elderly customer from being defrauded. 

There are a few methods that are suggested for dealing with this issue: 

o Working with CFPB and Treasury create an option allowing institutions to put a 
minimal hold on the transaction pending the sending of an alert of APS and APS 
discussing the situation with the customer. It will likely be necessary for CFPB 
and Treasury to work with the states to implement this suggestion, 
o Working collaboratively with input from the U.S. Department of Justice, U.S. 
Postal Inspection Service, Federal Trade Commission and other agencies along 
with input from financial institutions, create and maintain a list of known 
fraudulent actors that can be used to "convince" elders of their involvement in a 
fraudulent situation. 

o Leverage the work already underway and led by the Consumer Financial 
Protection Bureau to create a list of local and regional APS services into a 
shareable database that financial institutions could use to understand who to 
contact that might be helpful in discussing these types of situations with 
involved elders. Along with creating a database for contacts, it will be necessary 
to further clarify the type of information institutions are legally able to share 
with APS regarding their older customer. 

• Another substantial challenge occurs when an individual with a duly executed Power of 
Attorney to act on behalf of an elder is suspected of trying to perpetrate fraudulent 
activity or activity not in the best interest of the elder. Duly executed Powers of 
Attorney give the holder the legal right to act on behalf of the customer. This essentially 
creates the same conundrum for the financial institution as noted in the previous point. 
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There are a series of actions we would ask the EJCC members to consider regarding this 
issue. They include: 

o Powers of Attorney laws and regulations vary by state and, particularly in the 
case of Durable Powers of Attorney, can involve granting rights to the agent even 
after the principal becomes incapacitated. While the agent is obligated to 
exercise due care and protect the principal, state law is not uniform with respect 
to the specific responsibilities of an agent with regard to financial transactions, 
particularly when the principal is an elder. The development of uniform state 
laws and a Uniform Power of Attorney would be very helpful. Study of the 
feasibility and benefits of having a uniform Power of Attorney, particularly one 
for situations in which the principle is an elder should be undertaken, 
o Select agencies - most likely U.S. Department of Health and Human Services, 
Social Security Administration, CFPB, U.S. Department of Justice, the Federal 
Trade Commission and the U.S. Department of Veterans Affairs - should 
consider working collaboratively to develop educational materials that explain 
clearly to those agents with Powers of Attorney their financial responsibilities 
and provide specific examples of what are considered abusive behaviors, 
o The U.S. Department of Justice could undertake a study of existing criminal 
statutes that apply to financial abuse of elders. This should include both federal 
and state level statutes with the goal to develop a model criminal code 
applicable to this area that strongly disincents criminal actors and those acting as 
agents from taking advantage of the elderly. 

• Financial institutions are sometimes concerned with the liability they or their employees 
might incur in situations where they suspect and report elder abuse - particularly if it is 
a situation in which it is ultimately determined that a fraud was not involved. Today, 
certain states require the reporting of even suspicions of fraud, but that reporting is not 
uniform on a national level and statutory hold harmless proyisions to protect the 
reporter seem far from consistent. 

The Council should work toward legislative action that would result in a national 
reporting statute that provides uniform electronic reporting requirements to a single 
report point which would disseminate the information (or otherwise make it available) 
to state and local agencies, as well as uniform hold harmless protections for reporting 
parties. Additionally, the importance of federal and state agencies such as the CFPB, 

SEC, FINRA, and NSAA, etc., to coordinate their efforts in addressing elder financial 
abuse can ensure the avoidance of conflicting rules and regulations, which themselves 
would potentially harm individual clients. This should also include a definition of those 
individuals who are protected by the requirements, as in some states fraud of 
vulnerable adults follow the same requirements as fraud of the elderly. 

• Confusion of requirements regarding to whom to report the abuse and under what 
circumstances. 
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Comments of Paul N. Smocer, The Financial Services Roundtable/BITS 


FinCEN, a part of the U.S. Treasury, issued an advisory on February 22, 2011 that 
addresses the reporting of actual or suspected elder financial abuse on Suspicious 
Activity Reports (SARS).® This provided financial institutions with guidance on reporting 
specific to SARs' requirements; however, the reporting of elder financial abuse often 
goes beyond that type of reporting. Reporting would likely include reporting of 
situations to Adult Protective Services or similar agencies as well potentially, depending 
on the circumstances, to local law enforcement. Today, however, the structure of adult 
protective services type agencies is diffused across the country. Some locations have 
more centralized statewide or regional agencies will others structure such agencies very 
locally. Determining the correct agency for reporting is often difficult. Law enforcement 
capabilities to deal with such reports often vary as well. In addition, today with law 
enforcement often done at the local level, it is often difficult to synthesize information 
across jurisdictions to identify when elders in different locations may be being subjected 
to scams and fraudulent activity that relates to the same set of criminal actors. 

To assist with overcoming these issues, we suggest the following actions; 

o The CFPB is currently working with various constituencies to develop a database 
of regional and local Area Agency on Aging across the United States. Making 
that database accessible to financial institutions would facilitate those 
institutions ability to know and contact the correct agency. 

o Recognizing that local law enforcement lacked skills in investigating cybercrime, 
in 2007, the Department of Flomeland Security, the United States Secret Service, 
the Alabama District Attorneys Association, the State of Alabama, and the city of 
Hoover, Alabama partnered to create the National Computer Forensics Institute 
(NCFI). This partnership provides state and local law enforcement officers the 
training necessary to conduct basis electronic crimes investigations. Creating a 
similar model to train state and local law enforcement personnel the training 
necessary to conduct investigations of elder abuse could have significant merits. 
Short of such a large effort, creating and providing to local law enforcement 
bodies an educational opportunity through such options as written best 
practices, webinars and seminars on the subject would be beneficial. 

Note that these same concepts can be generally applied as well to local 
prosecutorial authorities, who sometimes also lack the knowledge and 
experience requisite to the successful prosecution of those who prey financially 
on the elderly. Similar training programs and best practices can also serve this 
community well. 

o The CFPB is currently working to establish state and regional coalitions of APS, 
law enforcement, prosecutors and financial institutions that can work together 
on the issue of elder abuse. We encourage continued expansion of this effort 


'See http'.//www.fincen.gov/statutes_regs/guidance/html/fin-2011-a003.html. 
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Comments of Paul N. Smocer, The Financial Services Roundtable/BITS 

and offer our services to assist in connecting our Roundtable members into 
these coaiitions. 

o While SARS reporting is working well today, a significant improvement can be 
made by specifically adding "Elder Financial Abuse" as a category in Section 35 of 
the SARs Reporting Form. This would allow for easier collation of such activity 
and facilitate cross matching of potential criminal actors within this area. 

• Enhanced financial literacy to empower further consumers, including older Americans, 
to make sound financial decisions. 

Financial literacy is one of the highest priorities for the Roundtable and its members at 
the grass roots and at the national policy level. In 2011, Roundtable member companies 
conducted more than 45,600 financial literacy projects around the country to empower 
further thousands of consumers to make sound financial decisions. 

As we noted earlier, as a part of the efforts of its Elder Working Group, the Roundtable 
has committed to work on two projects (i.e., develop a structure/syllabus for training 
financial institution consumer-facing staff and to develop a publicly available awareness 
and education program to be made available to all financial institutions). 

We would certainly welcome the engagement of any of the departments or agencies 
represented on the EJCC in this effort - either in development or ultimately in 
distribution of the publicly facing awareness and education materials developed. We 
believe a national-level awareness campaign targeting elder Americans and their family 
members would provide long-lasting benefits in helping to reduce elder financial abuse. 

• One last area of potential improvement involves the licensing of financial professionals 
who serve the elder community. In its August 20, 2012 ietter to the CFPB regarding 
CFPB's "Request for information Regarding Senior Financial Exploitation [Docket CFPB- 
2012-0018]," the Roundtable mentioned another key area to reduce financial abuse of 
elders. It noted that an effort to make elders more aware of the licensing of financial 
professionals coupled with an effort by federal and state agencies and professionai 
organizations' role in developing best practices for the training and licensing of financial 
professionals would have benefits. The Roundtable's comments on this last area are 
excerpted into Appendix A of this document. 

CONCLUSION 

We appreciate the opportunity to share our sector's focus on the issue of financial abuse of the 
elderly. We are committed to continuing to work on these issues to protect older Americans. 

As noted, we recently shared these thoughts with the Elder Justice Coordinating Council. The 
challenge of reducing elder abuse can only be resolved by continued focus on the issue by all 
relevant parties, including financial institutions, families of elders, government agencies and 
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Comments of Paul N. Smocer, The Financial Services Roundtable/BITS 


legislators. Only through this continued commitment will we be able to protect our seniors 
from financial abuse. We recognize that the ideas we have outlined in this testimony are, in 
many cases, concepts and suggestions. They are a starting point for this discussion. We 
recognize there are various methods to approach these issues and look forward to continuing 
to work with you and other key constituencies on these issues. 
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Comments of Paul N, Smocer, The Financial Services Roundtable/BITS 
Appendix A 

Excerpt from August 20, 2012 letter to the CFPB regarding CFPB's "Request for Information 
Regarding Senior Financial Exploitation [Docket CFPB-2012-0018] 

• Consumers Should Seek Financial Advice Only From Licensed Financial Professionals, 
and the CFPB Should Work with Federal and State Agencies and Professional 
Organizations to Develop Best Practices For the Training of These Professionals 

The financial services industry has played a vital role in expanding retirement security for 
millions of Americans for the last 100 years. The industry currently manages more than $17 
trillion in retirement assets, which represents 36% of all U.S. household assets.^ The U.S. 
retirement market is projected to grow to nearly $22 trillion by 2016,® a 30% increase in 
retirement savings over four years. 

It is important that consumers of all ages seek professional assistance to prepare for and make 
major financial decisions involving investments, wealth planning, and retirement. When 
making these decisions, consumers should seek out individuals who are licensed under federal 
and/or state law. 

The Roundtable believes that consumers should only hire properly licensed investment 
professionals. Federal law regulating securities brokers, securities dealers, and investment 
advisers provides strong and effective protection for all consumers, including older Americans. 
The Securities and Exchange Commission, together with securities self-regulatory organizations 
like the Financial Industry Regulatory Authority (FINRA) and the Municipal Securities 
Rulemaking Board, implement the registration and regulatory regime under federal securities 
law. These protections are complemented at the state level by laws designed to protect 
consumers from investment fraud. A similar registration and regulatory structure exists for 
futures professionals and firms, which are subject to oversight by the Commodity Futures 
Trading Commission, National Futures Association and other futures self-regulatory 
organizations. Additionally, state insurance commissioners regulate insurance agents in their 
respective jurisdictions.^ 


^ http://www.ebri.org/research/7f3sgenretire 

'’http://www.bankinvestmentconsLiltant.com/new5/cerulll-predicts-retirment-market-will-exceed-22-trillion-by- 

2016-2677132-l.htmi 

’ The most common iicense for securities professionals is the Series 7 - General Securities Representative, and the 
most common license for commodity futures professionals is the Series 3 - National Commodity Futures. 
Depending on the nature of their activities, investment professionals may need the following licenses: (1) Series 6 
- Investment Company Products/Variable Contracts Limited Representative; (2) Series 22 - Direct Participation 
Programs Limited Representative; (3) Series 31 - Futures Managed Funds; (4) Series 32 - Limited Futures; (5) 
Series 34 - Retail Off-Exchange Forex; (6) Series 42 - Registered Options Representative; (7) Series 52 - Municipal 
Securities Representative; (8) Series 62 - Corporate Securities Limited Representative; (9) Series 63 - Uniform 
Securities Agent State Law (NASAA); (10) Series 65 - Uniform Investment Adviser Law (NASAA); (11) Series 66 - 
Uniform Combined State Law (NASAA); and (12) Series 82 - Limited Representative, Private Securities Offerings. 
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Comments of Paul N. Smocer, The Financial Services Roundtable/BITS 

We understand that a number of states and professional organizations have laws and programs 
that govern certifications and titles used by retirement professionals. While training that 
focuses on the specialized needs of older Americans may be valuable and useful, we urge the 
CFPB to partner with the financial services industry, federal regulators, financial industry self- 
regulatory organizations, state agencies and professional organizations in developing best 
practices for the training and certification of professionals who specialize in advising older 
Americans. 
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Statement of Paul R. Greenwood, Deputy District Attorney, Head 
of Elder Abuse Prosecution Unit, San Diego DA’s Office 


Good afternoon, Mr. Chairman and distinguished members of the Special Committee on 
Aging. My name is Paul Greenwood and I have the privilege of heading up the San 
Diego District Attorney’s Office Elder Abuse Prosecution Unit, a position which I have 
held for the past sixteen years. I am also a co-chair of the California District Attorneys 
Association Elder Abuse Committee. 

California defines an elder as anyone over the age of 65. 

I am therefore responsible for prosecuting felony crimes that are committed against 
victims in that age bracket. These crimes cover physical and mental elder abuse, neglect, 
and financial exploitation. 

At least 65% of my prosecutions involve some form of financial exploitation. The 
conduct of the criminals is becoming more brazen and diverse. The perpetrators are 
constantly developing new ways to gain access to our seniors’ life savings and have 
focused upon a generation that typically has been more trusting and less able or willing to 
self report the victimization. 

Let me share some cases to illustrate the problem. 

'Victoria Gilbert was a convicted felon who moved to San Diego from Nevada. She took a 
job as a caregiver and started work for an elderly widower who was physically and 
mentally. Within a few days she had convinced the victim to allow her to move in with 
her boyfriend, Gary Kircus, whom she portrayed as a deputy US Marshall. Soon both 
Gilbert and Kircus were stealing the victim’s medications, and then depleting his 
checking account and assuming control of his credit card accounts. Fortunately, an alert 
bank teller became so concerned at the apparent isolation of her customer and the change 
in banking activity that she contacted the victim’s adult children. After making an 
unannounced visit, the adult daughter discovered her elderly father close to death. Law 
enforcement was called in and both Gilbert and Kircus were arrested, prosecuted and 
ultimately convicted after a jury trial. 

William Pitre was an unlicensed contractor but described himself in flyers left in church 
parking lots as a licensed Christian contractor. A 79 year old widow contacted him in 
response to the flyer left on her car windshield; she wanted her fence repaired and her 
driveway resealed. The work was shoddy and incomplete; yet Pitre demanded excessive 
payment. The victim was so fearful that she was unable to write out the checks that Pitre 
demanded. He wrote out the checks and had the victim sign them. He then left his 
workmen in the kitchen standing over the victim while Pitre went to the bank to demand 
cash. The bank became suspicious and called the victim; however she told the bank to 
give Pitre the cash because she was afraid of what the workmen might do. The victim 
was too embarrassed to call the authorities; but the bank made a call to Adult Protective 
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Services who in turn contacted law enforcement after visiting the victim. As a result Pitre 
was arrested and prosecuted and received a state prison commitment. 

Donald Wade was a cab driver hired to drive Peggy twice a month to visit with her 93 
year old friend Ruth who was in the advanced stages of Alzheimer’s and who resided in a 
skilled nursing facility. On one occasion Peggy cancelled the scheduled visit because of 
illness; however, Wade seized the opportunity to drive over to the facility and collect 
Ruth. He drove her to Ruth’s bank and along the way obtained Ruth’s signature to a CD 
surrender form that authorized the bank to cash in her CD for $97,000, albeit with a 
penalty for early withdrawal. Wade convinced the bank to issue a cashier’s check payable 
to Wade’s friend whom he described as Ruth’s “attorney.” At no time did the teller take 
Ruth to one side and ask her if she understood what was happening. As a result, Wade 
and his friend were able to steal $96,000 [the bank deducted $1,000 by way of a penalty] 
from Ruth’s account. The crime was only discovered after Wade shot his friend over a 
dispute as to how the theft proceeds were being divided. Wade was convicted and 
sentenced to state prison. 

These cases underscore the importance of combating financial elder abuse through a 
multi-disciplinary approach. Throughout California we have seen examples of effective 
collaboration such as: 

1. The emergence of Financial Abuse Specialist Teams [FAST] consisting of 
representatives from law enforcement. Adult Protective Services, financial 
institutions, elder law attorneys, prosecutors, and other qualified professionals. 

2. The creation of forensic elder centers that offer wrap around services for elder 
victims; Orange County has led the way thanks to the pioneering efforts of Dr. 
Laura Mosqueda from the UCI Medical Center. 

3 . The expansion of mandated reporting to employees of financial institutions 
who are now required to immediately report suspected elder exploitation to 
either law enforcement or Adult Protective Services. 

4. The implementation of Operation Guardian by the California Attorney 
General’s Office which since the year 2000 has been conducting surprise, on- 
site inspections of nursing homes. This operation has often led to the 
uncovering of financial exploitation of residents within a facility in addition to 
other incidents of neglect. 

In San Diego we have tried to replicate this multi-disciplinary concept in the following 
manner: 

1 . Periodic lunchtime meetings are held throughout our County to discuss the latest 
trends and scams - in which we invite community partners to exchange 
information and receive updates. 

2. Trainings for first responders, the clergy and financial institutions in recognizing 
red flags of elder abuse. 

3. Promoting a public awareness campaign entitled “Silence is not golden” - so that 
the public is encouraged to call a 1-800 number when observing elder abuse 
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4, Offering comprehensive services to elderly crime victims through our San Diego 
F amil y Justice Center and Center for Community Solutions and funded by the not 
for profit Archstone Foundation. 

5, Launching a series of county wide events entitled “Protect yourself and your 
wallet” that provide education for seniors in the form of tips to avoid becoming a 
victim of physical and financial abuse. These seminars are organized by our local 
Adult Protective Services and the District Attorney’s Office and are sponsored by 
two local Tribal governments. I am attaching to these remarks a copy of my 
financial exploitation “Top ten tips for seniors”. 

I am convinced that collaboration by prosecutors with multiple agencies - where the local 
prosecutor’s office takes the initiative - is the key to making an impact on the escalating 
financial crimes being committed against seniors. There are encouraging signs that 
prosecutors in several states are capturing the same vision but much more needs to be 
done. The National Center for State Courts has recently published an excellent resource 
guide for prosecutors entitled “Prosecuting Elder Abuse cases; Basic Tools and 
Strategies” funded by the Bureau of Justice Assistance, As more prosecutors take 
advantage of these training materials, we will see an improvement in how financial elder 
abuse cases are handled through criminal prosecution. 

We also need to eliminate aging discrimination and bias in our attitude towards 
prosecution of these cases. There has been a tendency in the past for prosecutors to fall 
into the trap of concluding that: 

1 . Elders make poor witnesses in court 

2. Financial exploitation cases are difficult to prove because of mental capacity 
issues 

3. Cases involving home repair fraud allegations or misuse of Powers of Attorney 
are best dealt with as civil matters 

Prosecutors must find ways to rebut the standard defense that the elder either “loaned” or 
“gifted” the money to the suspect. Understanding the legal term of consent is at the core 
of such a case. California crafted a very enlightening jury instruction as follows: 

“To consent to a transaction a person must: 

Act freely and voluntarily and not under the influence of threats, force or duress; 
Have knowledge of the true nature of the act or transaction involved; 

Possess the mental capacity to make an intelligent choice whether or not to do 
something proposed by another person. 

And consent requires a free will and positive cooperation in act or attitude.” 

Additionally, prosecutors have to learn how to overcome many elderly victims’ 
reluctance to talk about the exploitation because of embarrassment or fear that such 
exposure might lead to the victim losing their financial independence. 

Moreover, prosecutors should be less concerned about the actual monetary loss and focus 
more on the underlying conduct by the perpetrator. It is frustrating when a case is rejected 
by a prosecutor’s office because the loss involved does not meet the threshold for 
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prosecution. In my experience, theft of $500 can be as devastating to an elderly widow as 
a theft of $100,000. 

We also should examine ways in which to become more creative and assertive in the 
actual charges that are filed. For example, consider this hypothetical; An unlicensed 
contractor fraudulently persuades an elderly homeowner that major corrective work is 
required on the homeowner’s roof. The crook enters the victim’s kitchen and stands over 
the victim while he or she writes out a check. The work is unnecessary, inferior and 
causes damage to a previously good roof. In that situation we should be looking to not 
only charge the suspect with elder financial exploitation but also with residential 
burglary; and if the victim felt intimidated we should consider adding a robbery charge. 

Having prosecuted felony financial elder abuse cases for over sixteen years, I see the 
following areas as crucial in our nation’s ability to react to the escalating problem of 
financial elder abuse: 

1 . Immediate funding of the Elder Justice Act which was passed over two years ago 
but which has laid essentially dormant. Much has been achieved at the grass roots 
level in recent years — but we need some leadership and responsibility from the 
Federal branch of government in tackling financial elder abuse. 

2. We need to look at state laws dealing with elder exploitation. For example, we 
should be very concerned at the fact that convicted felons can easily get 
employment working as caregivers. Surely, more can be done to protect the 
unsuspecting public from hiring felons to look after an aging relative. 
Additionally, we should evaluate whether state laws relating to financial elder 
abuse are correctly earmarked as felonies rather than as misdemeanors. 

3. We should consider creating or expanding lists of mandated reporters of 
suspected financial elder abuse. Other logical mandated reporters would be health 
care workers, first responders, caregivers, medical personnel, the clergy, notary 
publics and wire transfer merchants. 

4. We need to make the court room more elder accessible and learn from such 
judges as Her Honor Judge Patricia Banks, Presiding Judge of the Elder Law 
Division in Cook County, Illinois who has gained national attention for the way 
she operates her Elder courts. 

5. All major urban communities should consider having a dedicated investigative 
law enforcement unit that handles elder abuse investigations. San Diego Police 
Department has had such a unit since 2000; it consists of five detectives and one 
sergeant. 

6. States should invest in more awareness campaigns so that the public knows 
exactly how and where to report financial elder exploitation quickly and 
efficiently. 

7. The creation of multi-disciplinary task forces in major urban areas involving 
federal, state and local law enforcement and adult protective agencies, as well as 
representatives from financial institutions and wire transfer merchants. Such task 
forces should be established primarily to provide a rapid response to any report of 
suspected elder financial exploitation involving an out of state or cross border 
suspect where monies have been wired. The local prosecutor’s office should be 
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willing to seek extradition when a suspect is identified and there is a likelihood of 
a state prison commitment 

8, The establishing of a national database that tracks different types of elder 

financial exploitation cases and which offers useful contact information allowing 
procedures such as obtaining bank records to be expedited. 

I last addressed this committee in 2007. Since that time we have made progress both 
locally and across the country in developing strategies to combat the rising tide of elder 
exploitation. But I am also aware that the crooks and con artists are becoming more 
creative and daring in their efforts to deplete the life savings of our senior citizens. It is 
therefore time for us to go on the offensive in identifying, investigating and prosecuting 
these suspects. We must expand our multi - disciplinary programs, eliminate 
misconceptions regarding hurdles to successful prosecution of elder financial abuse, and 
seek the kind of justice that our seniors deserve. 

Paul Greenwood 
Deputy District Attorney 
Head of Elder Abuse Prosecutions 
San Diego District Attorneys Office 
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TEN TIPS TO HELP YOU REDUCE THE RISK OF BECOMING 
THE NEXT VICTIM OF FINANCIAL ELDER ABUSE 

1) CHOOSE A CAREGIVER WITH CAUTION 

Do not assume that by hiring a caregiver through a bonded agency you are 
guaranteed to get someone who has been checked. There is no current 
law requiring mandatory background checks for in-home caregivers in 
California. 

2) KEEP AN INVENTORY OF ALL JEWELRY 

Jewelry is the number one item that is stolen from homes occupied by 
elders. Not only should your jewelry be kept in a locked drawer, you should 
have photographs of rare, valuable or sentimental items in a separate 
location. In the event of theft, such photographic evidence will be useful in 
tracking down the missing jewelry at a pawn shop. 

3) EVERY HOME SHOULD HAVE A SHREDDER 

Every piece of mail containing your name, address and any other identifying 
information should be shredded before being discarded. The most effective 
type of shredder is the criss-cross cut shredder. Even envelopes with your 
name and address should be shredded. Never throw away old checkbooks 
from closed accounts or bank credit card application forms. There is no 
danger in over shredding! 

4) PROTECT YOUR INCOMING AND OUTGOING MAIL 

Never allow incoming mail to sit in an unsecured mailbox where the public 
have access. Mailbox theft is rampant. Similarly, never leave outgoing mail 
In an unsecured mailbox with the red flag raised as this simply provides an 
easy alert to the thief who is cruising the streets. Consider either purchasing 
a locked mailbox or renting a post office from your local post office. 

5) OBTAIN A CREDIT SEARCH ON YOURSELF AT LEAST TWO 
OR THREE TIMES A YEAR 

identity theft is rampant. The only way to have peace of mind is to obtain a 
credit search on yourself periodically from one of the three major credit 
bureaus - Experian, Equifax and Trans Union. This will enable you to 
discover whether someone has applied for or obtained a credit card in 
your name. 

6) EVERY TELEPHONE SHOULD HAVE CALLER I.D. FITTED 

All modern telephones are equipped with Caller I.D. capability and the 
minimal cost of this extra service is well worth it. By seeing if the incoming 
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call is classified as “private” or “unknown” this will allow you to be 
immediately on your guard. Crooks love the telephone. It is now their 
weapon of choice. 

7) YOU WILL NEViR WIN THE CANADIAN LOTTERY 

If a smooth talking 25 year old male tells you on the telephone that you are 
the proud winner of the Canadian lottery, he is a liar. Similarly, if you get an 
email from Nigeria or letter from Madrid indicating that you could receive a 
substantial amount of money, such communications are always fraudulent. 
Do not dabble!! 

8) CONSIDER ALLOWING YOUR BANK TO SEND A DUPLICATE 
COPY OF YOUR MONTHLY STATEMENT TO A TRUSTED 
FAMILY MEMBER OR PROFESSIONAL ADVISOR 

Sadly, most financial elder abuse cases are only reported or discovered 
six to nine months after the initial losses have occurred. Elders whose sight 
is failing are at greater risk because they may rely upon the very person who 
is stealing from them to insure that the financial transactions are in order. 

An independent pair of eyes that is able to look over bank statements every 
30 days will be able to catch suspicious activities in the early stages. 

9) DON’T ASSUME THAT THE FRIENDLY HANDYMAN IS IN FACT 
LICENSED 

Before committing to any work on your home, always obtain at least three 
estimates in writing and check on the name of the contractor with both the 
Better Business bureau and with the State License Contractor’s Board. Just 
because someone gives you an impressive business card with a contractor’s 
license number on it, this does not mean that the person is qualified. The 
license number may have in fact been stolen. Additionally, never pay more 
than 1 0% of the contract price up front. 

10) ALWAYS HAVE A SECOND LINE OF DEFENSE AT YOUR FRONT 
DOOR 

You should either have a locked screen door or a security chain guard at 
your front door. Crooks will attempt to gain entry to your home by using 
excuses such as a fake emergency, or false uniforms and badges. By 
having a second line of defense, you will be able to communicate with the 
stranger on the doorstep without exposing yourself to the possibility of a 
forced entry. Never allow any stranger into your home even if the 
emergency seems real. Instead, tell the stranger that you will call 91 1 . 
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Question Submitted by Senator Wyden for Mr. Abagnale 


1 . In your view, sir, do you think opening the Medicare Database to the public - with 
seniors’ personal information private, of course - would help the cause of fraud 
prevention? Senator Grassley and I have a bill that would do just that, and we have 
heard from folks who say that making those records public would shine light on 
abnormalities that may in fact be signs of fraudulent behavior. What is your take 
on that and how might opening the database change the dynamic of fighting fraud 
within the system? 

Answer: 

I am 100% in support of creating this Medicare Database. I believe it will go a long way to 
combating and detecting the ongoing enormous amount of fraud committed by healthcare 
providers. It could also be a deterrent to healthcare providers from filing false and 
fraudulent claims if they knew their claims were open to public review and scrutiny. In 
considering this database, the patient's personal information must remain private. 
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Questions Submitted by Senator Wyden for Mr. Humphrey 


1. Along with having the living facilities help identify exploitation after the fact, have 
you looked at initiatives to have them help prevent it in the first place by better 
controlling who has access to their resident populations? 

Answer: 

In our manual for operators of congregate living facilities, we will provide guidance on 
prevention and deterrence of elder financial exploitation — not just addressing it after the 
fact. For example, the manual will provide suggested agendas for staff training as well 
as resident and family council meetings that raise awareness of elder financial abuse and 
provide prevention tips. It will suggest protocols for safeguarding resident funds (such 
as procedures for releasing funds from a resident’s personal needs account and 
documenting the identity of agents under power of attorney and other fiduciaries). These 
suggested practices will help limit access to residents and their assets. 

2. We’ve also heard that online exploitation of seniors is on the rise, and internet 
scams are becoming more complex and harder to detect. Is your office working on 
anything specifically targeted towards educating seniors about online threats? 
Answer: 

Yes, we plan to include specific information about internet scams and tips for avoiding 
them in our Money Smart for Older Americans consumer education program (in 
collaboration with another federal regulator, the Federal Deposit Insurance Corporation). 
We address these issues in meetings with federal and state government partners, non- 
profit organizations, and the public. 
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ELDER JUSTICE 

National Strategy Needed to Effectively Combat 
Elder Financial Exploitation 


What GAO Fomid 

Officials in each of the four states GAO contacted identified the need for more 
safeguards and public awareness activities to help prevent elder financial 
exploitation. They also noted that it is difficult to prevent exploitation by 
individuals such as financial services providers, power of attorney agents, 
guardians, and paid in-home caregivers. Although states have primary 
responsibility for combating elder financial exploitation, the federal government 
could disseminate information on model power of attorney legislation, for 
example, to help states better safeguard against power of attorney abuse — one 
type of federal activity authorized under the Older Americans Act of 1 965, in 
addition, experts and state and local officials told GAO that many older adults 
need more information about what constitutes elder financial exploitation in order 
to report and avoid it. The seven federal agencies GAO reviewed have 
undertaken activities to increase public awareness of elder financial exploitation. 
While some experts observed that a nationwide approach to educating the public 
is needed, federal public awareness activities are not currently conducted as part 
of a broader coordinated approach, which GAO believes could help ensure the 
effective use of federal resources. The Elder Justice Coordinating Council, which 
held its first meeting in 2012, could be the vehicle for developing and 
implementing a coordinated national strategy. The Council is composed of 
officials from federal agencies and is charged with developing national priorities 
and coordinating federal elder justice activities. 

Experts and officials in each state GAO reviewed indicated that difficulty 1) 
gaining expertise, 2) sustaining collaboration between law enforcement and adult 
protective services agencies, and 3) obtaining data hinders their response to 
elder financial exploitation. As with prevention, many federal agencies have 
individually taken steps to address these challenges that are in line with their own 
missions. For example, the Department of Justice (Justice) has begun to 
construct a website that contains training and other materials prosecutors can 
use to build their expertise in investigating and prosecuting elder abuse, which 
includes eider financial exploitation. However, there are gaps in federal support 
in some areas. For example, law enforcement officials in each of the four states 
GAO reviewed indicated that it is not clear how they should obtain the federal 
support they need to respond to interstate and international cases. Justice can 
provide this information, in keeping with its priority to strengthen its relationship 
with state and local law enforcement. Similarly, the Federal Trade Commission’s 
(FTC) Consumer Sentinel Network database compiles incidents of financial 
exploitation reported to it by many sources around the country but receives 
incidents from state government agencies in only 12 states. The database would 
be of greater use if FTC obtained incidents from more of the states and 
contained an indicator that the incident involved an older adult. 
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United States Government Acconntabillty Office 
Washington, DC 20548 


November 15, 2012 
Congressional Requesters 

Elder financial exploitation is the illegal or improper use of an older adult's 
funds, property, or assets.’ Experts have described It as an epidemic with 
society-wide repercussions. Perpetrators may be family members; paid 
home care workers; those with fiduciary responsibilities, such as financial 
advisors or legal guardians; or strangers who inundate older adults with 
mail, telephone, or Internet scams. Older adults are particularly 
vulnerable to financial exploitation because, as research has shown, 
financial decision-making ability decreases with age. Moreover, older 
adults are often ashamed to report exploitation or even admit that they 
have been exploited because they are afraid of losing their 
independence. As a result, existing data on elder financial exploitation 
may substantially underestimate its extent. 

Elder financial exploitation has far-reaching effects on its victims in 
particular and society in general. A study of media reports from April to 
June 2010 estimated that financial exploitation cost older adults at least 
$2.9 billion in 2010.^ The money that older adults lose in these cases is 
rarely recovered, and the loss can undermine both the health of older 
adults and their ability to support or care for themselves. Consequently, 
the burden of oaring for exploited older adults may fall on various state 
and federal programs. For example, a review of 80 elder financial 
exploitation cases in Utah in 2010 found the state’s Medicaid program 
would potentially have to pay about $900,000 to cover the cost of care for 
older adults in that state who had suffered substantial losses.® 


’ See GAO. Eldar Justice: Stronger Federal Leadership Could Enhance National 
Response to Elder Abuse, GAO-1 1-208 (Washington, D.C.: March 2, 2011). 

® MetLife Mature Market Institute et ai.. The MetUfe Study of Bder Financial Abuse: 
Crimes of Occasion, Desperation, and Predabon against Amen'ca's Elders (2011). The 
study assumed that the approximately $530 million in loss from all forms of elder financial 
abuse occurred at the same rate for the other 9 months of the year, it further assumed 
that this loss would be the same for the 36 percent of articles about elder financlai abuse 
that the study identified but did not cite a specific dollar figure for. 

® Gunther, Jilenne, The 2010 Utah Cost of Financial Exploitation, Utah Division of ^ing 
and Adult Services (2012). 
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As the U.S. population ages, growing numbers of older adults could be at 
risk of financial exploitation, so its potential impact on society is likely to 
increase. Combating elder financial exploitation is primarily the 
responsibility of state and local agencies. At the same time, however, 
multiple federal agencies have a role to play in supporting state and local 
efforts. In light of these growing concerns, we were asked to provide 
information on elder financial exploitation issues. Specifically, this report 
addresses the challenges states face in (1) preventing and (2) responding 
to elder financial exploitation, as well as the actions some federal 
agencies have taken to help states address these challenges. 

To address these objectives, we intenriewed officials from agencies that 
included state and local social services, criminal justice, and consumer 
protection agencies in California, Illinois, New York, and Pennsylvania. 

We selected these states to achieve variation in location, because of the 
large size of their eider population, and because each state had a number 
of initiatives to combat elder financial exploitation. Across the four states, 
we held inten/iews with representatives from entities such as state and 
local adult protective services (APS) agencies; offices of attorneys 
general; police and sheriffs' departments; local district attorneys and 
courts: and state banking, securities, and insurance regulators. In three of 
the four states we also spoke with private organizations that work on 
issues related to elder frnancial exploitation, such as a university research 
center, elder abuse forensic center, and state banking association. In 
Pennsylvania, we met with experts from the Institute on Protective 
Services at Temple University and also attended an elder financial 
exploitation training for APS workers that was hosted by the Institute. We 
focused only on financial exploitation of older adults living at home, not on 
older adults in long-term care facilities. 

We also interviewed experts in the field of elder abuse — including 
academics and practitioners — and representatives from a variety of non- 
profit and private sector organizations, such as the AARP, American Bar 
Association, and American Bankers Association. We Interviewed 
representatives from University of California at Irvine's Center of 
Excellence on Elder Abuse and Neglect and the University of Kentucky's 
Justice Center for Elders and Vulnerable Adults. In addition, in order to 
gain the perspectives of large national and small community banks, we 
interviewed officials at six financial institutions. These banks are not, 
however, representative of banks nationwide. 

Furthermore, we interviewed officials and analyzed strategic plans and 
other documents from seven federal agencies — including the 
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Administration on Aging (AoA) within the Department of Health and 
Human Services (HHS), Bureau of Consumer Financial Protection 
(commonly referred to as the Consumer Financial Protection Bureau or 
CFPB), Department of Justice (Justice), Federal Trade Commission 
(FTC), Financial Crimes Enforcement Network (FinCEN) vrithin the 
Department of the Treasury, Postal Inspection Service, and Securities 
and Exchange Commission (SEC). In total, we held dozens of Interviews 
with experts and officials from federal, state, local, and non-governmental 
organizations. 

We also reviewed relevant federal laws and regulations, as well as 
selected state laws. Moreover, we attended the initial meeting of 
members of the Elder Justice Coordinating Council (EJCC), which 
includes officials from 1 1 federal agencies with an interest in elder abuse. 
We also attended several conferences related to elder financial 
exploitation, including the American Society on Aging's 2012 Aging in 
America Conference, California District Attorneys Association's (CDAA) 
201 1 Elder Abuse Symposium, Stanford Center on Longevity and the 
Financial Industry Regulatory Authority's (FINRA) 201 1 State and Future 
of Financial Fraud Conference, Elder Financial Protection Network's 
(EFPN) 201 2 Call to Action Conference, and a 201 1 webcast on elder 
issues hosted by the Nebraska Department of Health and Human 
Services and State Bar Association's 201 1 Elder Issues Webcast. At the 
CDAA Symposium, we held small group meetings with district attorneys 
and investigators from various counties in California. And at the EFPN 
Conference we held a small group meeting with local district attorneys, 
advocates, a state insurance agency official, and a financial Institution. 

To illustrate the complexities of combating elder exploitation, we met with 
a social service agency, several criminal justice agencies, and, in one 
case, a family member to develop detailed case histories on six 
prosecuted cases of elder financial exploitation. The perpetrators in these 
cases were family members, financial sen/ices providers, or telephone 
scammers. We identified cases from news stories and Internet searches. 
We selected six cases because they (1) occurred in three of our four 
review states (California, New York, and Pennsylvania), (2) involved each 
of the different types of elder financial exploitation (exploitation by family 
or trusted others, exploitation by financial services providers, and 
exploitation by strangers), and (3) included instances where more than 
one agency or system was involved. The cases we selected are a non- 
generalizable sample of elder financial exploitation cases. 
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Lastly, we identified and reviewed research published from 2000 onward 
on elder financial abuse or elder financial exploitation by searching 
numerous bibliographic databases and reviewing materials cited by elder 
abuse experts or published by federal, state, and non-governmental 
organizations. We focused our review on published research on the 
extent, Impact, cost, and nature of elder financial exploitation. We also 
interviewed an official from the Utah Division of Aging and Adult Services 
to discuss the state's study on the cost of elder financial exploitation. 


We conducted this performance audit from November 201 1 to November 
2012 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. Our investigative activities 
were conducted in accordance with standards prescribed by the Council 
of the Inspectors General for Integrity and Efficiency. 

Background 

Elder financial exploitation, one type of elder abuse, can occur in 
conjunction with, and might lead to other types of elder abuse.* Financial 
exploitation of older adults can take many forms and perpetrators can 
include family members, friends, legal guardians, paid caregivers, and 
strangers. Table 1 provides some examples. 

Table 1: Examples of Forms of Elder Financial Exploitation by Type of Perpetrator 

Perpetrators 

Forms 

Family members, friends, In-home caregivers, —Theft of cash or other valuables 

legal guattilans, representative payees*, etc. —Withdrawals from bank accounts or use of credit cards 

—Transfer of deeds 

— Misuse of an older adult’s power of attorney 
—Misappropriation of an incapacitated older adult's income or assets 
—Identity theft 


* Other types of elder abuse indude physical, psychological, and sexual abuse, as well as 
neglect and self-r>eglect. 
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Perpetrators 

Forms 

Financial services pro>dders (brokers, 
financial advisors, insurance agents, or 
others in foe financlai services indusby) 

— Sale of fraudulent investments (Ponzi or pyramid schemes) 

— Sate of financial products or services unsuitable for an older adult’s 
ciroimstances, sudi as long-term annuities 

Sbangers 

— Lottery, mail, telephone, or Internet scams 
—Door-to-door home repair scams 
— Identity theft 


Source: QAO anaiyait of puMthed mceattfi. 

'Representative payees are persons who receive Social Security benefits (»t behalf of redpients v^o 
are determined to incapat^ of managing thdr finarees. 20 C.F.R. §§ 416.601 and 416.2001 . 


Older adults are particularly attractive targets for financial exploitation by 
unscrupulous individuals. As a group, older adults tend to possess more 
wealth than those virho are younger because they have had a longer time 
to acquire it. in addition, the incidence of Alzheimer's disease and other 
dementias that undermine judgment increases with age.^ Moreover, 
financial capacity— the capacity to manage money and financial assets in 
ways that meet one's needs — generally declines with age, and this 
decline may go unaddressed until it Is too late.^ 

State and local agencies in the social services, criminal justice, and 
consumer protection systems in each state are at the forefront of efforts 
to prevent, detect, and respond to eider financial exploitation. Seven 
federal agencies whose missions correspond to the state and local social 
service, criminal justice, and consumer protection systems are positioned 
to contribute to state and local efforts in this area; AoA, CFPB, Justice, 
FTC, FinCEN, SEC, and the Postal Inspection Service (see fig. 1).^ 


® Hebert et al.. ‘Waiieimer Disease in the US Population," Archives of Neurology. 60 
(August 2003); 1119-1122. 

^ Agarwal et al., ‘The Age of Reason: Financial Decisions ON«r the Life Cycle vsntfi 
Implications for Regulation." Brookings Papers on Economic Actiwty 2 (Washington, D.C.; 
2009): 51-117. 

^ See appendixes i through IX for additional informati(»i on eadi of these agencies. The 
Department of Housing and Uitan Development (HUD) also functions as a federal 
consumer protection agency in foat they administer foe Home Equity Con^^rsion 
Mortgage Program, the nation’s largest reverse mortgage program for older adults. 
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Figure 1 : State and Federal Systems and Agencies Positioned to Combat Elder Financial Exploitation* 


Source: GAO ansL>ysi$ erf egancy mformat^n 

’ The relationship between tfie federal and the state and local agencies in a given system varies. 
’ State attorneys general ^so play a consumer protection role. 

' Justice also plays a consumer protection role. 
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At the state and local level, APS agencies investigate and substantiate 
reports of suspected elder abuse, including financial exploitation and, if 
the client agrees to accept help, can arrange for services to secure their 
safety and meet their basic needs, APS can also refer cases to law 
enforcement agencies or district attorneys for criminal investigation and 
prosecution. Whether an elder financial exploitation case comes to the 
attention of criminal justice authorities through referral from APS or some 
other means, law enforcement agencies and district attorneys can 
exercise broad discretion when deciding if a case warrants any action on 
their part. 

State-level consumer protection agencies — such as banking, securities, 
and insurance regulators — conduct examinations to ensure that rules to 
protect consumers are followed and take enforcement actions against 
institutions that break the rules. State attorneys general may also 
prosecute cases or respond to consumer protection inquiries. 

Aithough combating elder financial abuse is explicitiy included in the 
mission of only one federal agency, CFPB's Office for the Financial 
Protection of Older Americans (Office for Older Americans), it is Impiicit in 
the mission of others that work to combat elder abuse, protect consumers 
or investors, or prevent fraud (see fig. 2). 
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across federal agencies in this area. The Older Americans Act of 1 965 

(OAA)* requires AoA to develop objectives, priorities, policy, and a long- 
term plan for 

• facilitating the development, implementation, and continuous 
improvement of a coordinated, multidisciplinary eider justice system in 
the United States; 

• promoting collaborative efforts and diminishing duplicative efforts in 
the development and carrying out of eider justice programs at the 
federal, state, and local levels: 

• establishing an information clearinghouse to collect, maintain, and 
disseminate information concerning best practices and resources for 
training, technical assistance, and other activities to assist states and 
communities to carry out evidence-based programs to prevent and 
address elder abuse, neglect, and exploitation; 

• working with states, Justice, and other federal agencies to annually 
collect, maintain, and disseminate data on elder abuse, neglect, and 
exploitation, to the extent practicable; 

• establishing federal guidelines and disseminating best practices for 
uniform data collection and reporting by states; 

• conducting research on elder abuse, neglect, and exploitation; and 

• carrying out a study to determine the extent of elder abuse, neglect, 
and exploitation in all settings.’ 

The Elder Justice Act of 2009 (EJA)'° contains provisions pertaining to 

APS as well as elder justice, in general. It authorizes funding for 


® Pub. L. 89-73, 79 Stal 218 (codified as amended at 42 U.S.C. §§ 3001-3068ff). 

’ 42 U.S.C.§ 3011(e)(2). 

Pub. L. No, 111-148. tit. VI, subtit H, 124 Stal 119, 782-804 (2010) (codilied at 42 
U.S.C. §§ 1320b-25, 1395i-3a, and 1397j-1397m-5). The EJA was enacted as part of the 
Patient Protection and Affordable Care Act. which was signed into !aw on March 23, 2010, 
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• HHSto 

o annually collect and disseminate data regarding elder abuse, 
neglect, and exploitation of elders in coordination with 
Justice;" 

o develop and disseminate information on best practices and 
provide training for carrying out adult protective services;’* 

o conduct research related to the provision of adult protective 
services;" 

o provide technical assistance to states and others that provide 
or fund the provision of adult protective services;’" and 

o establish 10 elder abuse, neglect, and exploitation forensic 
centers, in consultation with Justice, that would (1) conduct 
research on forensic markers for elder abuse, neglect, or 
exploitation, and methodologies for determining when and how 
health care, emergency, social and protective, and legal 
service providers should intervene and when these cases 
should be reported to law enforcement; (2) develop forensic 
expertise regarding elder abuse, neglect, and exploitation; and 
(3) use the data they have collected to develop, in coordination 
with Justice, the capacity of geriatric health care professionals 
and law enforcement authorities to collect forensic evidence, 
including evidence needed to determine if elder abuse, 
neglect, or exploitation has occurred. '* 


" § 2042(aK1)(B) and (2). 124 Slat. 794 (codified at 42 U.S.C. § 1397m-1(a)(1)(B) and 
( 2 )). 

’7 § 2042(a)(1)(C), 124 Stat 794 (codified at 42 U.S.C. § 1397m-1(a)(1)(C)). 

§ 2042(aX1)(D). 124 Stat 794 (codified at 42 U.S.C. § 1397m-1(a)(1)(D)). 

’" § 2042(a)(1)(E), 124 Stat, 794 (codified at 42 U.S.C. § 1397m-1(a)(1)(E)). 

§ 2031, 124 Stat 790-91 (codified at 42 U.S.C. § 1397!). 


Page 10 


GAO-13-110 Eider Financial Exploitation 




82 


• Grants to state and local governments for demonstration projects that 
test methods and training to detect or prevent elder abuse or financial 
exploitation;’® and 

• An Elder Justice Coordinating Council and an Advisory Board on 
Elder Abuse, Neglect, and Exploitation to develop priorities for the 
elder justice field, coordinate federal activities, and provide 
recommendations to Congress.’' 

Currently, the Elder Justice Coordinating Council consists of the following 
federal agencies: Consumer Financial Protection Bureau, Corporation for 
National and Community Service, ’“ Department of Health and Human 
Services, Department of Housing and Urban Development, Department of 
Justice, Department of Labor, Department of the Treasury, Department of 
Veterans Affairs, Federal Trade Commission, Postal Inspection Service, 
and Social Security Administration. 

Coordination among federal agencies is also a feature of the Dodd-Frank 
Wall Street Reform and Consumer Protection Act, which established 
CFPB, requiring it to coordinate its consumer protection efforts of older 
adults with other federal agencies, ’® CFPB's Office for Older Americans is 
charged with facilitating the financial literacy of seniors on protection from 
unfair, deceptive, and abusive practices and on current and future 
financial choices.” 


’* § 2042(c). 124 Slat. 795 (codified at 42 U.S.C. 1397nn-1(c)). 

’' §§ 2021 and 2022, 124 Slat. 786-89 (codified at 42 U.S.C, §§ 1397k and 1397k-1). 

The Corporation for National and Community Service is a federal agency that engages 
Americans in service through Senior Corps, AmeriCorps, and the Social innovation Fund, 
42 U.S.C. § 12651. 

Pub. L. No. 111-203. § 1015, 124 Stat. 1376, 1974 (2010) (codified at 12 U.S.C. § 
5495). 

” § 1013(g)(1), 124 Stat, 1973 (codified at 12 U.S.C. § 5493(g)(1)), 
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States Identified the 
Need for More 
Safeguards and Public 
Awareness Activities 
to Prevent Elder 
Financial Exploitation 


States Cited Need for More According to officials in the four states we visited, financial exploitation of 
Safeguards to Prevent oWer adutts by financial services providers, power of attorney agents, and 

Elder Financial in-home caregivers is particularly difficult to prevent. 

Exploitation 

Financial Services Providers adults may consult with a variety of financial professionals, such as 

financial planners, “ broker-dealers, and insurance agents.^^ However, 


See appendix X for examples of activities undertaken by APS, criminal justice, and 
consumer protection agencies in California, Illinois, New Yoik, and Pennsylvania to 
prevent elder financial exploitation by financial services providers, power of attorney 
agents, and in-home caregivers. See appendix XI for examples of these activ^es 
undertaken by private organizations. 

Financial planners can pro\^e a variety of ser^ces, including preparing financial plans 
for dients based on their finandal circumstances and objectives and making 
recommendations for ^)edfic actions clients may take, in many cases, financial planners 
also help impl^ent these recommendations by, for example, selling investment products, 
sudi as insurance, securities, or other investments. Financial planners are subject to 
federal and state regulation pertaining to investment advisers, broker-dealers, and 
insurance agents, depending on the services they provide. See GAO, Consumer Finance: 
Regulatory Coverage Generally Exists for Financial Planners, but Consumer Protection 
Issues Remain, GAO-1 1-235 (Washington, D.C.: January 18, 2011). 

Broker-dealers handle trades between the buyers and sellers of securities and charge a 
fee to do so. Broker-dealers may buy securities from customers or sell from their own 
invent©^. Most are also members of the Financial Industry Regulatory Authority (FINRA). 
FINRA is a self-regulatory organization with oversight of all broker-dealers doing business 
with the public in the United States. 

Insurance agents sell producte, such as life insurance or annuities. They must be 
licensed by the states to sell these products and are subject fo state insurance regulation. 
The sale of variable insurance products, such as variable life insurance or variable 
annuities, is subject to both state insurance regulation and broker-dealer regulation. See 
GAO-11-235. 
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older adults, similar to other consumers, may lack the information to make 
sound decisions atjout choosing a financial services provider and 
protecting their assets from exploitation. As a result, they may 
unknowingly put themselves at risk of financial exploitation. 

Individuals who present themselves as financial planners may adopt a 
variety of titles and designations. In some cases, privately conferred 
designations — such as Certified Financial Planner®— require formal 
certification procedures, including examinations and continuing 
professional education credits, while other designations may merely 
signify that membership dues have been paid. Designations that imply 
expertise in advising older adults have been a source of particular 
concern among state securities regulators, according to the North 
American Securities Administrators Association (NASAA).^* Older adults 
may lack information to distinguish among the various senior specific 
designations. Indeed, in 201 1 , we reported that there is some confusion 
about what these titles mean and the level of skill required to obtain 
them.“ 


Exploitation by “Senior Specialist" 

Calling himself a senior financial advisor, an insurance agent licensed In California met 
an 69-year-otd partially blind, intermittently con^sed man at a senior center. The 
agent persuaded him to invest about $250,000 in a flexible premium deferred annuity, 
warning him not to let anyone talk him out of it. As a result, the man was left witti no 
penalty-free access to his enbie life savings fer the next 1 1 years, while the agent 
earned a commission on this transaction. To earn about $16,000 more in 
commissions, the agent H^en convinced tiie man to move half the amount invested in 
the annuity into unregistered stock, which cost the man a surrender fee of about 
$10,000. The stock turned out to be worthless, leaving the man with a fraction of v^at 
he had when he met the agent Attempts by the man's nephew to retrieve his uncle's 
money were unsuccessful. The nephew reported the insurance agent to the California 
D^artment of Insurance, which eventually revoked the agent’s license, but local 
police did not pursue the older adult’s case. While the ir>surance agent faced no 
criminal charges in this case, he was later sentenced to 3 years in prison for 
defrauding another older adult. 


Another concern is that older adults may be fooled by investment 
professionals who use questionable tactics to market financial products, 


NASAA is a national membership organization for sfete securities regulators. 
See GAO-11-235. 
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such as “free lunch seminars" at which financial professionals seek to sell 
financial products to older adults during a free meal. SEC, the Financial 
Industry Regulatory Authority (FINRA), and NASAA examined HOfirms 
that sponsored free lunch seminars from April 2006 to June 2007 offered 
in seven states and found that 63 seminars used misleading advertising 
and sales materials, 25 seminars resulted In unsuitable 
recommendations, and in 14 seminars there were fraudulent practices 
used, such as selling fictitious investments.^' 

Preventing the sale of unsuitable or fraudulent investments to older adults 
is difficult.'* An investment can be unsuitable for an older adult if it has 
features that might not provide its intended benefit during the investor’s 
lifetime. Older adults also can be sold what they believe to be legitimate 
investments, but are actually completely fraudulent products that hold 
little or no value. 


Investment Fraud Using a “Ponzi” Scheme 

The founder and president of a real estate and financial consulting film conN^nced 
around 200 individuals — about one-third of virhom were older adults— to invest in real 
estate projects that felled to generate any significant revenue. He also conNnnced them 
to obtain reverse mor^ages on their hwnes, and to invest the proceeds wBi his firni. 
The invesbnents turned out to be a ‘Ponzi’ scheme. Specifically, the perpefrator paid 
distributions to some investors fiom others’ deposife; misled investors widt false 
amortization schedules; and used investor' money to pay for his Porsche, mortage, 
and other personal expenses. The scheme was reported to FINRA, investigated by the 
FBI, and prosecuted by die Eastern District of New York U.S. Attorney's Office, which 
sought sentencing enhancements fer targeting the eideiiy. Victims lost over $12 
million. They also reported irreplaceable financial losses, emodonal distress, feelings 
of betrayal and disbelief, and various physical symptoms as a result. 


SEC has developed some educational materials and SEC and CFPB 
have conducted research related to investment fraud that targets older 
adults. For example, SEC has published a guide for older adults that 
counsels them to check their investment adviser’s disciplinary history, 
lists warning signs of fraud, and provides information on where to go for 


^ SEC, FINRA, and NASAA, Protecting Senior Investors: Report on Examinations of 
Securities Firms Providing ‘Free Lunch" Sales Seminars (2007). 

2® SEC. Guide for Seniors: Protect Yourself Against Investment Fraud] SEC. FINRA. and 
NASAA. Investor /Vert, Investment Products and Seles Practices Commonly Used to 
Defraud Seniors: Stories from the Frcmtiine. 
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help.® SEC also provides a link to a FINRA website that provides 
consumers with the required qualifications, including educational 
requirements, of the designations used by securities professionals. In 
August 2012, SEC released a study on financial literacy among investors 
and stated the agency's desire to develop a strategy for increasing the 
financial literacy of certain groups, including older adults. CFPB plans to 
issue a report in early 2013 to Congress and the SEC that will address 
providing Information to older adults about financial advisors and their 
credentials. In June 2012, the CFPB Issued a public inquiry for 
information about elder financial exploitation, including a question on what 
resources older adults have to determine the legitimacy, value, and 
authenticity of credentials held by investment professionals.® CFPB 
expects to share Its results in 2013. 

Older adults can use a legal document referred to as a financial power of 
attorney to appoint another person (an agent) to manage their finances 
should they become incapable of doing so. Having a financial power of 
attorney enables an older adult (a principal) to choose the person who 
can legally make these decisions for them, when needed. Powers of 
attorney are easy for anyone to create, can vary in specificity and format, 
and do not require legal assistance or a court for execution. Each of the 
four states we contacted has a law that helps prevent misuse of powers 
of attorney by specifying the responsibilities of agents and, in at least one, 
penalties for misuse. However, powers of attorney can be forged or 
perhaps otherwise Improperly obtained without a principal’s knowledge or 
consent and an agent can easily use the principal's money for his or her 
own benefit. For this reason, many state and local officials we intervievired 
in the four states were concerned about misuse of these instruments. For 
example, one Pennsylvania official described power of attorney 
documents as a “powerful, simple, and dangerous tool.' 


® SEC, Guide for Seniote: Protect Yourself Against Investment Fraud. 

® CFPB, “Request for Information Regarding Senior Financial Exploitation," 77 Fed. Reg. 
36,491 (June 19, 2012). 
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Power of Attorney Abuse 

A month after an elderly man wifti dementia and his vnfe agreed to add their 
daughter's name to their bank account, the daughter convinced her mother to sign a 
doaiment providing her financial power of attorney. When the woman signed, she 
was in the hc^pital for a broken hip and a stroke and later daimed she was heavily 
medicated. Over the next 3 months, the daughter placed tee deed to her parent's 
home in her name, vwote checks cm their account totaling nearly $600,000 that were 
never questioned by the bank, and attempted to v^draw about $500,000 more. 
V\te8n the woman's son discovered wteat had been happening, he had the bank stop 
payment on the S5O0.QO0 and asked the local dis^ict attorney to in\«stigate. The 
daughter was charged with numerous counte of teeft, pled guilty, and was sentenced 
to 3 years probation. The deed was transferred back to tee woman and alteough the 
prosecutor sought restitution, tee $600,000 was not recoverable — it had been used to 
pay oft the daughter’s mortgage, coun^ club membership, and oteer bills. 


Some APS and criminal justice officials we spoke to indicated that 
stronger state power of attorney laws could help prevent elder financial 
exploitation by agents. For example, Pennsylvania officials said that 
current state laws have been ineffective at (1) creating practices to 
monitor the activities of poiver of attorney agents and (2) encouraging 
banks to question power of attorney documents they find questionable. In 
California, law enforcement officials noted that notaries were not always 
held accountable for their role in signing power of attorney documents. 

To help strengthen state laws designed to prevent misuse of financial 
powers of attorney, the Uniform Law Commission®’ has developed the 
Uniform Power of Attorney Act, which 

• explicitly defines the duties of the power of attorney agent, 
including fiduciary duties such as acting in good faith and keeping 
careful records; 

• allows a third party to refuse to honor a power of attorney 
agreement if there is a good faith belief that the principal may be 
subject to abuse, and requires the third party to report to APS; 

• allows co-agents to be appointed for additional third-party 
oversight; and 

• imposes liability on agents who violate the law. 


®’ The Uniform Law Commission is a state-supported organization that ctrafts model 
legislation to promote darrty and stability to critical areas of state statutory law. 
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According to the Uniform Law Commission, 13 states have adopted the 
entire Uniform Power of Attorney ActA^ Others have enacted various 
other power of attorney taws. For example, New York requires an agent 
to provide a full accounting to APS when it Is investigating a report that 
the principal may be in need of protective or other services or the victim of 
abuse or neglect. If it is not provided within 15 days, APS can commence 
a special proceeding to compel the production of the information. Illinois 
has added safeguards for principals to its law and created additional court 
remedies for violations of the law. However, according to the Uniform Law 
Commission, a number of states have made no changes to laws 
governing powers of attorney since the Uniform Power of Attorney Act 
was published. 

Powers of attorney are generally regulated under state, not federal, law; 
however, AoA and CFPB are providing some information to states and 
power of attorney agents to help prevent power of attorney abuse. The 
AoA-supporled National Legal Resource Center co-sponsors trainings for 
states on the adoption of the Uniform Power of Attorney Act. Furthermore, 
the CFPB is developing a guide to educate “lay fiduciaries’ — Including 
guardians and agents under powers of attorney— about their 
responsibilities, and is planning to develop several state-specific lay 
fiduciary guides, scheduled for release in 2013. 

Guardians There are limited safeguards to protect older adults from abuse by 

guardians, who are granted authority by a state court to make decisions 
in the best interest of an incapacitated individual concerning his or her 
person or property. While guardians can play a key role in managing the 
assets of these older adults, we have noted in past reports that guardians 
are only subject to limited safeguards that could protect these older adults 
from financial exploitation. For example, local officials In California noted 
that it can be hard to determine whether a person applying to be a 
guardian is doing so to further his ward's best interests. We have also 
reported that few states conduct criminal background checks on potential 
guardians. Moreover, we have noted concerns with weak court oversight 
of appointed guardians, as well as poor communication between the 


^ According to the Uniform Law Commission, Alabama, Arkansas, Colorado, Idaho, 
Maine, Montana, Nebraska, Nevada, New Mexico, Ohio, Virginia, West Vi^inia, and 
Wisconsin have adopted the Unifomt Power of Attorney Act 
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courts and federal agencies that have enabled guardians to chronically 
abuse their wards and/or others.” 

Caregivers Exploitation by in-home caregivers was also cited by locai APS officials, 

police, and district attorneys we spoke to as a type of abuse that is 
difficult to prevent. These caregivers range from personal care aides who 
provide non-medical assistance such as helping with laundry and 
cooking, to home health aides who check an older adult’s vital signs or 
assist with medical equipment. In-home caregivers may be employed by 
a private company approved to provide services via a state’s OAA” 
program or independently hired by older adults or their families. Caregiver 
services may also be covered under a state Medicaid program if the 
individual is eligible for Medicaid.” 

Older adults may rely on and trust in-home caregivers, and some 
caregivers have used that relationship to exploit their clients.” For 
example, a caregiver may be given access to an older adult’s ATM or 
credit card to help with banking or grocery shopping and later be found 
withdrawing money or purchasing items for themselves. As the population 
ages and public policies encourage older adults to remain in their homes 
for as long as practical, there will be an increased need for in-home 
caregivers. 

States are responsible for protecting older adults from exploitation by in- 
home caregivers, and safeguards vary by state. Police and district 
attorneys we Interviewed were concerned that in-home caregivers are 


” See GAO, Guardianships: Cases ot Financiai Exploitation, Abuse, and Neglect of 
Seniors, GAO-10-1046 (VVashIngton, D.C.: September 30, 2010), and GAO, Incapacitated 
Adults: Oversight of Federal Fiducianes and Court-Appointed Guardians Needs 
Improvement, GAO-1 1-676 (Washington, D.C.: July 22, 2011). 

” OAA Title lll-B provides funding for in-home services, such as personal care, chore, 
and homemaker assistance. 

” 42 U.S.C. § 1396d{a)(7). Medicaid is a joint federal-state financing program for health 
care services for certain low-income individuals. State Medicaid programs may cover 
home-based cate, such as personal care and homemaker services, for Medicaid 
beneficianes who need help with self-care due to disabilities or health conditions. 

” According to AoA, many of those who exploit older adults are informal or family 
caregivers who are not employed or subject to background checks and this may be a 
more difficult type of exploitation to prevent. 
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subject to limited, if any, background checks. A California iaw 
enforcement official told us that caregivers suspected of exploiting older 
adults sometimes have a history of theft. While the Medicaid program 
requires states to develop and implement home care provider 
qualification standards, there is no federal Medicaid requirement for 
criminal background checks,” According to the National Conference of 
State Legislatures, while many states have required agencies to conduct 
background checks before employing in-home caregivers who are paid by 
Medicaid or with other state funds, these laws vary greatly in their breadth 
and scope and the amount of flexibility afforded the agencies when they 
use the checks to make hiring decisions.^ Napa County, California 
recently initiated an innovative paid In-home caregiver screening initiative. 
Before in-home caregivers can work in that county, they must submit to a 
background check and obtain a permit annually.” 

While background checks for in-home caregivers help flag potential 
abusers, an AARP study has found that states do not always use all 
available federal, state, and local criminal data systems. For one, the 
implementation cost may discourage their use. Moreover, their 
effectiveness in reducing elder abuse, in general, is unproven." As 
required by the Patient Protection and Affordable Care Act of 201 0,*' the 
Centers for Medicare and Medicaid Services implemented the National 
Background Check Program that encourages states to adopt safeguards 
to protect clients of in-home caregivers. This voluntary program provides 
grants to states to conduct background checks tor employees of long- 
term care facilities and providers, such as home health agencies and 


” States must enact standards for provider participation to ensure that providers are 
qualified, effective, and cost-efficient, and to protect program beneficiaries. At the same 
time, these requirements must not unfairly restrict participation in the Medicaid program. 
As long as states meet these criteria, they have significant latitude in specifying their 
provider qualification requirements. AARP Public Policy Institute. Safe at Home? 
Developing Effective Ciiminal Background Checks and Other Screening Policies for Home 
Care Workers (September 2010). 

” National Conference of State Legislatures, State Policies on Criminal Background 
Checks for Medicaid-Supported In-Home Direct Care Workers (December 18. 2008). 

” See appendix XH for examples of background chedt requirements for in-home 
caregivers in the four states we reviewed. 

" See AARP Public Policy Institute, Safe at Home? 

Pub. L. No. 111-148, tit VI, subtit. C, §6201, 124 Stat. 119, 721, 
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personal care service providers. As of November 2012, 19 states were 
participating. The results of this program could provide data on the 
effectiveness of background checks in preventing elder abuse, including 
elder financial exploitation.'*^ 

State and local authorities in the four states we visited told us current 
safeguards are not always sufficient to prevent exploitation by those older 
adults depend on for assistance. Although states are generally 
responsible for laws and regulations regarding these issues, the OAA 
directs the federal government to disseminate information about best 
practices to prevent elder abuse. Including elder financial exploitation. 
According to our analysis, there is a role for the federal government to 
provide more information and guidance to prevent these types of elder 
financial exploitation. 


State and Federal Officials 
Called for Greater Focus 
on Public Awareness 


Experts and federal, state, and local officials told us that older adults need 
more information about what constitutes elder financial exploitation in 
order to know how to avoid it." However, APS and law enforcement 
officials told us that It is difficult for them to reach many older adults with 
this message and that they have little funding to promote public 
awareness. For example, in one California county officials reported that 
due to budget cuts, they had lost many positions that involved educating 
the public about elder financial exploitation. 


Each of the seven federal agencies we reviewed independently produces 
and disseminates public information on elder financial exploitation that Is 
tailored to its own mission. For example, SEC produces Information to 
educate investors about fraud prevention, including an investment guide 
for older adults. FTC publishes information to protect consumers, and 
AoA disseminates information to help reduce elder abuse, including elder 
financial exploitation. (See table 2 for examples of the types of 
information provided by each of these agencies.) These seven agencies 


" In addrtion to criminal background checks, APS agencies in several states maintain a 
registry of elder abuse offenders that can be used to flag in-home caregivers who might 
financially exploit older adults. 

" See appendix X for examples of activrtres undertaken by APS, criminal justice, and 
consumer protection agencies in California, Illinois, New York, and Pennsylvania to 
educate and inform older adults about eider financial exploitation. See appendix XI for 
examples of these activities undertaken by private organizations. 
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have also worked together at times to increase public awareness of elder 
financial exploitation. For example, each year FTC and the Postal 
Inspection Sen/ice collaborate on community presentations during 

National Consumer Protection Week. 

Table 2: Selected Public Awarenese Efforts of Federal Agencies Related to Elder Financial Expioftadon 

Agency 

Public Awareness Efforts 

CFPB 

Office for Older Americans provides information for the public on ite website about how to avoid being 
exploited. 

Published a guide for consumers about re^rse mortgages. 

FTC 

Produces publications, pamphlets, and videos on a range of consumer protection issues, such as 
telemarketing fraud, and distributes them wa its website, the media, and parteering organizations. 

Piloted a partnership with the AARP Foundation that funds peer counseling for older adults or their relatives 
who think they have been victimized. 

Works with AoA's Senior Medicare Patrols to distribute educational materials to older adulte and collect 
complaints. 

AoA 

Distributes an e>newsletter discussing elder abuse, including financial e)q>ioitaticm. 

Maintains Senior Legal Helplines. 

Provides elder abuse prevention grants. 

Collaborates with nonprofit Women's Center for a Secure Retirement to provide a gateway for financial 
information for women. 

Justice 

Provides grants to states, localities, and nonprofits for elder abuse prevention activities, induding education 
and public awareness campaigns. 

Provides information through its public websites on how individuals can protect themselves from and report 
various types of financial fraud. 

SEC 

Distributes investor information that may relate to elder financial exploitation via its website, hotline, 
pamphlets, and regional events. 

Provides an investment fraud guide for older adults. 

Produces Investor alert bulletins. 

Works with AARP. FiNFtA, and state seoirities regulators on the Outsmarting Investment Fraud campaign. 

FtnCEN 

Provides the public with information via its wrebsite on scams and resources for victims of fraud or Identity 
theft. 

Postal Inspection 
Service 

Deployed FakeChecks.org Campaign in 2007 to target international fraud schemes that are often directed 
toward older adults. 

In 2010, sent a postcard containing information about preventing fraud, including elder finandal exploitation, 
to every U.S. household. 

Participated in AARP Town Hall meeting in 2011. 

Conducts ongoing fraud prevention messaging on its website. 

Makes community presentations on how to avoid scams during National Consumer Protection Week each 
March (with FTC). 


Source: GAO tmafyste tf egency docunwtte and imeivewe. 
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However, although the OAA calls tor a coordinated federal elder justice 
system," which includes educating the public, the seven agencies we 
reviewed do not conduct these activities as part of a broader coordinated 
approach. In previous work, we found that agencies can use limited 
funding more efficiently by coordinating their activities and can strengthen 
their collaboration by establishing joint strategies." Similar calls for 
coordination were raised when the EJCC held its first meeting on October 
11, 2012, to begin implementing its mandate to coordinate federal elder 
justice activities and develop national priorities. As EJCC Chairman, the 
Secretary of HHS stated that combating elder abuse— which includes 
elder financial exploitation— is an “all-of-government" effort and that 
federal programs are not organized in a strategic way, which decreases 
their effectiveness. One expert noted that there is a clear need for a 
strategic, multi-faceted public awareness campaign on elder abuse. An 
official from the Financial Services Roundtable" added that many 
agencies are trying to focus on awareness and education, but their efforts 
appear unorganized and uncoordinated. 


Difficulty Gaining 
Expertise, Sustaining 
Collaboration, and 
Obtaining Data 
Hinders States’ 
Responses to Elder 
Financial Exploitation 


*^42 U,S.C.§ 3011(e)(2). 

^ See GAO. Results-Onented Government Pracf/ces that Can Hefp Enhance and 
Sustain Collaboration Amcmg Federal Agendas, GAO-C^-15, (Washington, D.C.: October 
21.2005). 

The Financial Services Roundtable is an advocacy group with members from the 
banking, securities, invesbnent, and insurance sectors. It aims to protect and promote the 
economic ^^taiity and integrity of its members and the U.S. finandai system. 
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Special Knowledge and 
Skills Are Needed to 
Respond to Elder Financial 
Exploitation 


According to state and local officials we spoke with in four states, 
effectively investigating and prosecuting elder financial exploitation 
requires special skills and knowledge, which APS workers, law 
enforcement officers, and district attorneys sometimes lack. For example, 
APS officials noted that some case workers have little background or 
training in investigating financial crimes, and would find it difficult to 
respond to these cases. Local law enforcement officials also noted that 
they receive little training on elder financial exploitation and need 
additional training to build expertise. In addition, we were told that some 
prosecutors and judges are reluctant to take on cases of suspected elder 
financial exploitation because of competing priorities and limited 
resources, a continuing belief that elder financial exploitation is primarily a 
civil issue, or a view of older adult victims as unreliable witnesses. 


State and local officials in the four states we reviewed are attempting to 
increase their expertise.^'' For example, some state and local officials told 
us they attempt to acquire investigative expertise through formal and on- 
the-job training, by dedicating units or staff to investigate suspected cases 
of elder financial exploitation, or by contracting for assistance from 
certified fraud examiners or other forensic accountants," However, state 
and local officials also told us that funding constraints limited their ability 
to build this additional expertise. Moreover, officials and experts told us 
that in order to more effectively allocate their limited resources, state and 
local entities would need more information about which practices have 
proven to be most effective for investigating, as well as preventing, elder 
financial exploitation. 


AoA and Justice have developed some resources that could be used to 
help state and local agencies build expertise in identifying, investigating, 
and prosecuting elder financial exploitation (see table 3). 


" See appendix X for examples of activities undertaken by APS. criminal justice, and 
consumer protection agencies in California, Iliinois, New York, and Pennsylvania to build 
additional expertise. See appendix Xi for examples of these activities undertaken by 
private organizations. 

" Forensic accountants speciafee in investigating financial crimes. The Certified Fraud 
Examiner credential is one professional designation that a forensic accountant may hold. 
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Table 3: Examples of AoA and Justice RMOurces That Could Be Used to Increase State and Local Expertise about Elder 
Financial Expioltadon 

Agency 

Resource 

AoA 

National Center on Eider Abuse website has materials on elder abuse, including elder financial e)^!oitation. 

AoA makes fonnula grante to states and territories under Title Vli of the Older Americans Act that are used to tijnd 
training.® 

National Adult Protective Services Resource Center provides information and technical assistance aimed at APS 
professionals. 

National Legal Resource Center provides training and information on legal issues affecting older adults. 

Model Approaches to Statevinde Legal Assistance Systems demonstration program includes two eider abuse projects 
that foars on elder financial e)teloitation. 

Justice 

Funding the devetopnent of APS elder abuse training modules. 

Justice’s Office on Violence Against Women, Office for Victims of Crime, and Bureau of Justice A^istance fund a 
number of trainings— including some material devoted to elder financial exploitation— to law enforcement and otiiers in 
foe field each year. 

Prosecutors in foe Criminal Division's Fraud Section have provided training at national conferences on eider fraud. 
Created an elder financial exploitation guide for police officers. 

Plans to fond foe development of online training for legal aid attorneys on identifying and responding to elder abuse, 
induding financial exploitation. 

Developing sfrategies and best practices for financial fraud and identity theft investigations. 


Source: GAO onatyaisofHHS and Justice materials and tnterMOws 


■42 U.S.C. §§ 3058b and 30581, 

Under the EJA, HHS is authorized to develop and disseminate best 
practices and provide training for APS workers," and AoA-supported 
resource centers compile Information about elder abuse in general for 
easy access. However, Information pertaining specifically to elder 
financial exploitation topics— such as mass marketing fraud, power of 
attorney abuse, or investment fraud — may be dated or more difficult to 
find because it is intermingled with other materials.*” For example, AoA’s 
National Center on Elder Abuse (NCEA) has compiled a list of elder 
abuse training materiais from a variety of sources, but we could find no 
quick and clear way to identify which trainings cover financial exploitation. 

Additionally, Justice officials told us that it would be beneficial for more 
training to be available to prosecutors of elder abuse. Justice has 
identified providing training and resources to combat elder abuse as a 


" § 2042(a)(1)(C). 124 Slat. 794, 1397m-1{a)(1)(C). 

*” See appendix XIII for more information on AoA resource centers. 
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strategy to achieve its objective of preventing and intervening in crimes 
against vulnerable populations. Justice officials indicated that they are 
developing an elder Justice prosecution website that could serve as a 
resource and help build expertise. The website Is expected to consolidate 
training materials in use across the country, primary litigation materials 
from local district attorneys, and information from relevant academic 
centers, such as the University of California at Inrine and Stanford 
University. However, it is unclear when this project will be completed, as 
Justice officials are waiting for materials from local district attorneys. As a 
result, prosecutors and other law enforcement officials currently do not 
have access to these materials. 


States Identified 
Additional Federal Support 
Needed to Sustain Crucial 
Collaborations across 
Systems and Levels of 
Government 

Collaboration between APS Tit® OAA requires AoA to develop a plan for promoting collaborative 
and Criminal Justice Systems efforts to support eider justice programs at all levels. Officials we met 
from state and local social service and criminal justice agencies in three 
of the four states we reviewed said that while collaboration between their 
systems is important for combating elder financial exploitation, 
collaborating can sometimes be difficult because the two systems differ in 
the way they respond to exploitation and carry out their work. Specifically, 
APS focuses on protecting and supporting the victim, and criminal justice 
focuses on prosecuting and convicting exploiters. However, according to 
experts, by working together, APS, the criminal justice system, and other 
partners can more easily accomplish both of these goals.” Experts have 
noted that some type of multidisciplinary response to elder abuse — 
including elder financial exploitation — is prudent because of the complex 


42 U.S.C. § 301l(e)(2)(a)(ix). 

” See Adria E. Navarro et at. "Holding Abusers Accountable: An Eider Abuse Forensic 
Center Increases Criminal Prosecution of Financial Exploitation" (funded by Justice). The 
Gerontologist, vot 0. (May 1 5. 2012). This study was funded by Justice. 
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nature of the problems faced by victims and the wide variety of responses 
required to heip them and to prosecute expioiters. 

In each of the four states we reviewed, iooal initiatives helped bridge the 
gap between APS and criminal justice agencies.^ In some locations APS, 
ctlminai justice agencies, and other public and private entities have 
formed groups that meet periodically to develop awareness activities, 
foster information sharing, and discuss and resolve individual cases. 
Some multidisciplinary groups discuss elder abuse broadly, such as elder 
abuse task forces in some Pennsylvania counties and multidisciplinary 
groups in New York City. Others concentrate on financial exploitation 
specifically, such as the Philadelphia Financial Exploitation Task Force, 
and Financial Abuse Specialist Teams in some California counties. 

Although multidisciplinary groups responding to elder financial 
exploitation already exist In each of the four states we visited and 
elsewhere, forming and sustaining these groups continues to be 
challenging, according to law enforcement officials in one state we visited 
and experts. Busy schedules and competing priorities make it difficult tor 
some participants to attend meetings regularly, and a group’s focus 
influences how extensively members are willing to participate. For 
example. In one location officials told us that when the primary focus of 
their group shifted from prosecuting cases to providing services, 
participation by law enforcement officials declined. Collaborative efforts 
can also be undermined by a history of poor interaction between member 
organizations, differences in systemic understanding of elder financial 
exploitation, difficulties communicating across disciplines, different 
understandings of limits on information sharing, unclear roles, and failure 
to address the group's long-term sun/ival.“ However, information on 
relevant promising practices In this area could help promote creation of 
such groups — particularly when resources are limited — and ensure their 
success. 


See appendix X for examples of activities undertaken by APS, criminal justice, and 
consumer protection agencies in California, iliinois, New York, and Pennsylvania to 
support collaboration. See appendix XI for examples of these activities undertaken by 
private organizations. 

Brandi et ai., Elder Abuso Detection and Intervention (New York; 2007). 
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Federal agencies have made some efforts to promote and inform 
collaboration between the APS and criminal justice systems in states. 
However, agencies have taken tew steps to compile or disseminate 
promising practices In creating or sustaining multidisciplinary groups 
responding to elder financial exploitation, even though the OAA requires 
AoA to develop and disseminate information on best practices for adult 
protective services. AoA and Justice have offered a small number of 
grants to states to combat elder abuse or other crimes that require or 
encourage collaborative efforts such as multidisciplinary teams (see 
Table 4). 


Table 4: Examples of Federal Granto That Encourage Coflaboradon among State Agencies That Respond to Elder Abuse 

Agency 

Grant 

AoA 

Elder Abuse Prevenbon Interventions Program: Requires grantees to ha\« a partnership that indudes 
at least the APS and criminal justice systems. AoA expected to award between $625,000 and $1.02 
million each to 5-8 grantees in 2012. 


Elder Justice Community Collaborations: Relatively small ($10,000) grants specifically for setting up 
eider justice coalitions were awarded to over 40 grantees from 2007 to 2010. 


Prevention of Elder Abuse, Negiect and Explottation (OAA Title VII-A3), formula grants to al! states 
and territories that broadly require coliaboration between social services and criminal justice systems. 


Attorneys funded by Title IIIB of the Older Americans Act may work with APS in various situations, 
including situations dealing with guardianship issues. 


Funding from AoA's Model Approaches to Statewide Legal Assistance Systems demr^stration grants 
may be used to support projects that address financial fraud in a collaborative fashion. 

Justice (Office on Violence 
Against Women) 

Enhanced Training and Services to End Violence Against and Abuse of Women Later in Life Program: 
Requires a partnership of criminal justice agencies, prosecutors, and nonprofits. 


Sourc*: OAO analysit of HHS trui Juste* dbcumonts tne inwrvtsws. 


AoA's Elder Justice Community Collaborations program offered over 40 
$10,000 grants, along with technical assistance and training, from 2007 to 
201 0 for the purpose of setting up elder justice coalitions. These 
coalitions, which included members across a broad range of disciplines, 
were required to create an elder justice strategic plan for their community, 
including plans for continuation beyond the grant period. This program 
was the only one we identified that was created specifically for the 
purpose of setting up new coalitions; other grants either allowed funds to 
be used for that purpose or required a coalition to be in place to 
implement the grant-funded initiative. 

Collaboration on International Interstate or international mass marketing scams include ’grandparent 

and Interstate Financial Crimes scams,” which persuade victims to wire money to bail “grandchildren” out 
of jail or pay their expenses, and foreign lottery scams that require victims 
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to pay sizeable sums before they can receive their winnings. In 2011, 
the FBI’s Internet Crime Complaint Center" received over 300,000 
complaints from victims of all ages about online fraud alone, with reported 
losses of about $485 million, 


intemationat Maas Marketing Seam 

From 2005 to 2009, ^ut 100 older adults Nvired or mailed millions of dcriiars to scam 
artists working out of ‘boiler rcK>m8'' in a Middle Eastern counbv, in response to a 
phone call from 'an attorney* dahntng they had won a lottery or swe^stakes but had 
to first pay several thousand dollars m ‘tasres* or ‘fees” to receive their innings. The 
perpetrators used informatton individuals had provided on svreepstakes entry forms to 
target older adults virlth some savings or assets, in particular. Many of the victims, v^o 
ranged in age from 70 to 80, suffered from debilitating conditions including ^heimer’s 
or some other form of dementia. Once the perpetrators recaved a payment, they re- 
contacted victims to inform them that they needed to send more. \^ctms typic^iy did 
as they were told, continuing to send tens and even hundreds of thousands of dollars. 
To lend legitimacy to this elaborate scheme, \rictims were sent foke documents that 
appeared to come from tiie U.S. Internal Revenue Service or anottier government 
agency, and received calls from perpetratore impersonating public officials. In addition 
to losing foeir life savings, vic^s of this scam suffered emotional distre^ and 
declining health. The FBI was the lead U.S. investigating agency in this case. Six 
suspects pled guilty to conspiracy charges Hied by the U.S. Attorney's Office invoMng 
wire and mail fraud forough telemarketing. Several were sentenced to between 40 and 
150 months in prison. Four more have been extradited to the United States and are 


Local law enforcement authorities in the four states we visited indicated 
that investigating and prosecuting the growing number of cases involving 
Interstate and international mass marketing fraud, which often target older 
adults. Is particularly difficult for them. For example, coordinating with law 
enforcement authorities in other jurisdictions is labor intensive,” so state 


“ Mass-marketing fraud refers generally to any type of fraud scheme that uses one or 
more mass communication techniques and technologies-^uch as the Internet, 
telephones, the mail, and even mass meetings in pereon— to contact, sdicit, and obtain 
funds or other items of value from multiple victims in one or more jurisdictions. See 
appendix XIV for an example of a letter promoting a sweepstakes scam. 

The Internet Crime Complaint Center is an online system that collects canplaints of 
suspected criminal or civil internet-related violations and develops referrals to law 
enforcement and regulatory agencies at the federal, state, local, tribal, and international 
levels, it is a partnership between the FBI and the National Write Collar Crime Center, a 
nonprofit that supports foe Investigation and prosecution of economic and high-tedi crime. 

According to the Fraud Section of Justice's Criminal Diwsion, lottery scam perpefrators 
are operating from a growing number of countries, including Costa Rica, foe Dominican 
Republic. Jamaica, the Nefoerlands. Nigeria, and Spain. 
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and local officials are often unable to pursue these cases themselves. 
Furthermore, even though various federal agencies have the authority to 
investigate and prosecute interstate and international scams (see fig. 
local law enforcement officials told us there is not enough information 
available on whom they should contact when they need to refer a case to 
the federal level. They indicated that the lines of communication between 
local and federal agencies tend to be Informal, based on whom local law 
enforcement officers know in a federal agency. Providing accurate 
contact information is consistent with Justice's strategic objective for fiscal 
years 2012-2016 to strengthen its relationships with state and local law 
enforcement. Justice officials told us they believe that local officials know 
which federal officials to contact about international and Interstate cases, 
but state and local law enforcement officials told us that it would be 
helpful to have more specific information. Cases that local officials do not 
refer to a federal agency due to a lack of correct contact information may 
not be investigated or prosecuted by either federal or local authorities. 


In addition to the work of individual agencies, the Financial Fraud Enforcement Task 
Force— a broad coalition of more than 20 federal agencies, 94 U.S. Attorneys’ Offices, 
and state and local partners — was created by executive order to (1) investigate and 
prosecute significant financiat crimes and other vioiations related to the cunent financial 
crisis and economic recovery efforts, (2) recover the proceeds of such crimes and 
violations, and (3) ensure just and effective punishment of those who perpetrate such 
crimes and violations. Exec. Order No. 13,519, 74 Fed. Reg. 60,123 (Nov. 19, 2009). The 
Consumer Protection Working Group fomned under the Task Force in early 2012 focuses 
on strengthening the government’s collective efforts to address consumer-related scams 
targeting vulnerable populations. 
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Attorneys 


Figure 3: Fecferai Agencies’ Responsibilities in Combating Intematfonai and Interstate Financiai Crimes 
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Source: GAO enatysls of infanaAon provicieii by (edsrei a^eiKies. 


* U.S. Attorneys also participate In the investigation of cases, either atone or in cooperation with oftier 
agencies. 


in addition to not knowing whom to contact, state and local law 
enforcement officials in the four states we reviewed told us that they are 
concerned that federal agencies do not take enough of the cases that are 
referred to them. For example, a law enforcement official from California 
described a case of widespread interstate check fraud, expressing 
frustration with federal agencies that would not provide any support when 
he requested it. Federal officials, on the other hand, told us that they 
cannot take ail cases referred to them by state and local law enforcement 
and that they must prioritize their caseload to make the best use of their 
limited resources. Justice and FTC officials said they tend to focus on 
larger cases in which many victims were affected or a significant amount 
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of money was lost, and Justice's U.S. Attorneys also apply regional 
priorities, such as the vulnerability (including age) of the victim, when 
determining which cases to take. 

Even if federal agencies choose not to take a case a state or local agency 
refers to them, officials told us that consistent referrals of cases by state 
and local authorities allow them to identify patterns or combine several 
complaints against the same individual into one case. FTC’s Consumer 
Sentinel Network database (Consumer Sentinel) collects consumer 
complaint data and aims to be an information-sharing tool to enable state 
and local law enforcement to become more effective.^® Justice officials 
said they encourage individuals and state and local authorities to file a 
complaint of suspected fraud to either the Consumer Sentinel or the FBI's 
Internet Crime Complaint Center. However, while some state Attorneys 
General were familiar with the FTC database, local law enforcement 
officials we spoke with did not say that they reported cases to it or used 
its data. One official said he did not find the Consumer Sentinel database 
useful because law enforcement officials are not familiar with it. 

FTC officials explained that while they have made attempts to get state- 
level offices to contribute to the Consumer Sentinel, barriers such as 
reservations about data sharing, obsolete technological infrastructure, 
and severe budgetary cutbacks have kept the numbers of contributors 
low. When state officials do not contribute to the Consumer Sentinel, the 
information In the database does not give a national picture of the extent 
of cross-border scams. As a result of this— in addition to the impact of 
some law enforcement officials not using the system— it may be more 
difficult to combat these scams, and officials at all levels may not have the 
information they need to target their resources appropriately. 

Working Cooperatively with 

Banks 


According to state and local officials, banks are important partners in 
combating elder financial exploitation because they are well-positioned to 
recognize, report, and provide evidence in these cases. Indeed, frontline 
bank staff are able to observe elder financial exploitation firsthand. For 


FTC's Consumer Sentinei Network is an online database that houses millions of 
consumer complaints available to law enforcement. Sentinel's roster of 28 current data 
contributors includes 12 state attorneys general, the FBI's internet Crime Complaint 
Center, and the Council of Better Business Bureaus. More than 2,600 users from over 
2,000 law enforcement agencies worldwide use the system to share information, 
prosecute cases, conduct investigations, and pursue leads. 
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example, a bank teller who sees an older adult regularly is likely to notice 
if that individual is accompanied by someone new and seems pressured 
to withdraw money or if the older adult suddenly begins to wire large 
sums of money internationally. 

There are state efforts and bank policies to help bank employees 
recognize exploitation. In Illinois, all state-chartered banks are required to 
train their employees on what constitutes elder financial exploitation. “ 
State and local agencies in California and Pennsylvania provide 
information and training to banks to help them recognize elder financial 
exploitation. Most of the six banks we spoke with had a policy for 
periodically training employees on identifying elder financial exploitation. 

In addition, these banks had a system in place that routinely monitors 
bank transactions for unusual activity and can help identify exploitation. 

Banks may also help report suspected elder financial exploitation to local 
authorities. Training initiatives, such as Illinois’ program, encourage bank 
employees to report exploitation. Most of the six banks we spoke with had 
procedures in place for frontline employees to report suspected elder 
financial exploitation to bank management. Some of these banks also had 
internal units that are dedicated to receiving staff reports of elder financial 
exploitation and referring them to the proper authorities. 

Notwithstanding such efforts, APS and criminal justice officials told us 
elder financial exploitation Is generally underreported by banks.°' Despite 
the training they receive, bank staff may not be aware of the signs of 
elder financial exploitation or know how to report it. In addition. In five of 
the six prosecuted cases we reviewed in depth, there were missed 
opportunities for banks to raise questions about transactions. For 
example, in one case, bank officials did not take any action in response to 
repeated withdrawals of large amounts of money that were not typical for 


The Illinois Department on Aging designed and administered the training protocol and 
the Illinois Department of Financial and Professional Regulation certifies compliance with 
the training requirement. 

Most states r^uire some classes of professionals or organizations to report suspected 
eider atxjse, which may include financial exploitation of older individuals, to state 
authorities. Some states, including California— a state we contacted— specifically include 
banks as mandatory reporters. Cal. Welf & Inst. Code § 15630.1 (2012). Some states 
immunize individuais who make such reports in good faith from civil and/or criminal liability 
under state taw. 
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that customer. Bank officials said they do report suspected elder financial 
exploitation, but also emphasized that banks are not law enforcement 
agencies. Officials said their primary responsibility is to protect customer 
assets and privacy and ensure customers have access to their funds. In 
addition, a banking association representative told us that even though 
federal privacy laws do not prohibit banks from reporting suspected 
abuse, banks are concerned that they will be held liable if they report 
suspected exploitation that is not later substantiated. 

Three federal agencies— CFPB, AoA, and FinCEN — are positioned to 
encourage banks to identify and report elder financial exploitation, either 
due to the agency's mission or via proposed or existing activities. The 
CFPB is the primary federal consumer protection regulator with respect to 
a variety of financial institutions, including banks. The Dodd-Frank Act 
authorizes the CFPB to protect consumers, including older adults, from 
abusive practices committed in connection with the offering or provision of 
consumer financial products or services.® In a November 201 1 
congressional testimony, the Assistant Director of CFPB’s Office for Older 
Americans said the agency has a unique opportunity to help enhance, 
coordinate, and promote efforts of a variety of groups, including financial 
services providers.” 

While the federal government generally requires banks to train employees 
on a variety of issues, such as money laundering, physical bank security, 
and Information security," we could find no similar requirements for 
banks to train employees to recognize and report elder financial 
exploitation. However, AoA is considering collaborating with one large 
national bank on a project to encourage bank training on elder financial 
exploitation. 

Banks are also required to file Suspicious Activity Reports (SAR) with 
FinCEN to alert them of potentially illegal bank transactions that involve, 
individually or in the aggregate, at least $5,000, which could include elder 


® § 1031, 124 Slat. 1979-80 (12 U.S.C. § 5531). 

” Testimony before the Subcxjmmittee on Financial Institutions and Consumer Protection 
United States Senate Committee on Banking, Housing, and Urban Affairs (Washington, 
D.C., November 15, 2011). 

" 31 U.S.C. § 5318(h)(1)(C), 12 C.F.R. § 21.3(a)(3), and pt. 30, app. B (2012). 
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financial exploitation.® In February 201 1 , FinCEN issued an advisory to 
banks that described elder frnanclal exploitation, provided potentiai 
Indicators of elder financial exploitation, and requested the use of a 
specific term (“elder financial exploitation”) when applicable in SAR 
narratives related to this activity.® 

Bank records can help investigators track an older adult’s use of funds 
over time and detect Irregularities. APS officials in Pennsylvania told us 
that although Pennsylvania state law grants APS access to bank records, 
they are often denied access on the basis of federal privacy laws or the 
bank's policies. APS officials from California, Illinois, and New York also 
reported that they are denied access to bank records for the same 
reasons." As a result, investigators are unable to obtain the information 
necessary to investigate suspected exploitation, identify perpetrators, 
stop further exploitation from occurring, or obtain restitution for victims. 
Bank officials told us the federal government could help clarify bank roles 
and responsibil'rties related to privacy and financial exploitation of older 
adults.® 

There are two federal laws that generally protect the privacy of consumer 
banking records: the Right to Financial Privacy Act of 1978 (RFPA)® and 


® 31 C.F.R. § 1020.320(a) (2012). If a financial institution knows, suspects, or has reason 
to suspect, for example, that transactions have no business or apparent lawful purpose or 
are not the sort in which a particular customer would normally be expected to engage, and 
the financial institution knows of no reasonable explanation fbr the transaction ai^r 
examining the available facts, including the background and possible purpose of the 
transaction, the financial institution must file a SAR. 

® FinCEN stores SARs in a database and each state has a law enforcement point-of- 
contact with access to the database. Local police and district attorneys rely on their state’s 
FinCEN point.of.contact to obtain SAR information. While SARs could contain leads on 
elder financial exploitation cases, local officials we spoke with said they did not use SARs 
often to build criminal cases and SARs are not a vehicle for fast action. 

" Local criminal justice agencies said that they are able to obtain bank records with a 
subpoena or search warrant, but banks sometimes take a long time to provide the 
records. This, in turn, extends already time-intensive investigations, 

® The American Bar Association completed a report on this issue and concluded that 
federal privacy laws do not prohibit banks from sharing information in suspected cases of 
eider financial exploitation, American Bar Association, Can Bank Takers Tali? Legal 
Issues Relating to Banks Reporting Financial Abuse of the Elderly (2003), 

Pub. L. No. 95-630, tit XI. 92 Stat 3641, 3697-3710 (codified as amended at 12 U.S.C. 
§§ 3401-3422). 
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the Gramm-Leach-BIlley Act.™ Each establishes standards that banks 
must meet to safeguard customer banking information. The RFPA 
generally prohibits financial institutions, including banks, from providing 
any federal governmental authority with access to copies of information in 
any customer's records without first providing notice to the customer. 
Because a government authority is defined in RFPA to include only 
federal agencies and officials, however, it should not prevent banks from 
reporting possible financial exploitation of older adults — or providing bank 
records to — state APS. 

The Gramm-Leaoh-Blilsy Act generally prohibits financial institutions, 
including banks, from disclosing nonpublic personal information to third 
parties including, but not limited to, federal governmental authorities. 
Nonetheless, the act has a number of general exceptions permitting 
disclosure, such as: to protect against or prevent actual or potential fraud, 
unauthorized transactions, claims, or other liability; consistent with the 
RFPA, for an investigation on a matter related to public safety; or to 
comply with a properly authorized civil, criminal, or regulatory 
investigation, subpoena, or summons by federal, state, or local 
authorities. 


Incomplete Data Hinder 
Efforts to Combat Elder 
Financial Exploitation 


The NCEA and experts have called for more data on the cost of elder 
financial exploitation to public programs and for trend data on its extent. 
According to our analysis, these data could help determine what 
government resources to allocate and how best to prevent and respond to 
this problem. According to one Utah official, quantifying the Impact of 
elder financial exploitation in that state helped that state's legislators 
understand the importance of combating this problem and convinced 
them to simply decrease, rather than eliminate, state APS funding 
altogether.'’ However, according to our analysis, no other state has 
undertaken such a study. 

Similarly, data on the extent of elder financial exploitation over time could 
help state and local APS, as well as law enforcement agencies, assess 


" Pub, L. No. 106-102, §§ 501-510, 113 Stat. 1338, 1436-1445 (codified as amended at 
15 U.S.C. §§ 6801-6809). 

” See Gunther, 'The 2010 Utah Cost of Financial Exploitation." 
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the effectiveness of their efforts to combat it. The OAA^^ and EJA both 
require the federal government to take steps to collect and disseminate 
data on all types of elder abuse,” yet the studies federal agencies have 
funded in this area have produced little data on its extent over time, as we 
previously reported,” or on its cost. 

Several federal agencies do collect administrative data on the number of 
complaints submitted by consumers or criminal cases that sometimes 
involve eider financial exploitation (see table 5) — data that could help 
state and local APS and law enforcement authorities determine what 
resources to allocate and how best to prevent and respond to this 
problem. Each agency publishes material containing a range of 
administrative data from its system that is available to the public. FTC, for 
example, publishes statistics from the Consumer Sentinel on the number 
and types of complaints, amount of losses, and characteristics of 
victims.” 


Table 5: Federal Administrative Data Systems That Collect Incidents of Elder Financial Exploitation 

Data System/Agency 

Information Collected 

Identifies Age of Victim? 

Con^butora 

FTC’s Consumer 
Sentinel Network 

Information on consumer complaints, 
including investment and mass marketing 
fraud, and identity theft. The FTC adds cases 
from the FBI's Internet Crime Complaint 
Center to the Consumer Sentinel. 

Optional. Less than half of 
complaints currently include 
age. 

Some state and local law 
enforcement agencies, federal 
agencies, nongovernmental 
and private entities, and 
indis^uals. 

FinCEN’s SAR Data 

information on suspicious financial 
transactions, both actual and attempted. 

Option to identify suspected Banks and other financial 
elder financial exploitation* institutions, 
and age of victim. 

FBI's internet Crime 
Complaint Center 

Complaints about cyber-crime, induding 
online fraud. 

Age is a required field. 

State and local law 
enforcement agencies, as well 
as individuals. 

Justice’s National 
Incident-Based 
Reporting System 

Each single incident of and arrest for 46 
crimes collected from state, local, and federal 
(aw enforcement agencies that participate in 
tile system. 

Age is a required field for 
individual victims. 

State and local lavir 
enforcement agencies. 


” 42 U.S.C. § 3012(e)(2)(A)(iii) and (iv), and (16). 

” § 2042(a)(1)(B). 124 Slat 794 (ccxiified at 42 U.S.C. 1397m-1(a)(1)(B)). 

” See GAO-11-208. 

” FTC (2012) Consumer Sentinel Network Date Book for January - December 201 1. 
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Data Syst^/Agancy 

infoimatlon Coiiected 

identifies Age of Victim? 

Contributors 

SEC’S Tips. 
Compiaints, and 
Refeirals Portal 

Complaints about invesbnents or finandai 
prof^sionals. 

information about age is 
not required. 

Alt sources, including individual 
investors. 


Soihm: GAOen«iysitofiiocum»nttpfDvliMdand>ntsrA«wSQrsHadby FTC, FioCEN, ^£c«, and SEC. 

* In 2012. FinCEN released a revised SAR that includes a chedc box that enat^es fliers to indicate 
c^arly that they are reporting suspected elder flnancia! ei^l^tation. The re\Hsed SAR is cuirentiy 
a\railabie for use. and wiH become mandatory at the end of March 2013, according to FinCEN 
offidals. 

While the number of reported incidents of elder financial exploitation in 
each agency’s system represents only a portion of all cases that actually 
occur in a given period and geographic area, the number over time could 
provide an indication of fluctuations in the extent of certain types of elder 
financial exploitation. 

Data from the Consumer Sentinel could be of particular interest to state 
and local APS and law enforcement authorities, because over half of the 
consumer complaints reported to this system involve financial exploitation 
through fraud. Individual complaints can be directly reported to the 
Consumer Sentinel by victims or others on their behalf. Cases reported to 
the FBI Internet Crime Complaint Center and non-governmental 
organizations, such as the Council of Better Business Bureaus, are also 
added to the complaints in the Consumer Sentinel. Currently, however, 
the Consumer Sentinel does not receive any of the complaints reported to 
any of the law enforcement or consumer protection agencies in 38 states. 
Moreover, less than half the complaints in the Consumer Sentinel contain 
the age of the victim because FTC does not require complaints to include 
this information or other indicators of whether the case involved elder 
financial exploitation.™ FTC officials told us the agency does not require 
complaints to include the age of the victim because of concerns regarding 
privacy and the potential burden this might place on individual 
complainants. In contrast, SARs In the FinCEN system will soon all be 
clearly identified when a filing institution reports suspected elder financial 
exploitation. 

In 201 1, we found that state-level APS data could provide useful 
information on the extent of elder abuse, including elder financial 
exploitation, over time. We recommended that AoA work with states to 


™ See appendix XV for additional information on the data in the Consumer Sentinel 
Network. 
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develop a nationwide system to collect and compile these data.” AoA 
officials told us they have initiated discussions with states about 
establishing such a system, but have been unabie to develop a 
comprehensive plan for implementing one due to a lack of funding. 


Conclusions 


Elder financial exploitation is a multi-faceted problem spanning social 
service, criminal justice and consumer protection systems of government. 
As a result, combating it is challenging and requires action on the part of 
not only many state and local agencies, but also multiple agencies at the 
federal level. Each of the seven federal agencies we reviewed is working 
to solve this problem in ways that are consistent with its own mission. 
However, the problem is large and growing. It calls for a more cohesive 
and deliberate approach governmentwide that, at a minimum, identifies 
gaps in efforts nationwide, ensures that federal resources are effectively 
allocated, establishes federal agency responsibilities, and holds agencies 
accountable for meeting them. 

The EJCC has recognized that combating elder abuse, including elder 
financial exploitation, is an effort that requires federal agencies to work 
together. A clearly articulated national strategy is needed to coordinate 
and optimize such federal efforts to effectively prevent and respond to 
elder financial exploitation, and the EJCC can be the vehicle for defining 
and implementing this strategy. In the current economic climate, state and 
local APS and law enforcement agencies will find it increasingly difficult to 
cope with growing numbers of cases without a national strategy attuned 
to their need for Information and guidance on preventing and responding 
to elder financial exploitation, as well as additional data on its extent and 
impact. 

In addition to working together to build a national strategy to combat elder 
financial exploitation, there are a number of ways individual federal 
agencies could better support state and local APS and law enforcement 
agencies. For example, Justice has identified providing training and 
resources to combat elder abuse as a strategy to achieve Its objectives of 
preventing and intervening in crimes against vulnerable populations. 
Without easily accessible information and guidance tailored to the needs 
of prosecutors nationwide, they may continue, given limited resources, to 


” See GAO-1 1-208. 
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make such cases a low priority. Similariy, many cases cross jurisdictions 
and couid involve multiple victims or have perpetrators locate in other 
countries. These cases may not be investigated or prosecuted uniess 
state and local law enforcement have better information on the process 
for contacting the federai government regarding these cases or the ways 
in which the federai government could provide support. 

Without information to correct banks’ misconceptions about the impact of 
federai privacy laws on their ability to release bank records, APS and law 
enforcement agencies wili continue to find it difficult to obtain the 
information they need from banks to investigate suspected cases of elder 
financial exploitation. Moreover, without educating bank empioyees 
nationwide on how to identify and report suspected elder financial 
exploitation, many cases will continue to go unreported, uninvestigated, 
and unprosecuted. The CPFB is positioned to provide additional 
information to banks, as part of the agency's consumer protection 
regulatory function and dedication to protecting the financial health of 
older Americans. 

Finally, to fulfill its mission of protecting consumers against unfair, 
deceptive, or fraudulent practices, the FTC established the Consumer 
Sentinel Network database to enhance information-sharing and support 
law enforcement at all levels. The Consumer Sentinel could serve as a 
valuable source of data on the extent of some types of elder financial 
exploitation nationwide and as an important resource for law enforcement 
authorities as they identify, investigate, and prosecute cases. The 
Consumer Sentinel's usefulness in this area, however, will continue to be 
limited until the number of contributors to it is increased and complaints 
are required to include the age of the victim or other indicators of whether 
the case involved elder financial exploitation. In the absence of the latter, 
it is difficult to determine the number of financial exploitation complaints 
that involve older adults, which in turn makes any Consumer Sentinel 
data contributed less useful to state and local APS and law enforcement 
agencies. 


Pof«nmmonH!itinn« fnr coordinate and optimize federal efforts to prevent and respond to elder 
rvtJCUlluiieilUcllluila lUl financial exploitation, we recommend the Secretary of HHS, as chairman 
Executive Action of the Eider Justice Coordinating Council, direct the Council to develop a 

written national strategy for combating this problem. This strategy should 
include a clear statement of its purpose and goals and indicate the roles 
and responsibilities particular federal agencies should have in 
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implementing it. The strategy could address, among other things, the 
need to 


• identify and disseminate promising practices and other infomiation 
nationwide that can be used by state and local agencies to 
prevent exploitation, educate the public, and help state and local 
agencies collaborate, investigate, and prosecute elder financial 
exploitation: 

• ensure coordination of public awareness activities across federal 
agencies: and 

> collect and disseminate better data nationwide to inform federal, 
state, and local decisions regarding prevention of and response to 
elder financial exploitation. 

To develop expertise among prosecutors and other criminal justice 
officials, we recommend the Attorney General establish timeframes for 
and take the steps necessary to launch the elder justice prosecution 
website that Justice has begun to construct. 

To facilitate investigation and prosecution of interstate and international 
elder financial exploitation, we recommend the Attorney General conduct 
outreach to state and local law enforcement agencies to clarify the 
process for contacting the federal government regarding these cases and 
the ways in which the federal government could provide support. 

To encourage banks to identify and report suspected elder financial 
exploitation and to facilitate release of bank records to APS and law 
enforcement authorities for investigating this activity, we recommend the 
Director of the Consumer Financial Protection Bureau 

• develop a plan to educate banks nationwide on how to identify 
and report possible elder financial exploitation: and 

• develop and disseminate information for banks on the 
circumstances under which they are permitted, under federal 
privacy laws, to release relevant bank records to law enforcement 
and APS agencies. 

To increase the usefulness of data from the Consumer Sentinel Network 
database for federal, state, and local investigation and prosecution of 
elder financial exploitation, we recommend the Chairman of the Federal 
Trade Commission: 
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• take additional steps to encourage more state and local law 
enforcement authorities nationwide to report to the Consumer 
Sentinel relevant individual complaints they receive of eider 
financial exploitation and to encourage and enable these 
authorities to query the system; and 

• study the feasibility of requiring that all complaints to the 
Consumer Sentinel include either the victim’s age or an indication 
of whether the complaint involves elder financial exploitation 


Response to Agency 
Conunents 


We provided a draft of this report to the seven federal agencies that we 
reviewed for their comments, CFPB concurred with our recommendations 
and agreed that a collaborative and coordinated effort by federal agencies 
can help optimize strategies to combat elder financial exploitation (see 
appendix XVI). CFPB further noted that financial institutions can play a 
key role in preventing and detecting elder financial exploitation, and that 
CFPB is collecting Information on financial institution training programs 
and considering how best to help institutions that request this information. 
HHS indicated in its general comments that our recommendations are 
consistent with what it heard during the Inaugural meeting of the EJCC, 
and added that it looks forward to working with Congress to continue 
implementing the EJA (see appendix XVII). 


In an e-mailed response, FTC’s Bureau of Consumer Protection noted 
that the Consumer Sentinel database provides law enforcement with 
access to millions of consumer complaints. FTC added that the database 
has no required fields, and expressed its belief that if consumers were 
required to provide detailed personal information as a condition to filing a 
complaint, they might refuse to do so, thereby decreasing the overall 
effectiveness of the system. FTC explained that almost 48 percent of all 
fraud complaints in 201 1 included the voluntary submission of age, and 
that nearly half of its non-individual data contributors do not submit age 
information in the data they provide to FTC. Given the potential for the 
Consumer Sentinel database to support and enhance state and local law 
enforcement agencies’ response to elder financial exploitation, 
particularly interstate and international cases, we continue to believe that 
FTC should study the feasibility of requiring that all complaints to the 
Consumer Sentinel database include the victim's age or another indicator 
of whether the complaint involves elder financial exploitation. In doing so, 
FTC can examine different options, including the use of a check box 
similar to the one that FinCEN has included in its SARs. 
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We are sending copies of this report to the seven agencies we reviewed, 
relevant congressional committees, and other interested patties. We will 
also make copies available to others upon request. The report is available 
at no charge on GAO’s website at http://www.gao.gov. 

If you or your staff have any questions about this report, please contact 
me at (202) 512-7215 or brownke@gao.gov. Contact points for our 
Offices of Congressional Relations and Public Affairs may be found on 
the last page of this report. GAO staff who made key contributions to this 
report are listed in appendix XVIII. 





Kay E. Brown, Director 

Education, Workforce, and Income Security Issues 
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List of Requesters 

The Honorable Herb Kohl 
Chairman 

Special Committee on Aging 
United States Senate 

The Honorable Bernard Sanders 
Chairman 

Subcommittee on Primary Heaith and Aging 
Committee on Health, Education, Labor, and Pensions 
United States Senate 

The Honorable Richard Blumenthal 
United States Senate 

The Honorable Jeff Merkley 
United States Senate 

The Honorable Bill Nelson 
United States Senate 

The Honorable Sheldon Whitehouse 
United States Senate 
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elder financial exploitation 


Agency’s role in combating 
[elder financial exploitation 


Contact informatioi 


StrategMgoal'Of ensuring ' 
of older people and prevet 
abuse, neglect, and exploi 


Call: (202) 610-0724 ' . 

Email: 3cainfo@aoa 


Administration on Aging (HHS)‘ 


Relevant agency divisions 


Assistant Secretary for Aging: Assists the Secretary with activities that 
address challenges and opportunities for older adults 

Office of Elder Righte: Administers the provisions of the Older 
Americans Act related to elder abuse prevention 


selected activities 


Coordination with other agencies 


Works with state aging agencies to help therri develop statewide plans 
to combat elder abuse 


Through NCEA, partnered with Treasury on its Go Direct financial 
literacy campaign 


• Partnered with Treasury and the Financial Services Roundtable on a 
toolkit for training financial institutions on elder financial exploitation 


Worked with the SEC on several Seniors Summits that brought 
agencies together to discuss elder financial exploitation 


Chairs the Elder Justice Coordinating Council, a collaborative body of 
federal agencies created under the EJA to recommend federal policies 
to combat eider abuse and ways federal agencies should coordinate to 
implement these policies. 


• Co-leads an informal interagency workgroup that helps facilitate 
federal eider justice activities. 


’On Aprt 16. 2012, AoA became part of the Administratiwi for Community Living, which also includes HHS’s Office 
on Disability and Administmtion on Developmental Disabilities. 
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lOrgauizatioii 


How agency prioritizes 
[eMer financial exploitation 


i^ency’s role in combating 
[elder financial evploitaticm 


I Selected activities 


[Contact information 


Supervision, 
Enforcsment, ' 
and Fair tenting 
Enures coR^estce 
withfeders ojnsumef 
financial Imvs 


Research, Markets, 
and Regulations 
Studies consumer 
markets and evaluates 
the need for regulation 


■Qrn financi 


Leadership: unici^ 
Americans is the fi 
dedicated to the fir 
oider Americans 

Information dissE i 

Provides informatior 
and to others who 
combating elder fir 
exploitation 

Supervision and fci 

Supervises certain 
nonbanks and brin 
actions when appro| 

Rulemaking; Issu 
and guidance 


General Informati 
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Posts information for older adults on website 

Conducts research on issues affecting older Americans, such as 
reverse mortgages, financial advisors and their credentials, and 
fiduciaries 


Gathering information from the public on elder financial exploitation to 
learn more about the ways in which older adults are financially 
exploited and best practices for elder financial management. GFPB 
expects to share its results in 2013. 


iCoordination with other agiMieiew 


Member of the Elder Justice Coordinating Council 

Member of Financial Fraud Enforcement Task Force, which brings 
numerous federal agencies together to prevent, investigate, and 
prosecute financial crime 

Works with AoA, Justice, Department of Labor, and SEC on various 
projects related to protecting oider Americans 


Consumer Financial Protection Bureau 
(CFPB) 
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lendix HI: F<‘dt‘ra{ Trade Cwnmission 


[Relevant agency divisions 


Selected acti\ities 


Agency’s role in combating 
elder financial exploitation 


Coordination with other agencies 


Bureau of Consumer Protection: Works to protect consumers against 
unfair, deceptive, or fraudulent practices in the marketplace. The Bureau 
conducts investigations, sues companies and people who violate the law, 
develops rules to protect consumers, and educates consumers and 
businesses about frieir rights and responsibilities. The Bureau also 
collects complaints about consumer fraud and identity theft and makes 
them available to law enforcement agencies across the country, 

• The Divisions of Advertising Practices, Enforcement, Financial 
Practices, Marketing Practices, and Privacy and Identity 
Protection, and FTC Regional Offices are involved to some extent in 
the Bureau's elder financial exploitation activities. 

• The Division of Consumer and Business Education’s mission is to 
give consumers the tools they need to make informed decisions and to 
give businesses the tools they need to comply with law. The Division 
produces, promotes, and disseminates information that is timely, 
targeted, objective, actionable, and in plain language. 


f-'iC identifies 
t populatii 
education effor 
e.xpioitation is i 
the Bureau of ( 
F^^’otection's re 
,ail. consumers. 


The Enforcement Division, as part of its overall mission, has dedicated 
resources to investigating misrepresentations aimed at the “oldest old” 
and their caretakers. In 2012, the Division settled two administrative 
cases with companies that misrepresented the services they provide 
when referring seniors to long-term care facilities. 

In April 2012, the Division of Privacy and Identity Protection gathered 
information on the types of senior Identity theft, how it happens, and 
possible solutions. 

FTC actively prosecutes fraudulent telemarketers, online and direct 
mall merchants engaged in a wide variety of deceptive scams. 


Legal action; Investigate 
prosecutes large-scale fraud c 

Information dissemination 

Provides educational mal 
consumers 

Data collection: FTC’ ■ nsi 
Sentinel database stof' div 
fraud complaints; othe ‘t are 
state, and local agenc se 

submit information to t 3ta 


Member of Financial Fraud Enforcement Task Force, which brings 
numerous federal agencies together to prevent, investigate, and 
prosecute financial crime 

May work with international, federal, state, and local law enforcement 
officials to investigate cases and bring enforcement actions against 
scammers 

Hosts Common Ground Conferences that bring federal, state, local 
agencies and non-profit organizations together to share information on 
scams 


1-877 -FTC-HELP (1-8 

General information: 

.www.ftc.gov 

To submit a complaii 

www.ftccornplaintassk 

Souree. GAOanalysisofFTCdocuniei 


Page 46 


GAO-13-1tO Eider Financial Exptoitatic 



118 



[Appendix IV: Finaiuial Ounes Enforcement Network 


iOraauizatioii 


[Iov\ prioritizes 

i‘hl4‘i‘ f'iiiiifiriiil oxploltfttioil 


Agency’s I i»l«* in • • • 
[elder finam i«il c \| I • i 


iSelected activities 


[Coordination with other agencies 


Contact inforina l ion 


Financial Crimes Enforcement Network 
(FinCEN) 


Sscretaiy of the Treasury 


fMerrenc 


Office of 
Domestic 
Finance 


I Office of the 
j Tre^urer 


Provides anaiyticai support to iaw enforcement investigations and 
access to Suspicious Activity Reports coHected from financiaf 
institutions under the Bank Secrecy Act of 1 970 

Regulates financiai institutions, requiring them to have anti-money 
laundering programs and to report suspicious activity, including eider 
financiai exploitation 

Issued advisory to financial institutions with information about how to 
identify and report eider financial exploitation 


Uaw enforcement: I 

supports financ 
investigations, 
involving money uiii 

Data collection: r iri 
aggregates data rep 
financial institu' 
activity reports, inclii 
suspected elder fina 
exploitation 

Rulemaking: F ''CE 

rules and i on* 
the Bank Secre At 
(anti-mon . io' 
amended by the 
Acf 


Member of Financial Fraud Enforcement Task Force, which brings 
numerous federal agencies together to prevent, investigate, and 
prosecute financial crime 


General inform. 


* Pub. L No, 91-m 84 Stat. 1114 {codiffed as amended at 12 U.S.C. §§ 1S29(b), ISSI-ISSS; 31 
U.S.C. §§ 5311-5330). 

The Urttir^ and Strengthening America by Prosriding Appropriate Tools Required to Intercept and 
Obstnjct Terrorism (USA PATRIOT ACT) Act of 2001, Pub. L. No, 107-56, 115 Stat 272 (2001). We 
refer to this aa as the USA PATRIOT Act. 
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How agei^jf^rioritizes 
[elder mxi 


Agency’s-rdle in to.niuMn 
[elder financial expimi .o lo 


i Contact iteformi < 1 1 « • n 


Office of the Attorney General 
d^sartment in the enforcement of federai lav 


' provide federal 
iventing and 


Office on Violence 
Against Women 
Leads ^ersl efforts 
to reduce violence 
against wwnen and 
^minister justice 
for and strengthen 
swvices to «etims. 


Office of 

Justice Programs 

'i^fc)ri!s y^h fecteal ^ate. 

local and tnbai pistice 
sy^ems to tden?^ awe- 
related dtailsnges artd 
then provide inftjfmatkm. 
training, coordination, and 
strategies to addre@ diem. 


I’flority goa rotectin 

vulnerable : lationS: 

the elderly 


Fooises cft research, development, 
and evafuatiofi of crime control 
and other justice issues. 


Assistance' to victims 
as part.of tt e Victims c 
Crime Vrctins Fundar 
Against Wo nen Act of 
amended 

Research, cchnicait 
and^sinin j: F jnris r« 
the fHStd of ' tlder abust 
technical at sistance ai 
those in tti€ field V?; 

Law enfon emcnt: Inx 
fraud crime 5 and maki 

Legai actic n. P'rosecL 
;0seS, I; 


Office for Victims of Crime 
Provides federal leadership and 
funding on behalf of crime vicdms. 


Source' Justice. 


1 of Justice ctoi 


I Bureau of Justice Assistance 

I Provides leadership and services in grant 
admini^ation and oiminal justice policy 
I devek^irent to sujtooft state, local, and tribal 
i jusfiCT ^rstegies to aWteve safer communities 


I Bureau of Justice Statistics 

I Collects, analyzes, and disseminates 
I ifrformation on crime, perpetrators. 

5 victims, wd criminal jushoe operations- 


Solet led actmlies 


1 i National institute for Justice 


Prosecutes perpetrators of elder financial exploitation 
Conducts public awareness activities on elder financial exploitation 

Office on Violence Against Women and Office for Victims of Crime 
both provide grants for training that includes eider financial exploitation 

Bureau of Justice Statistics and National institute of Justice both fund 
or conduct studies on elder financial exploitation 

See FBI and U.S. Attorney pages for details on those agencies 


Coordination with other iigencies 


Mandated member of Eider Justice Coordinating Councii 
Member of Elder Justice Working Group 

Coordinates the Financial Fraud Enforcement Task Force, which 
brings numerous federal agencies together to prevent, investigate, and 
prosecute financial crime 


Department of Justice 


Orfranization 
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To protect and defend the United ,, 
States against terrorist and foieign 
;ntei!igence threats, to uphold and 
enforce the criminal laws of the 
United States: and to provide ^ 
ie.'idership and cnminai justice ; 
seivices to federal, state. 
municipai. and international 
agencies and partners 




Priority goal of combatif^ 
financiai/white^coUar cri^e. M|s| 
marketing fraudpwhich r^ay ii| 
elder financial eiqsICHtation, 
fourth among teFBi’s ' 
crime priorities 


Agency’s role in combating 
elder financial exploitation 


Law enforcement: Investigates ^ 
fraud crimes and makes arrests j 


Contact information 


Main number 

■ 202-324-3000 

On the wob: 

.virww. tbi.gov ' 

To find your field office: 
vww\/.fbt ontact-us/field 


,AJsr l/VijieBI 


Department of Justice 

Federal Bureau of Investigation (FBI) 


I Organization 


56 field offices located in major metropolitan areas and in Puerto Rico, as 
well as legal attaches in U.S. embassies around the world 


[Selected activities 


• Responds to complaints from victims of crime 

• Investigates selected cases of potential elder financial exploitation. 

• Internet Crime Complaint Center receives complaints about internet- 
related crime and shares them with the Federal Trade Commission 
(FTC) Consumer Sentinel Network database and federal, state, and 
local law enforcement offices as appropriate 

• Conducts outreach about elder financial exploitation to local entities 
such as nursing homes and financial institutions 


Coordination with other agencies 


• Works with local U.S. Attorneys’ offices to make determinations about 
whether to open or continue investigations of potential elder financial 
exploitation cases 

• Works with other federal and state agencies, such as the U.S. Postal 
Inspection Service, to conduct investigations 

• May work jointly with foreign law enforcement agencies to investigate 
international mass marketing fraud cases 

• Coordinates with the National White Collar Crime Center to run the 
Internet Crime Complaint Center (see above) 

• Maintains Memorandum of Understanding with the FTC to get access 
to FTC's Consumer Sentinel Network database 

• Participates in regional task forces on financial crime 

• Member of Financial Fraud Enforcement Task Force, which brings 
numerous federal agencies together to prevent, investigate, and 
prosecute financial crime 
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tppendix VII; li.S. Attorneys 


Mis'sioil 


[Organization 


Selected activities 


I Coordination with other agencies 


How agency prioritizes 
elder Hnancial exploitation 


Department of Justice 
U.S. Attorneys 


94 offices across the country and in U.S, territories 


prosecute and defei 
which the United 
arty: and collect 
. owed to the federal 


Prosecutes perpetrators of elder financial exploitation 
Provides assistance to elder financial exploitation victims 


May receive cases from other federal agencies, such as the FBI, the 
Postal Inspectors, and the SEC, as well as from state and local 
agencies 

May pursue cases in conjunction with partner agencies 
Participates in regional task forces on financial crime 

Member of the Financial Fraud Enforcement Task Force, which brings 
numerous federal agencies together to prevent, investigate, and 
prosecute financial crime 


Each U.S. Attorney exercises wide 
idiscfetion in determining which j 
.'jCasds to pursue to best use the | 
I'.'Offiee’s resources to further the ^ 
^prionttes and needs of their 
ijynsdiction. Offices may prionilz©. , i 


rcemont investigates 
ub vn makes arrests 

lorv Prosof Lites fraud 
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ippc^udix VUl; U.S. Fi^stai Inspectioit Service 




[Orgaiiizatiou 


jiL;fH‘v prio) ii i:ees = 
i*l«lc*r tiiiiiHf'iai exploitation 


Selected activities 


[Agency’s role inconibatitig 
[elder financial explodaiion 


[Coordination with other agencies 


United States Postal Inspection Service 


iicttheU^S. 

•.s eniployees. 
.jstomei's; 

.t defendthe j 
I from iliegaiol 
• ensuie public 


Postmssisr Gemrai and CEO 


Chief 
Operating 
Officer and 
Exeojtive 
President 


Chief Marketing 
and Sates Officer 
and Executive 
Vice Presided 


Deputy 

Postmaster 

General 


2010 mass mailing to every U.S. household on fraud, including elder 
financial exploitation 

Community presentations about scams during National Consumer 
Protection Week 

Participates in ccwnmunity discussions about mail fraud, such as an 
AARP Town Hall meeting and a panel discussion hosted by Stanfcwd 
Research Center on the Prevention of Financial Fraud 

Plans to have a campaign in 2013 on preventing fraudulent lottery 
schemes, focusing on older adults 


Information dissemln- 

Provides information to 
about mail fraud 

Data collection: Truck 
cases, mines data flirt 
shares this data witl' F 
Consumer Sentinel Ne 
database 


Member of the Elder Justice Coordinating Council 

Member of the Financial Fraud Enforcement Task Force, which brings 
numerous federal agencies together to prevent, investigate, and 
prosecute financial crime 

Collaborates with Canadian and Jamaican criminal justice systems on 
international fraud 

Collaborates with FTC on National Consumer Protection Week 


Main number: I 

1-877-876-2445 | 

On the web: i 

ppstalinspectors.ulfiiis. 


tSAO analysis of ag®nc| i 
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Tc proioct invG ors: maintain fair, 
orderly . and eff lent markets, and 
facilitate capita ortriation 


!it»u .i-rni ' piioritizes 
elii<‘r exploitation 


SbC does not s iecificalty !den|it 
eider financial t .ploitation as d 
cnonty. but it di js identify oldei j 
aoiilis as a tare t population fw t 
investor educal m. enforcemesrii 
and industry-cc ipliance related 
efforts 




Agency’s 

elder financial exploitation 


Supervision of investment 
^professionals: Conducts exams 
' and inspections of investin' ' 
professionals, such as broker- 
dealers, investment compafii03jt_< 
and investment advisors 

Legal action: Conducts 
investigations and prosec 
violations of the federal si 
laws 

Information dissemination? 

Provides educational matenalsjlo 
investors ji 

Rulemaking: Establi; ' utpson 

matters affecting the < s ■ ition^ of : 

securities markets 1 j 



Contact Information 


investor Information ^etvice: 

1-800-SEC-0330 ^ | 

www.sec.gov 

www.mvestor.gov 


I 

1 


)endix IX; Securities and Exchange Commission 


Securities and Exchange Commission (SEC) 


lEelevaiit agency dmsioiis 


Office of Investor Education and Advocacy: Carries out SEC’s investor 
education program; responds to questions and complaints from members 
of the public; and reviews agency rulemaking from the perspective of the 
individual investor 

Division of Enforcement: Conducts investigations into possible violations 
of the federal securities laws, and prosecutes cases in civil suits in the 
federal courts, and in administrative proceedings before an administrative 
law judge 

Office of Compliance Inspections and Examinations: Administers the 
SEC’s nationwide examination and inspection program and conducts 
inspections to foster compliance with securities laws and to detect 
violations of the laws 

Division of Trading and Markets: Assists the Commission in executing 
its responsibility for maintaining fair, orderly, and efficient markets, 
including day-to-day oversight of major securities market participants 


[Selected activities 


• Published A Guide for Seniors: Protect Yourseff Against Investment 
Fraud 

• Produced reports on free lunch seminars and promising practices that 
businesses can undertake to prevent and detect fraud against older 
adults 

• Maintains a website that allows investors are able to research 
investment advisor firms, and provides a link to a similar website for 
brokers on the Financial Industry Regulatory Authority’s (FiNRA) 
website 

• Issues approximately 25 investor alerts and bulletins per year 

• Works with FINRA, AARP, and state securities regulators on the 
Outsmarting Investment Fraud campaign, which is designed to reduce 
investment fraud among older adults 


[Coordination with other agencies 


• Member of Financial Fraud Enforcement Task Force, which brings 
numerous federal agencies together to prevent, investigate, and 
prosecute financial crime 

• Participates in the multi-agency Financial Literacy and Education 
Commission, which coordinates federal financial education efforts and 
developed a national strategy for financial literacy 
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Appendix X: Examples of State and Local 
Activities to Prevent and Respond to Elder 
Financial Exploitation 


E^orto to Prevent Efforts to Provide 

Exploitation by Financial Infonnation to and 

Services Providers, Enhance Expertise for Efforts to Foster 

Pmver-of-Attomey Efforts to Educate and Professionals Collaboration among 

Agente, and Paid in'Home Inform Older Adults and Responding te Institutions Responding 

State Caregivers the General Public Exploitation to Exploitation 


California 


Naoa County 

• Caregiver Ordinar>ce - 
a!! in-home caregi\«rs 
must submit to and 
pass a background 
check and obtain a 
permit to provide 
sendees 

State Lavi> 

• Mandatory elder abuse 
reporting for health 
care professionals, 
social workers, nursing 
home workers, and 
employees of banks 
and credit unions 

• Disaetionary 
background checks for 
paid in-home 
caregivers 

Department of Corporalions 

• Seniors Against 
Inwstment Fraud— 
older adults are able to 
check the licensing 
status of financial 
services professionals 


San Bernardino Countv 

APS 

• Scam blasts are sent 
to senior centers and 
taw enforcement 
agencies to alert older 
adults of potential 
scams. 

• ‘It’s not your faulf 
publication — campaign 
to reduce elder 
financial exploitation 
stigma among older 
adults 


Institute on Aaino 
• Houses tiie San 
Frandsco Elder Wjuse 
Forensic Center, which 
works to impro\te 
coordination among 
those responding to 
eider abuse cases; 
assists victims; and 
educates professionals 
and the general public 
on preventing, 
reporting, and stopping 
elder abuse 


San Francisco Elder 
Financial Abuse 
CPliabQ r atten 
• Partidpante from 
acrc^s local 
government and tiie 
pn\tete sector. Goa! is 
to conduct innovative 
and comprehensive 
research and to bring 
stakeholders together 
to advocate for 
improved responses to 
elder financial abuse. 


San Joaquin District 
Attorneys Offices 

Communities Against 
Senior Exploitation- 
representatives from the 
District Attorney's office 
provide examples of 
financial fraud and tips for 
personal safety and 
protecting personal 
information 

San Francisco District 
Attorney’s Office 

• ‘Elder Finandal Abuse 
the Invisible Crime" — 
outreach/public 
awareness campaign 
with posters in different 
languages urging 
individuals to report 
suspected elder 
finandal abuse to APS 

Department of Corporations 

• Seniors Against 
Investment Fraud — 
alerts and educates 
Californians over tiie 
age of 50 about 
finandal and 
investment fraud. 


San Bernardino Countv 
APS 

• Shift change briefings 
and pocket guide to 
elder abuse penal 
codes fer local law 
enforcement 


E B eiAte-ao s l 

UC Irvine 

• Central source of 
technical assistance, 
multidisciplinary 
training, research, and 
policy issues in CA and 
nationally 

Stanford Center for 

Unggvity 

• Conducts research on 
finandal fraud and 
older adults 

• Created a financial 
fraud research center 
In collaboration vmth the 
Financial Industry 
Regulatory Authority 

C?iif b .rni a .Pi5tii<;t.Mam8a 

Association 


San Frandsco 

• Multidisdpiinary Teams 
—representatives from 
the fields of aging, civil 
law, adult protective 
services, mental health, 
sodai work, law 
enforcement, and other 
disciplines meet to 
review complex abuse 
cases and to learn 
about service 
resources and 
intervention techniques. 

San Bernardino County 

• Multidisdpiinary 
Teams— -a variety of 
groups exist, and they 
discuss issues ranging 
from tiiose specific to 
the District Attorney 
population to limited 
capacity. Teams also 
work on fraining and 
discuss individuai 
cases. 

State law 

• CA Financial Abuse 
Reporting Act- 
employees of banks 
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Appendix X: Examples ol State and Local 
Activities to Prevent and Respond to Eider 
FlnancM Exploitation 


State 


iliinois 


Efforts to Pravsnt Efforte to Fronds 

Exploitation by Financial Information to and 

Services Providers, Enhance Expertise for 

Power-of*Attomey Efforte to Educate and Professionals 

Agents, and Paid In-Home inform Older Adults and Responding to 
Caregivers ttie General PuMic Exploitation 


commcxi scams, and 
unscrupulous sales 
practices that 
specificaliy target 
seniors 

Department of Financial 

• Website; provides 
informatkMi for 
consumers on 
preventing and 
reporting eider financial 
exploitation.as well as 
information for banks 
on reporting 
requirements 


• Provides training for 
police investigatoi^ 

San Francisco District 
Attorney 

• ProNtides training for 
CA mandated reporter 

Elder Financial Protection 
Network 

• Events and training for 
financial professionals 


Pp p ^rt m ^ nt ftQ,Afl' a q 

• Volunteer Money 
Management Program 
— 8 protective service 
for limited income 
seniors who need help 
managing their 
finances 

S tate t ,9w 

• Mandatory elder abuse 
reporting for social 
services and health 
care profossionais 

• Power-of-attorney taw 
enhanced to create 
liability for foe agent in 
cases of abuse. If an 
agent violates foe law, 
they will be required to 
repay what was stolen. 

• Mandatory background 
ched<s for paid in- 
home caregivers 


Departmenton Aging 

• "Be a Savvy Senior* — 
publications designed 
to raise older aduite’ 
awareness of financial 
exploitation and to 
teach them to look for 
the warning signs 

A tt gr n ey . G ang, mi 

. Fraud alerts — 
information on the 
most common scams 
perpetrated against 
seniors 

• “When in Doubt, Check 
it Out’ — consumer 
fraud hotline to learn of 
any complaints filed 
against a company 
before doing business 
with them 

• 'Every Cent Counts' — 
tips for protecti^ 
finances of senior 
citizens 


Department on Aging 

. B*SAFE program to 
train bank personnel on 
how to prevent, detect, 
and report financial 
exploitation 

• “Protocol for Law 
Enforcement: 
Responding to Victims 
of Eider Abuse, Neglect, 
and Exploitation" 

- provides model 
guidelines and 
investigation 
procedures for law 
enforcement responding 
to elder abuse. Protocol 
was created in 
collaboration vtnth the 
Illinois Family Violence 
Coordinating Councils 

• "Reporting Eider 
Abuse: What 
Professionals Need to 
Knov/" — pamphlet to 
raise awareness about 
elder abuse and 


Efforts to Foster 
Collaborati<»i among 
Institutions Responding 
to Exploitation 

and credit unions are 
required to report 
suspected financial 
elder abuse to APS or 
law enfort»ment 
aufoortties 

Finandal Elder /Mause 
Roundtable 
• Consists of 
Departinente of 
Corporations, 
insurance, Attorney 
General, and Aging. 
The roundtable hears 
from local members 
about issues foat are of 
concern and 
determines how the 
state might help. 


Department on Aging 

• Multidisciplinary 
Teams— 

representatives ffom 
law enforcement, 
medical, legal, clergy, 
financial, and mental 
health sectors consult 
on complex cases, 
support case workers, 
and improve 
networking among 
group members 

Suburban Elder Justice 

Coalition 

• Led by AgeC^tions, 
sirixtrban Chic^o AAA, 
foe coaliticHi v\K>iks to 
improve coordination 
and cooperatiai 
between elder atxjse 
provider agencies and 
law enforcement 

Statewide 

• TRIAD programs — law 
enforcement officials, 
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>^p»ndix X: Examples of State and Local 
ActividM to Prevent and Respond to Eider 
Financial Exploitation 


State 


New York 


Efforts to Prevent 
Exploitation by Financial 
Services Providers, 

Power-of-Attomey Efforts to Educate and 

Agents, and Paid in4fome inform Older Adults and 
Caregivers the General Public 


• “Just Hang Up'— to 

wain seniors about 
telephone scams 

Cook County Sheriffs 
Department 
- Senior Law 

Enforcement Academy 
—trains older adults on 
crime prevention 


NY APS 

• Financial management 
—APS receives the 
older adult's monthly 
income, pays their bills, 
and provides money to 
the older adult for 
incidentals 

• Power-of-attorney 
controls— APS can 
require an accounting 
of ftjnds from older 
adult’s power-of- 
attomey agent 


tl8g|.ltiVL.fl3ina.aBd 
l,s,ng9xte.«„,Hupty Colloflg 
* Daily Money 

Management Services 
—helps older adulte 
make financial 
decisions or make 
financial decisions on 
behalf of older adults 
v\^o are no longer able 


NYC Department for Aging 

. ‘It'S my Money" ^me 
created a tool —tn 
collaboration with tfie 
Department of 
Consumer Affeirs— 
that can be used to 
help older adults avoid 
financial fraud and 
scams 

• Study of prevalence of 
eider abuse in NY 
state, in conjunction 
with Lifespan and Weill 
Cornell Medical college 

Attorney General 

• “Smart Seniors' 
publication — a guide 
for older adults to help 
guard against scams 
and prevent eider 
abuse 


Efforts to Provide 
Information to and 
Enhance Expertise for 
Professionals 
Responding to 
Exploitation 

reporting requirement 
Atlorqev general 
> Elderiy Service Officer 
Program— 40 hours of 
elder abuse training for 
law enforcement 
officers 

Department of Financial 
and Professional Reouiation 
and Department on Aging 
• Training for state- 
chartered bank 
employees— a training 
was developed to 
identify the indicators of 
financial exploitation, as 
well as how to report. 
Compliance will be 
checked for during bank 
examinations. 


NY stale Otiice of Children 

liireau'orA^h'sB^ces 

• Training on 
investigating financial 
exploitation for 
protective services 
caseworkers 

Weill cm alMeslidai, 

College Divisldn of 

Geriatrics and Gerontology 

• Project on Elder Abuse 
and Neglect— conducts 
research and provides 
training on elder abuse, 
including financial 
exploitation 

BrooKdale Center for 

Healthy Aaino and 

Longevily at Hunter College 

• Primary trainer of APS 
workers in NY state 


Efforto to Foster 
Collaboration among 
Institutions Responding 
to Exploitation 


as well as senior 
commufiity adwcates 
and other community 
actiwsts. TRIAD 
actiwties help 
implement crime 
pr6>rention, education 
and volunteer programs 
for older citizens. 


NYC Elder Abuse Center 

• Goal is to improve 
professional, 
organizational and 
system responses to 
elder abuse, neglect 
and e)q3loitation 
through collaboration 
and coordination 
among agenda 

• Multidisciplinary 
Teams — 

representatives from the 
heatfo, mental healfo, 
public safety, legal, 
victim asdstanr^, and 
soda! ser\Aces sectore 
review, discuss, and 
coordinate cases of 
elder abuse; identify 
problems that can be 
brought to foe attention 
of caters for strategizing 
and intervention: and 
identify research neecfe 
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Appendix X: Examples of State and Loc^ 
ActivWes to Prevent an6 Respond to Eider 
Ftnanciai Exploitation 


State 


Efforts to Provent Efforts to Provide 

ExpioiUtlon by Financial information to and 

Services Providers, Enhance Expertise for 

Power*of>Attorney Efforts to Educate and Professionals 

Agents, and Paid in-Home inform Older Aduito and Responding to 
Caregivers die General Public Exploitation 


State Law 

• Revised Power-of- 
attorney form 

• Mandatory background 
checks for paid in- 
home caregivers 


NYPD 

• Community outreach at 

senior centers 

NYC Department of 
Consumer Affairs 
. “Be a Savvy Senior' — 
guide for older adults 


Pennsylvania 


State Law 

• Mandatory reporting for 
healthcare 
professionals 

• Mandatory ba^ground 
checks for paid in- 
home caregivers 

PA .Ssa iiit iw Cff mmaaigp 

• Investor alerts > a 
collection of tips, 
techniques, and 
advisories for investors 


Attorney General 

• Senior Consumer 
Reference Guide — 
information on how to 
avoid scams and fraud 

« Senior Crime 

Prevention University 
— outreach program to 
make older adults 
aware of common 
scams, to teach them 
how to avoid becoming 
a victim, and to know 
whom to alert when 
they are concerned 
about their safety and 
well-being 

. “Safe Seniors’ 
Pamphlet — 
information for older 
adults on how to 
protect themselves 
from abuse, including 
financial exp!oitati(xi 

• Toll-free senior help 
line 


Institute on Protective 

Services at Temple 

University 

» staff at the Institute, 
including a financial 
accountant, provide 
investigative assistance 
to APS and law 
enforcement for elder 
financial exploitation 
cases 

• Develops curriculum 
and provides training to 
APS 

Philadelphia Corporation for 

the Aoino 

» Staff member who only 
works on financial 
exploitation cases 

• Training to bank 
employees, local 
prosecutors, and other 
professionals on elder 
financial exploitation 


Efforfe to Foster 
Coitaboration among 
instlUitiona Responding 
to Exploitation 

NYC Elder Abuse Netvmrk 
. Brings police, district 
attorneys' ofriMs, 
social service agencies, 
and others together to 
discuss legislation, 
policy, researdi, and 
program planning 

• Emei^ency shelter for 
victims of elder abuse 

District Attorney’s Offices 

• Elder Abuse or 
Finandai Crimes units 
with staff wojking 
specifically on eider 
financial exploitation 

Philadelphia Financial 
Exploitation Task Force 

• Collaboration between 
APS, law enforcement, 
and private sector, with 
the goal of promoting 
awareness and 
prevention campaigns, 
delivering training, and 
increasing frietr joint 
capadty to conduct 
focused investigations 
and effectively 
prosecute cases 

Ste tewide 

• Elder ^Hise Task 
Forces - tesk forces 
review elder abuse 
cases on a regular 
basis and membership 
may include APS. law 
enforcement, judges, 
cieigy, bankers, 
healthcare provider, or 
others 
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Appendix X: Examples of State and Local 
Activities to Prevent and Respond to Eider 
Financi^ Exploitation 


Efforts to Pravent Efforts to Provide 

Exploitation by Financial Infonnation to and 

Services Providers, Enhance Expertise for 

Power<of-Attomey Efforts to Educate and Professionals 

Agents, and Paid in-Home inform Older Aduite and Responding to 
State Caregivers tiie General Public Exploitation 


Efforts to Foster 
Collaboration among 
institutions Responding 
to Expioitittion 


Philadelptiia Police 
Depaftmant 
• Outreach at senior 
centers 


Eider Investment Fraud 
and Finandal 
Exploitation Prevention 
Program (EIFFE)— 
educates medical 
professior^als about 
how to spot older 
adults may be 
particularly vuln^ble 
to financial abuse and 
then to refer suspected 
investment fraud 
involving these at-risk 
patients to state 
securities regulators 
and/or to APS 


“Confessions of a 
Scam Artisf 
publication- 
information te raise 
awareness 


Departmentof Banking 
• “Protect Yourself, 
Protect Your Money’ — 
publication includes 
information on 
common scams and 
tips on avoiding scams 


Adyi t P f fl Mve 

• State law grants APS 
access to bank records 
for elder financial 
e)q3loitation 
investigations 

PA Securities Commission 

. ABCs for APS 
Professionals — 
information for APS 
workers on how to 
identify investment 
fraud 

Attorney General 

• Elder Abuse Unit— 
investigates and 
prosecutes elder 
financial exploitation 

Philadelphia Police 

• Crimes Against Retired 
and Elderly Unit— 
investigates crimes 
affecting older adults 

SeniorLAWCenter 

• Provides legal 
assistance to senior 
crime victims 


Sourc«: GAO intvrvtews revlw' of document* from Cellfonta, iBinots, New Yo*K and Pannaylvania 
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Appendix XI: Examples of Non-Govemmental 
Organization Activities to Prevent and Respond 
to Elder Financial Exploitation 


AARP 

AARP is a nonprofft 
nonpartisan oiyanization, 
with a membership of 
more than 37 million, that 
helps people age 50 and 
above have 
independence, choice, 
and control in ways Uiat 
are beneficial to them 
and society as a whole. 


Efforts to Prevent 
Exploitation by 
Financial Services 
Providers, Power-of' 
Attorney Agents, and 
Paid in-Home 
Caregivers 
Free Lundi Monitor 
Program 
• AARP asks 
membere to send 
them invitations 
they receive to free 
lunch seminars that 
sell investment 
product. Members 
also attend and 
report back to 
AARP on the 
specific investment 
offers. AARP has 
compiled 
information on the 
trustworthiness of 
these investment 
sales pitches. 


Efforts to Educate and 
inform Older Adults and 
the Oenerai Public 

Protecting Your Assets 
Project 

• Project proNndes basic 
tips on avoidir^ fraud 
to AARP members, 
induding email blasts 
and website links for 
additional information 

No Free Lunch Program 

• Provides Information 
on responding to high 
pressure sales tectics 
on AARP's website, as 
well as information on 
senior financial advisor 
designations 

Research Projects Related 
to Elder Financial 
Exploitation 

• AARP has conducted 
several research 
projects related to 
elder financial 
exploitation including 
studies of; 


Efforts to Provide 
information to and 
Enhance Expertise for 
Professionals 
Responding to 
Exploitation 
MoSafe Pnxiram 


In conjunction with 
the Missouri 
Bankers 
Association, the 
AARP Missouri 
state office 
developed a training 
program for bank 
clerks on financial 
exploitation 


Efforte to Foster 
Collaboration among 
instiUitions 
Responding to 
Exploitation 


personality traits of 
fraud victims and 
effective prevention 
messages, 
effective outreach 
activities for investor 
fraud victims, 
diminished finandai 
capacity of older adults 
and implications fbr the 
finandai services 
industry, 

preventing the use of 
misleading senior 
designatior>$. 
power-of-attorney 
abuse and what states 
can do about it. 
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^p«ndlx Xi: Exampids of Non-6ovemmentaf 
Organization Aetivitias to Prevent and 
Reapond to Elder Financial Exploitation 


Efforts to Prevent 
Expioitaffon by 

Financia! Services ^ 

Providers, Power-of- 

Attorney Agents, and Efforts to Educate and 
Paid in>Home fnfonn Older Adults and 

Caregivers the General Public 

and 


Efforts to Provide 

Information to and Efforts to Foster 

Enhance Expertise for Collaboration among 
ProfMsionals institutions 

Responding to Respcmding to 

Exploitation Exploitation 


background diecks 
and otiier screenings 
for home care 
providers 


AmeHcan Bar 

Research Projects Related 

Continuing Legal 

Association 

to Elder Financial 

Education S^minprs 

A vc^untary professional 

Exploitellon 

• Webinars on topics 

organization. The mission 

• Several researdi 

related to elder 

of the American Bar 

projects related to 

abuse 

Association Commission 

elder financial 


on Law and Aging is to 

exploitation have been 


strengthen and secure 

conducted, including 


the legal rights, dignity, 

studies of: 


autonomy, quality of li^, 

• state APS laws and 


and quality of care of 

types of elder abuse, 


elders. 

» bank employees and 
their ability to report 
eider financial 
exploitation, 

« court'focused elder 
abuse initiatives, and 
» elder abuse registries 



American Bankers 
Association 
Represents banks of all 
sizes and types and is 
the voice for Ibe nation’s 
banking industry and its 
employees 



Pamphlet is designed 
for older adults and the 
general public. It 
includes information on 
signs of financial 
abuse, protecting from 
financial abuse, and 
what to do if someone 
suspects financel 
abuse. 


Intgrroation ter 

« Shares information 
with members on 
how to identify elder 
financial exploitation 
• Provides information 
via conferences and 
phone briefings to 
its membere on 
federal bank |»1vacy 
taws, encouraging 
members to report 
suspidous activity 


Frontline Training for 
Bank Employees 
• Consumer 
protection and 
privacy training Is 
intended for frontline 
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Appendix M: Examples of Non>6ovemmenUi 
Organisation Actlvitiaa to Prevent and 
Respond to Eider Financiai Exploitation 


Efforts to Prevent 

Efforte to Foster 
Collaboration among 
Institotions 
Responding to 
ExpIcMtadon 

bank ^pioyees. 

Training indudes 
various aspecte of 
consumer 
protection, including 
eider financial 
exploitation. 


Exploitation by 
Financial Services 
Providers, Power-of- 
Attorney Agento, and 
Paid in4fome 
Caregivers 


Efforts to Educate and 
Inform Older Adults and 
the General Public 


Efforts to Provide 
information to and 
Enhance Expertise for 
Protossionais 
Responding to 
Exploitation 


National Adult 
Protoctive Services 
Association 
A national non-profit with 
over 500 members in all 
fifty states. Provides state 
and local Adult Protective 
Services program 
administrators and staff 
with a forum for sharing 
information, solving 
problems, and improving 
the quality of services for 
victims of elder and 
vulnerable adult abuse. 


Bank Compliance 
Magazine article Julv- 
Auoust 201 1 edition 
• In a magazine 
distributed to banks, 
types of elder 
financial 

exploitation, why 
older adults are 
particularly 
vulnerable, the role 
of banks, and 
relevant state and 
federal laws were 
described 


Research Projects. Related 
to ElderFinanciai 
Exploitation 

. Currently conducting a 
baseline survey of 
state APS programs 
♦ Report on state APS 
responses to financial 
exploitation of 
vulnerable adults 



Center 

» Runs the Resource 
Center, which is 
funded by the 
Administration on 
Aging 


Hosts a conference 
for APS 

professionals and 
several sessions are 
usually dedicated to 
elder financial 
e>q>ioitation 


Webinars 


• Hosts webinars on 
various topi^ 
related to elder 
abuse for APS 
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Appendix XI: Exampiee of Nongovernmental 
Organization Activities to Prevent and 
Respond to Elder Financial E;^loitatlon 


Efforts to Prevent 

ExpioHation by Efforte to Provide 

Financial Services information to and Efforto to Foster 

Providers, Power-of- Enhance Expertise for Collaboration among 

Attorney Agents, and Efforts to Educate and Professionals Institotions 

Paid in-Home inform Older Adults and Responding to Responding to 

Caregivers the General Public Exploitation Exploitation 

professionals 


CreatinQ APS_Core 
Training 

• Working with 

Caiifomia offidals to 
create core 
competendes for 
APS workers, which 
would include 
financial 

exploitation, with a 
goal of creating 
national core 
training for APS 
workers 


Financiai Industry 
Regulatory Authority 
The largest independent 
regulator for aK securides 
firms doing business in 
the United Sfefes. Its 
mission is to protect 
Americe’s investors by 
making sure the 
securities industry 
operates fylriy and 
honestly. 


Collects investor 
complaints 

• investors are able 
to make complaints 
via its website, 
phone, fax, or mail. 


Investor Alerts 
• Disseminates 
information about 
scams, trends, or new 
finandal producfe 


to Elder Finandal 
Exploitation 


• Conducted several 
research projects 
related to elder 
finaridal eig^loitation, 
induding studies of; 

• Investinent fraud 


• National Finandal 
Capability Study 

• Senior Investor 
Literacy and Fraud 
Susceptibility 

• Senior Fraud Risk 


• Senior Finandal 
Advnsor Designations 


Collaboration with 
federal and state 
reouiatofs 

• Works dosely with 
the Securities and 
Exchange 
Commission on 
investor education 
and examinations 

• Works with state 
securities regulators 
on investor education 
campaigns 

Collaboration with ottier 
nonTgovemmentai 
organization 
Together vwth the 
Stanford Center on 
Longevity, founded a 
finandal fraud research 
center 


Investor Profection 

Elder Investment Fraud 

Research 

Trust 

and Finandal 

to Elder Financial 

A nonprofit organization 

ExDloitation Prevention 

Bsclfliiaign 

devoted to investor 


• Surveyed older adults 

educadon. TTie primary 

• TTte program 

and their families about 

mission is to provide 

educates medical 

handling personal 
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Appendix Xi: Examples of Non-Gov«HnmenUil 
Organization MtlvKJes to Prevent and 
Respond U> Elder Financial Exploitation 


independent, objective 
information needed by 
consumers to make 
informed investment 
decisions. 


Efforto to Pravent 
Exploitation by 
Financial Services 
Providers, Power'Of- 
Attorney Agents, and 
Paid in-Home 
Caiegivers 


Efforts to Educate and 
inform Older Adults and 
the General Public 


Efforts to Provide 
Information to and 
Enhance Expertise for 
Professionals 
Responding to 
Expiottiition 


professionals on 
how to spot older 
Americans who 
may partiotiarly 
vulnerable to 
financial abuse, 
particulaiiy those 
wito mild cognitive 
impairment, and 
then to refer 
suspected 
investinent fraud 
involving these at- 
risk patients to 
state securities 
regulators and/or to 
local APS 
professionals. 


finances, cunent 
financial conditions, 
and experiences wito 
finandal fraud or 
abuse. 

Surveyed experts 
about elder financial 
e)q3loitation. 


Hosted a call-in day, in 
collaboration with otoer 
organizations, tor older 
adults and their 
families to receive fiee 
advice and guidance 
on protecting against 
investment swindles 
and financial abuse 


National Cail-in Dav: 
Protecting Elders from 
Financial Abuse 


Efforts to Foster 
Collaboration among 
Institutions 
Responding to 
Exploitation 


Financial Services 
Roundtable, BITS 
The mission of the 
Financial Services 
Roundtable Is to protect 
and promote the 
economic vitality and 
integrity of its members 
and the United States 
financial system. BITS 
addresses issues at the 
intersection of financial 
services, technology and 
public policy, such as 
critical infrastructure 
protection, fraud 
prevention, and the safety 
of financial services. 



Group PamphJet 
• Contains fraud 
prevention ttos tor 
consumers and tor 
organizations working 
with older adults 


BITS Fraud Prevention 

Toolkit 

* Information for 
banks on the role of 
financial institutions 
in preventing and 
responding to elder 
financial 
exploitation, red 
flags and types of 
offenders and 
scams, and toe role 
of APS 


and local governments 
anjlDtoernon- 
flgYe(xim.gntai 
organizations 


Older Americans 
Financial Abuse 
Prevention Working 
Group 


Source: GAO tnterviews and i idoii i i li M'i coHected on orgaruatlen webeitu. 


Page 62 


GAO-13-110 Elder Financial Exploitation 





134 


Appendix XII: Criminal Background Check 
Requirements for In-home Caregivers in 
Selected States 


State 

Criminal Background 
Checks Mandatory 
or Discretionary? 

Checks for Publicly 
Funded Care Only or 
Publicly and Privately 
Funded Care? 

Type of 

Background 

Check 

Conditional 
Employment 
Allowed? * 

Diequaiifying Offenses 

California 

Discretionary 

Publicly & privately 
fonded care 

State and federal 

State does not 
specify 

Offenses foat ato against 
dependent or vulnerable 
individuals or fraud-related 

iliinois 

Mandatory 

Publicly & privately 
funded care 

State only 

Yes 

Homidde; other wolent, 
sex-ieiated, daig-rela^, 
tiaud-reiafod; and property 
offonses 

New York 

Mandatory 

Publicly & privately 
funded care 

State and 

sometimes 

federal 

Yes 

Homicide; other wolent, 
sex-reiated. drug-related, 
and fraud-related offonses; 
and offenses against 
dependent or vulnerable 
individuais 

Pennsylvania 

Mandatory 

Publicly & privately 
funded care 

State and 

sometimes 

federal 

Yes 

Homicide; other wotent, 
sex-related , drug-relafod, 
and ffaud-ielated o^nses; 
and offonses against 
dependent or vulnerable 
individuals 


Sourc*. AARPPuCNcPcicyinslflutt. (8e(awT*«r20lO)S8f«al Home? Devwoping Effective Cfirnnat Background Checks and Offter 

Screening Policies for Home Care VWekers 

Note: information is as of December 2008. 


* Condittonai employment occurs when in-home caregivers are aiiowed to begin worldng before 
background checks are complete. 
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Appendix XIII: Resource 
by the Administration on 

Centers Supported 
Aging 




Name 

intended Users 

Information and Services 

National Center on 

National, state, and local professionals working with 

Disseminates nev^ items related to elder abuse 

Elder Abuse 

victims of elder mistreatment, including APS 
protessionals, state and federal agencies, law 
enforcement, legal professionals, health care 
protessionals, domestic vnc^ence networks, 
communi^-based oi^anizations, elder nghte 
advocates 

Public policymakers 

Researchers 

General public 

Operates a llstserv for protessionals 

Provides information about promising practices and 
interventions 

Provides a training iibrary 

Funds research 

National Adult 
Protective Services 
Resource Center 

Adult Protective Services protessionals nationwide 

Disseminates a montiily newsletter 

Maintains an APS-spedfic iistserv 

Publishes brief descriptions of recent applicable research 
Holds regular webcasts 

Cotlects and compiles detailed information about APS 
throughout the country 

Provides intenmation to state and local APS programs to 
facilitate implementation of identified best practices and 
research findings 

National Legal 

Professionals involved in protecting the rights of 

Disseminates intermation on a wide range of l^al issues 

Resource Center 

older persons, including: 

Providers of legal assistance, including senior legal 
helplines 

State and local APS professionals 

Elder rights advocates 

affecting older adults 

Training on legal issues 

Ted\nicai assistance on the provision of legal services to 
older adults 

Case consultation, including on elder financial 
exploitation cases 


South: OAO •naiy«l» ofMomwion prowOM By NCSA, satonii Adult ProtocUv* Stivieot Rosoure* Contw, and Nation^ lagal 
RMOurca Canlar. 
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mmmn 

AND RESULTS 


Type of prize to pay: 


Antaunt of the thetfc: 


[ample of a Letter 
dulent Sweepstakes 


Aiitrtfoimatian nH'e 
aocuntess's o'ficidi 


ofSeSrnls^lmoots 

100% SURE. Oo iivjl v-auean'' 
6m» and return your acceptance 


CHECK 
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Appendix XV: Total Number of FTC 
Consumer Sentinel Network Complaints by 
Source, CY 2011 


Source 

Number of Complaints 

Percent of Total 

Complaints made directly to the FTC. by individuals and others* 

788,576 

43% 

Better Business Bureaus 

416,520 

23% 

Internet Crime Complaint Center^ 

302,381 

17% 

Western Union Money Transfer 

54,657 

3% 

Canadian Anti-Fraud Centre 

39,260 

2% 

Publisher’s Clearinghouse 

37,311 

2% 

Others (sudi as state and local agencies and U.S. Postal Inspectors) 

174,375 

10% 

TOTAL 

1,813,080 

100% 

Sourea: FTC 


*These compfaints may be made by phene, mait, or w the FTC’s website. 


'’The Internet Crime Contain! Center, co-sponsored by the FBI and Uie National White Collar Crime 
Center, collects intemetH«tated criminal complaints and alms to tiather research, develop, artd refer 
these complaints to appropriate federal, state, local, and intematiwal agencies. 
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Appendix XVI; Comments from the 
Consumer Financial Protection Bureau 



17S0« StraM NW, Mdilr^on. DC IBUt 


November 7, 2012 


M& Kay E. Bromi 

Director, Education, Workforce, and Income Security issues 
Government Accountability Office 
441 G Street, NW 
Washington, DC 20548 

Dear Ms. Brown; 

Thank you fortheoppoitunl^ to comment on the Gonmment 
Accoimtabiilty Offices (GAO) draJt report, Elder Justice: Nationoi Strata 
Needed to Effectively Combat Elder Financial Exploitation, GAO*13'i 10. 

The report reviews the harmful effect of ffnandal ei^loitation on older 
Americans. Aldiou^ toe report finds that combating elder flnandal 
exploitation Is primarily toe responsibility of state and local agencies, it 
calls for Implementation of a multi-foceted solution, Including 
coHaboration among federal agencies. Since the Consumer Financial 
Protection Bureau’s (CPPB or Bureau) Office for Older Americans began 
its operations, we have developed several initiatives that will directly 
assist older consumers and toose who provide services to them. We are 
actively developli^ collaborative relationtoips on the federal, state and 
local level, vrith public and private entities, for current and future targeted 
strategies. As the only federal office speciflcally dedicated to the financial 
health of Ain«icans ^ed 62 and older, we believe we can make a unique 
contribution in this area. 

The CFPB agrees that a collaborative and coordinated effort by federal 
agencies can help optimize strategies to combat this toreatto toe wdl- 
being of older Americans. In October 2012, the Bureau }oined with ten 
other federal agencies to convene the federal Bder Justice Coordinating 
Council. The Council Is expected to serve as an important avenue to 
coordinate strategy to pre^tent, detect and redress elder abuse, including 
financial exf^oitation. 
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Appendix XVl: Comments the Consumer 
Financial Protection Bureau 


We concur with die recommendations addressed to die CPPB in die draft 
report We agree that the Bureau should deirelop and disseminate 
iRfmmation for flnandal histitetiDns on tiie circumstances under whidi 
they would not violate relevant Federal consumer dnandal taws, ^ould 
they release relevant bank records to law enforcement and Adult 
Protective Services (APS) agencies. Financial Institutions (including 
banks, credit unions and ofoer 'non-bank^ providers consumer 
financiat products and services supervised by the Bureau) can plr^akey 
role in preventing and detecting elder financiat mqiloitation. l4ompt 
reporting of suqwcted abuse can trigger apfmopriate intervention, 
prevention of financial losses, and other remedies. 

like GAO, the Bureau has heard concerns and questions from financial 
Institutions as te whetiier sharing persona] account holder information 
when reporting elder financial exploitation Is permissible under federal 
taw. The Gramm-Leach-Bliley Act (GIBA) establishes privacy protei^ons 
for account holders but inrovides several specific exceptions to the notice 
and opt-out requirement generally imposed by CLBA before nonpubiic 
personal information can be shared wi^ nonafllllated third parties. These 
exceptions generally permit tiie sharing of nonpubiic personal information 
with state and federal a^ncies for tee purpose of reporting suspected 
elder financial abuse. The CPPB’s Office for Older Americans, in 
collaboration with other Bureau offices, is developing strategies for 
communicating dearly tea spectrum of financial Institutions teat GLBA 
generally does not pr^fbit them from reporting suspected abuse to—or 
respond to requests for personal Infonnation from— law enforcement, 

APS a^ncles, and other relevant entitles. In addition, tee Bureau is 
ei^torlng options for ccdlaborating with other federal agencies in 
providing this guidance to flnandal institutions. Through its efiorts, the 
Bureau hopes te convey teat these actions are permissible and important 

In addition, we agree thet the Bureau can play a key role in developing a 
plan to educate financial institutions on how to recognize and report eider 
flnandal exploitation. The Bureau has received requests from financial 
institutions about the avallabili^ of staff training programs. The Office for 
Older Americans has coliected information on training programs teat are 
currently available or in use by financial institutions. We are considering 
options for how best te help finandai institutions that request infonnation 


<eiiSani«rert<nc*.gov 


GAO-13-110 Eider Financial Exploitation 





140 






141 


Appendix XVII: Comments from the 
Department of Health and Human Services 
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Appendix XN^i: Comment frtnn the 
Department of Heatd) and Human Services 
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Senator Bemie Sanders 
Statement for the Record 

America’s Invisible Epidemic; Preventing Elder Financial Abuse 
Thursday, November 15*'' 2012 


Thank you to Chairman Kohl, Ranking Member Corker, and members of the Special Committee. 
We are here today to learn about the very serious issue of senior financial abuse. As Chairman of 
the Subcommittee on Primary Health and Aging, which has jurisdiction over the Older 
Americans Act and elder abuse, I recognize the need for greater attention to this critical issue. 

This country is experiencing an epidemic of senior financial abuse - which is both a moral crisis 
and a financial scandal. In the United States seniors face a very real threat as targets for scams 
and abuse. 

Several of the witnesses today will testify that financial exploitation costs older adults $2.9 
billion a year! Let’s just think about that number for a minute. Many seniors across this country 
are struggling to make ends meet, and it appalling that they are being taken advantage of in times 
of great need. If we consider that most cases of elder abuse are never reported, the cost to our 
country of continuing to keep our head in the sand about this issue is overwhelming. 

Despite the fact that the Elder Justice Act was passed over two years ago, most of its provisions 
have never been funded. And although I commend the administration for commemorating the 
seventh annual World Elder Abuse Awareness Day and convening the first meeting of the Elder 
Justice Coordinating Council, the Administration can and should do more - for example, by 
implementing provisions of the Elder Justice Act that do not require funding, such as issuing 
much needed guidance documents that would promote elder justice research. This country’s 
attention to the issue of elder abuse lags 40 years behind child abuse and 20 years behind 
domestic violence, and both the Administration and Congress must do much more to protect our 
seniors. 

We must also strengthen and reauthorize the Older Americans Act, which includes important 
funding for the Administration on Aging, a critical federal partner in preventing elder abuse and 
providing seniors with important protections and legal services. 

In my home state of Vermont, a working group on Protecting Older Consumers is considering a 
range of proposals to prevent and reduce consumer fraud among seniors, including enhanced 
civil penalties and protections, improved prevention efforts, and additional research. I’m proud 
that the Attorney General’s office in Vermont is spearheading this effort in collaboration with 
both the public and private sector. 

We must remember that financially exploited seniors are often embarrassed, scared, and 
vulnerable. They may be reluctant to speak out about their experience. And if their family 
members or fliends are the people exploiting them, these seniors may not have anyone to whom 
to turn. Unlike big corporations, these seniors do not have highly-paid lobbyists speaking up for 
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them. So we, as their elected officials, must seek out their stories and share their message for 
change to take place. 

And in the case of financial exploitation, there is not only a moral argument for improving our 
efforts, but we also know that elder abuse is an incredibly expensive problem. If seniors are 
scammed and lose their savings and homes, federal programs such as Medicare and Medicaid 
bear the cost of seniors moving into nursing homes and increased health care costs. In fact, a 
recent report of 80 cases in Utah found that the state’s Medicaid program would potentially have 
to pay almost a million dollars to cover care for seniors who had suffered substantial losses in 
that state. Multiply that times fifty states and you see some staggering costs. 

I look forward to hearing the witnesses this afternoon share their expertise and ideas on how to 
prevent and address financial exploitation. 
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Written Statement of 
Gerri Walsh 

Vice President, Office of Investor Education 
Financial Industry Regulatory Authority 

Before the Special Committee on Aging 
United States Senate 
November 15, 2012 


Chairman Kohl, Ranking Member Corker and Members of the Committee: 

The Financial Industry Regulatory Authority (FINRA) appreciates the opportunity to submit this 
statement for the record of the Committee’s hearing to examine fraud among senior investors. 
Our comments focus on the outreach and educational initiatives FINRA has underway to protect 
all investors — including seniors — from falling victim to financial fraud. 

FINRA and the FINRA Investor Education Foundation 

FINRA Is the largest non-governmental regulator for all securities firms doing business with the 
public in the United States. FINRA oversees nearly 4,345 brokerage firms and about 162,410 
branch offices, and more than 635,140 registered securities representatives. We touch virtually 
every aspect of the securities business — from registering and educating industry participants to 
examining securities firms; writing rules; enforcing those rules and the federal securities laws; 
informing and educating the investing public; providing trade reporting and other industry 
utilities; and administering the largest dispute resolution forum for investors and registered firms. 

FINRA believes that investor education is a critical component of investor protection — and that 
we are uniquely positioned to provide valuable educational information and tools to retail 
investors. Over the last decade, we have worked hard to develop a strong investor education 
outreach program. We produce alerts, interactive tools and educational content to help investors 
make wise financial decisions. Our BrokerCheck tool, for example, provides investors with a 
quick way to check a broker's disciplinary and professional background. Encouraging people to 
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take this simple step before doing business— or continuing to do business— with a broker is part 
of our greater commitment to protecting investors. 

In 2003, FINRA created the FINRA Investor Education Foundation, currently the largest 
foundation in the United States dedicated to investor education. The FINRA Foundation seeks 
to provide underserved Americans with the knowledge, skills and tools necessary for financial 
success throughout life. To date, the FINRA Foundation has approved approximately $73 
million in financial education and investor protection initiatives through a combination of 
educational and research grants, as well as targeted projects managed directly by the FINRA 
Foundation. 

How FINRA Protects Older Investors 

At FINRA, we serve every U.S. investor, from newlyweds planning to buy a home to parents 
saving for a child’s college education to seniors depending on a secure retirement. Over the 
past five years, we have been keenly focused on issues impacting older investors, especially 
those at or approaching retirement. For example, in September 2007, FINRA issued Regulatory 
Notice 07-43, which highlighted certain issues common to many older investors— including 
suitability, senior- or retirement-specific credentials or professional designations, high-pressure 
sales seminars and diminished capacity. The Notice reminded broker-dealers of their 
obligations in this area and provided examples of industry best practices. That same year. 
FINRA’s Member Education and Training Department launched the first in a series of webcasts 
to help registered representatives and other frontline brokerage firm employees learn about their 
compliance obligations when working with senior customers. Topics in this free educational 
series include Senior Investor Issues: Diminished Decisional Capacity, Senior Investor 
Suitability Considerations and Supervisory Considerations for Working with Seniors — and are 
available at www.finra.org/lndustry/lssues/Seniors. 

In 2008 and 2010, FINRA joined with other regulators to issue findings and guidance on firms’ 
practices relative to senior investors. More recently, at the beginning of 201 1 , FINRA issued its 
Annual Regulatory and Examination Priorities Letter, which reiterated that the protection of 
vulnerable customers, including senior investors, continues to be a high regulatory priority — and 
that one area of particular focus is the use of certifications and designations that imply 
expertise, certification, training or specialty in advising senior investors. And in November 201 1 , 
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FiNRA published Regulatory Notice 11-52: FINRA Reminds Firms of Their Obligations 
Regarding the Supervision of Registered Persons Using Senior Designations to remind firms of 
their supervisory obligations regarding the use of certifications and designations that imply 
expertise, certification, training or specialty in advising senior investors. 

in addition to educational outreach to regulated firms and registered personnel, FiNRA has also 
increased our efforts to fight fraud and, to that end, established several programs to help root 
out bad actors and help consumers protect themselves. In early 2009, we created the Office of 
the Whistleblower, and later that year, also established the Office of Fraud Detection and 
Market Intelligence (OFDMI). Through this office, staff with expertise in fraud detection and 
investigation can provide a heightened review of potentially serious frauds. OFDMI's mission is 
to ensure that allegations of serious fraud received by FINRA in the form of complaints, 
regulatory filings and other sources are subjected to a heightened review. OFDMI serves as a 
centralized point of contact on fraud issues, within FINRA and externally with other regulators 
and the public. The creation of OFDMI has expedited fraud detection and investigation, by 
pursuing matters as far as possible and by referring cases that fall outside of FINRA's scope to 
the appropriate authorities. 

Investor Protection Campaign 

One of the major initiatives of the FINRA Foundation aims to reduce investor susceptibility to 
fraud. Launched in 2008, the Investor Protection Campaign (IPC) is an innovative, research- 
based, multi-faceted effort intended to help investors understand how they might be susceptible 
to investment fraud and to replace risky investment behaviors with fraud detection and 
prevention behaviors. Armed with research around investment fraud victims and fraudster 
tactics, as well as the field-tested Outsmarting Investment Fraud curriculum and related 
resources, the program has achieved the following results to date: 

• public television distribution of the award-winning documentary, Tnck$ of the Trade: 
Outsmarting Investment Fraud, with 760 airings on 172 public television stations in 76 
television markets across 31 states since September 2010, reaching an estimated 51 
million households of consumers age 50 and older; 

• in-person and direct-mail distribution of more than 100,000 DVD copies of the 
documentary and over 300,000 Fighting Fraud 101 brochures; 
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• delivery of more than 640 presentations in conjunction with national, state and local 
partners that have reached more than 33,000 investors nationwide; 

• training of 40 percent of Better Business Bureau affiliates to deliver the curriculum in 
local communities; 

• "live” fraud prevention counseling to almost 28,000 investors through outbound calls 
from a network of Fraud Fighter Call Centers; and 

• creation of a Financial Fraud Research Center and release of a white paper that 
comprehensively examines what is currently known about retail financial fraud. 

The campaign builds upon FINRA Foundation-funded research unveiled in July 2006 that 
shattered the stereotypes of senior investment fraud victims, revealing a fraud victim profile that 
was counterintuitive in many respects. Instead of being isolated, frail and gullible, fraud victims 
tended to be married, college-educated males with above-average incomes and above-average 
levels of financial literacy. The research further identified the sophisticated and highly effective 
influence tactics that fraudsters use to carry out investment scams. These findings forced 
regulators and senior citizen advocates alike to rethink how best to approach the challenge of 
equipping older investors with the tools and information they need to thwart fraudsters touting 
investment scams. 

In 2007, the Foundation conducted extensive due diligence to develop a program to meet these 
challenges, coordinating closeiy with one of the lead social scientists on the 2006 study, Doug 
Shadel, director of AARP’s Washington State office. Adopting best practices recommended by 
the Organization for Economic Co-operation and Deveiopment (see OECD, Examining 
Consumer Poiicy: A Report on Consumer information Campaigns Concerning Scams 
(December 20, 2005)), we structured the Investor Protection Campaign to focus less on 
shortterm, information-led “warning” strategies and more on a longer term, skills-based 
“educating” strategy backed by significant research and resources. 

In 2008, the FINRA Foundation launched the Investor Protection Campaign, seeking to protect 
all investors, especiaily those over the age of 55, from investment fraud by helping them to 
recognize their vulnerability to financial fraud, to identify persuasion tactics and to take simple 
steps to reduce risky behaviors. The centerpiece of the campaign is a field-tested persuasion 
resistance curriculum. Outsmarting Investment Fraud, which we developed in consultation with 
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an array of experts in psychology, marketing and fraud. Designed to be flexible (with half-hour 
and hour-long versions available), the curriculum typically features a moderated presentation 
with video clips and hands-on learning activities that covers some of the most common tactics 
employed by fraudsters: 

• Phantom Riches — dangling the prospect of wealth or enticing investors with something 
they want but can't have. “These oil wells are guaranteed to produce $6,800 a month in 
income.” 

• Source Credibility or Authority — building credibility and trust by claiming to be an expert. 
“I’ve been in the business for 20 years, hold the ‘XYZ’ credential and wouldn’t offer an 
investment that doesn’t make money for my clients.” 

• Social Consensus— leading the target to believe that other savvy investors have already 
invested. “This is how ’Famous Person’ got his or her start, I know it’s a iot of money, but 
I’m in — and so is my mom and half her church. Everyone agrees it’s worth every dime.” 

• Reciprocity — manipulating human tendencies to return one favor with another, often 
used to prospect clients at free meal seminars and build a relationship. “I’ll give you a 
break on my commission if you buy now — half off or “You came to my seminar last 
week, let me come to your home to discuss more opportunities.” 

• Scarcity— creating a false sense of urgency by claiming an offer is limited, either by time, 
quantity or audience. “There are only two units left, so I’d sign today if I were you" or 
“Only a select group of investors will be able to get in on this deal.” 

The steps investors can take to avoid fraud and to separate fraudulent offers from legitimate 
opportunities boil down to two words: ask and check. We arm investors with questions to ask 
about both any investment they're considering and the individuals who tout it— and we show 
them where to turn to independently verify the answers they get. 

Our curriculum has been field-tested twice using treatment and control groups— first to 
determine the extent to which our workshops reduced susceptibility to fraudulent sales pitches, 
and then to assess both impact and persistence over time. In each instance, investors who had 


5 



153 


participated in one of our persuasion resistance workshops prior to being pitched on a new 
investment opportunity were half as likely to agree to receive materials about the deal compared 
with a control group (who had not yet been exposed to the campaign’s messaging). 

In 2009, we produced an hour-long documentary, TrickS of the Trade: Outsmarting Investment 
Fraud, modeled specifically after the Outsmarting Investment Fraud curriculum. American Public 
Television began distributing the documentary in September 2010 through public television 
stations nationwide and remains available for station airings through September of 2013. The 
show has received two Telly Awards (which honor the best local, regional and cable television 
commercials and programs, the finest video and film productions, and exemplary work created 
for the Web)— one for social issues and one under the how-to/instructional category. In 201 0, 
Trick$ of the Trade was also recognized by Kiplinger^s Personal Finance magazine as a “Best of 
Everything 2010: Best Personal-Finance Resources.” 

Since launching the campaign, we have endeavored to de-stigmatize victimhood and to engage 
multiple partners and the media to help spread key messages. National partners include the 
Securities and Exchange Commission, the AARP Foundation, the Council of Better Business 
Bureaus and the National White Collar Crime Center, among others. Partners at the local level 
include state securities regulators, state AARP offices and various other government, non-profit 
and grassroots organizations, including crime prevention networks. 

The ongoing project comprises three primary elements: 

1) Research Facilitation: adding to and beginning to organize the body of knowledge 
around investment fraud in order to better equip fraud detection and prevention 
professionals with evidence-based information and resources; 

2) Educational Resources & Programs: developing and testing interventions and resources 
that help investors avoid fraud; and 

3) Outreach Partnerships & Public Awareness: leveraging partnerships to expand the reach 
of the project and refining outreach strategies to maximize the number of investors 
positively reached with the field-tested curriculum and research-based messages. 

With respect to the research element of the campaign, the FINRA Foundation partnered with the 
Stanford Center on Longevity to launch the Financial Fraud Research Center in August 2011. 
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The Center’s focus is individual consumer financial fraud— particulariy fraud achieved using 
deception, including phony lottery awards, investment scams and online phishing schemes. The 
Center seeks to facilitate understanding, prevention and detection of financial fraud by compiling 
and making available information about research across a range of disciplines (from psychology 
to criminology to marketing and more), connecting research to practical policy and fraud-fighting 
initiatives and facilitating research by providing seed funding and connecting funding 
opportunities to interested researchers. More information is available at the Center’s website at 
fraudresearchcenter. org. 

Understanding Professional Designations Database 

As explained more fully in Regulatory Notice 11-52, FINRA rules require brokerage finris to 
have, at a minimum, supervisory procedures in place that are reasonably designed to prevent 
their registered representatives from using a senior designation in a manner that is unethical or 
misleading. Firms and registered representatives are also prohibited from making false, 
exaggerated, unwarranted or misleading statements or claims in communications with the 
public— and this prohibition includes referencing nonexistent or self-conferred degrees or 
designations or referencing legitimate degrees or designations in a misleading manner. 

To help investors make sense of the dozens of credentials securities industry professional might 
use. FINRA created a Professional Designations Tool, which currently provides objective data 
on more than 140 designations and credentials. The tool allows investors to better understand 
what education and experience requirements are necessary for a designation— and to 
determine whether the granting organization mandates continuing education, offers a public 
disciplinary process, provides a means to check a professional's status and othenwise ensures 
that a professional designation is more than just a string of letters. The tool is available on 
FINRA’s website at www.finra,org/designations. 

Conclusion 

We appreciate the opportunity to submit this statement for the record of the Committee's 
hearing on preventing eider financial abuse. FINRA and the FINRA Investor Education 
Foundation are committed to expanding the knowledge and confidence of all Americans wishing 
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to build a more secure financial future through saving and investing, and we share your interest 
in protecting those savings and investments. 
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Elaine Roberts Musser 1 
Attorney at Law | 
P.O. Box 2366 
Davis, CA 95617 


To: Senator Herb Kohl (D-WI), Chair, Special Committee on Aging 

From: Elaine Roberts Musser, Volunteer Attorney, Yolo County Multidisciplinary Team 

Date: November 19, 2012 

Inre: America's Invisible Epidemic: Preventing Elder Financial Abuse, 11 a.m., November 15, 2012 


I would like to submit the following statement, to be included in the above referenced hearing record, it 
was with great interest that I listened to this informative hearing and read the accompanying November 
2012 GAO Report to Congressional Requesters entitled "National Strategy Needed to Effectively Combat 
Elder Financial Exploitation" (GAO-13-110). 

I wholeheartedly concur with the Special Committee on Aging's conclusion that more consumer 
education is needed on the subject of financial elder abuse. As the GAO Report noted "Experts and 
federal, state, and local officials told us that older adults need more information about what constitutes 
elder financial exploitation in order to know how to avoid it." However, I also believe that an entire 
facet of financial elder abuse is not being addressed: the practice of some legitimate businesses 
perpetrating fraud upon our senior citliens . Obviously not every legitimate business engages in the 
sort of dreadful conduct I am about to describe, but enough do that it should be of grave concern to the 
Special Committee on Aging. 

Allow me to give ten specific examples, a small sampling of cases I have encountered in my law practice 
and as a volunteer member of the Yolo County Multidisciplinary Team in the state of California. I will 
also give some suggestions, depending on the specific circumstance, about what sort of solutions might 
have prevented such reprehensible behavior on the part of some legitimate business. 

Case I. - Banks A retired school teacher's elderly husband walked into his bank one morning. A teller 
steered him towards an investment advisor ensconced in a corner of the bank. This investment advisor 
was employed by a subsidiary of the bank. Apparently the bank had discovered the retired school 
teacher, Mrs. A, over the years had accumulated $250,000 in savings, which currently resided at a local 
credit union. Both Mrs. A and her husband were soon convinced by the investment advisor to transfer 
the entire $250,000 from the credit union into the bank subsidiary's aggressive investment portfolio. A 
sign in the bank window assured the couple "all accounts" were FDIC insured, even though buried in the 
wordy prospectus was a disclaimer to the contrary for investment accounts. 

Very soon the investment account began rapidly losing its value. Mrs. A was not paying close attention, 
because she was nursing her father through cancer. Upon her father's demise, she finally took notice of 
the worth of her account, now reduced to a paltry $70,000. She tried to contact the investment advisor, 
but he refused to return her frantic phone calls. Nor was the bank particularly helpful either. It was at 
this point that she sought help from me, a retired attorney volunteering my time and expertise at a 
senior legal hotline. 

Upon investigation, I discovered Mrs. A had been placed in an overly risky investment account 
completely unsuitable to her financial situation and experience, contrary to state and federal law. It was 
also apparent she would be required, unbeknownst to her, to settle any dispute through arbitration. 
Eventually I was able to obtain for her an experienced attorney knowledgeable in financial arbitration. 
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who took the case pro bono. My client was only required to put up a $5000 deposit for the arbitration 
venue, and the attorney paid for everything else himself. The bank offered to settle the dispute for a 
measly $2,000. The case went to arbitration, and an award to my client was made for an undisclosed 
amount. My client was quite satisfied with the result. 

Suggested prevention strategies: 

• Banks should not be permitted to steer wealthy customers toward investment advisors renting 
space inside their banks - it is a clear conflict of interest, particularly if the investment advisor 
works for a subsidiary of the bank. 

• Nor should banks be allowed to rent out space inside their bank branches to investment 
advisors - to prevent confusion about whether investment accounts are FDIC insured or not. 

Case II. - Financial Institutions Mr, B was an elderly gentleman farmer, who had lived in his home with 
his wife for over thirty years. It was a lovely house with extensive and beautiful landscaping. However, 
he had accumulated $300,000 In farming debt over the years. A slick representative from a financial 
institution convinced Mr. B to unwisely transform his unsecured farming debt into collateralized debt, 
with the house put up as collateral. The collateralized debt was in the form of an option pay ARM, with 
the interest rate listed as monthly at 1)4%, which translates into 18% per year. Understandably my 
client assumed the Interest rate he saw on the paperwork was per year, since that is what is required by 
law. As the interest rate adjusted upwards under the ARM, from about $1000 per month to about 
$3000 per month in three years, not surprisingly Mr. B was ultimately no longer able to make his house 
payments. Foreclosure was the result. Yet had Mr. B sought legal advice before he agreed to such a bad 
bargain, he would have realized the $300,000 debt could have been discharged in bankruptcy, with his 
residence left intact. No matter how many agencies I contacted, not one seemed particularly interested 
in the fact that the bank had illegally listed the interest rate per month, instead of per year as required. 

Suggested prevention strategies: 

• A financial institution should not be permitted to cozen clients into collateralizing unsecured 
debt, without offering some sort of independent counseling first. 

• Any financial institution caught listing interest rates improperly should have to pay a hefty fine, 
and the misleading contract should be declared null and void. 

Case III. - Magazine Companies An elderly Mr. C had always taken care of the finances in the family, 
but began suffering from dementia. As magazine subscription renewals came in, he would automatically 
write out a check to cover |t, even though he had already paid the month prior. The magazine 
companies caught on to the fact that they had a sucker on the hook - and began sending the man 
renewal notices every single month, along with books he never ordered demanding payment. Before 
his wife caught on to the scheme, Mr. C had been cheated out of approximately $800 in one year as a 
result of this type of scamming. He had about 10 magazine subscriptions each paid up for the next 
twenty years. Books were paid for that he never ordered, because the companies threatened to turn his 
accounts over to a collection agency. As their legal representative and advocate, it took me over a year 
to convince this couple the wife needed to assume responsibility for the finances on behalf of her 
husband and herself. The misguided woman insisted she didn't want to rob her husband of his dignity. 
"But how dignified was it to keep allowing him to be conned out of his and your money?" was the 
question I posed to her, reminding the older woman their estate was being decimated by unscrupulous 
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businesses. At long last she began taking my advice and sorted through the mail to weed out magazine 
renewal notices and unordered books before giving it to her husband, and paying all the bills herself. 

Suggested prevention strategies; 

• Make It against the law for magazine companies to send out renewal notices more than three 
months in advance of the expiration date. 

• Educate the public through the postal service that any unordered books should be left 
unopened in their package and returned to the post office as "delivery refused". 

Case IV. - Car Rental Companies The elderly Ms. D received what she thought was a "rebate” check in 
the mail for $15. She could not remember having purchased anything that would have resulted in a 
rebate check being sent to her. Ready to cash it, she wisely decided to look at the check more closely, 
turning it over and reading anything that appeared on the reverse side. Sure enough, in tiny print on the 
back of the check was a single paragraph. The language made it clear that if the check were cashed, the 
endorser of the check would have agreed to belong to some sort of travel club - and be automatically 
charged a fee every month on their credit card. The credit card Information had apparently been 
obtained through a rental car company Ms. D had used some months ago, when she had to take her 
own automobile into the shop for repairs. To opt out of the travel club, once the check was cashed, the 
endorser had to use a telephone number only found on the back of the check. Worse yet, the monthly 
fee was subject to increase at any time and for any amount. Fortunately Ms. D never cashed the check - 
nor did she ever use that rental car company again. 

Suggested prevention strategies; 

• A rental car company or any other type of business should never be able to give out credit card 
information to any other individual or businesses. 

• Any "club" where membership is being obtained through the lure of cashing a check, should be 
"opt - in" only. If someone cashes the check, s/he must affirmatively check off a box to agree to 
take the service. 

• Never should a consumer contract be permitted, to join a club indefinitely through the cashing 
of an enticement check, where the price of something can go up without the consumer's 
permission for any reason at any time once the consumer endorses the check. 

Case V. - Tax Accountants and Attorneys Mr. and Mrs. E, an elderly couple living in California, received 
an alarming notice through an attorney, referred to them by their tax accountant. It stated the Mr. and 
Mrs. E were involved in a criminal Ponzi scheme, that had once been a legitimate oil well investment in 
Oklahoma 25 years ago. Supposedly the married pair now owed $15,000 to a federal bankruptcy court 
involved in the case, even though they had lost $25,000 on their original investment. It made no sense. 

I started investigating the case. To my surprise, I discovered that indeed If an investment eventually 
turns out to be a Ponzi scheme, an investor may very well be on the hook and owe the company's 
bankruptcy trustee, depending on state law, even if the investor lost money in the deal. However, with 
a little further digging, I discovered the tax accountant and attorney were partners in crime, inflating the 
amount owed from only $5CX)0 to triple that. I assume my clients would have been expected to pay the 
$15,000 to the attorney, the attorney would have sent on $5,000 to the bankruptcy trustee, and split 
the other $10,000 with the tax accountant. From my research it appeared these two con artists were 
bilking about 60 investors in the same fashion. I immediately notified the attorney handling the 
bankruptcy, and the federal official in charge of the federal bankruptcy court. Neither were the least bit 
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interested in the fraud being perpetrated on the other investors. The Securities and Exchange 
Commission wasn't particularly interested either. My clients paid only the $5000 they owed, directly to 
the attorney handling the bankruptcy. I suspect the other investors were duped into paying triple what 
they owed. 

Suggested prevention strategies: 

• Federal and state officials should pay attention to any reports of investment fraud; and be 
required to investigate; and disbar any attorney/revoke the license of any accountant found to 
have perpetrated fraud on a bankruptcy court. 

• A bankruptcy attorney that learns of potential fraud in a bankruptcy case should be required to 
immediately notify federal and state officials, or be disbarred. 

Case VI. - Health Insurance Agencies Mr. F, a Spanish speaking elderly gentleman, was cold-called by a 
Russian speaking salesman selling prescription drug insurance targeted towards dual eligibles (those 
eligible for both Medicare and Medicaid). The promise was that there would be no health insurance 
premiums to pay, and the prescription drugs would be cheaper under the new policy. The insurance 
agent was actually foolish enough to put his sham promises in writing. Mr. F bought the bogus claim of 
no insurance premiums hook, line and sinker, changing his Medicare Part D plan to the one falsely 
advertised by the Russian speaking salesman. As it turned out, my client did have to pay a monthly 
health insurance premium higher than the original one with his previous plan. His prescription drugs 
were, in fact, far greater in expense under the new policy. His insulin actually cost more than if he had 
purchased it over the counter without any health insurance! It was at this point Mr. F contacted me in 
desperation for assistance. 

By this time my client had run out of money to pay for his medications, having gone without his drugs 
for three days. In a wheelchair, the frail elder was diabetic with Parkinson's Disease. He had been 
placed in a life threatening situation by an unscrupulous insurance agent who had telephoned him out 
of the clear blue and told him a load of lies, exploiting the language difference between the two. I 
immediately contacted the insurance company as well as Medicare. Mr. F was permitted to change 
back to his original Medicare Part D insurance coverage - because it was determined by Medicare that 
my client had been scammed by the Russian speaking insurance agent. However it took nearly six 
months to completely straighten out the mess, with tons of bureaucratic red tape to be dealt with, to 
achieve a satisfactory outcome. As far as I know, the insurance company in question is still in business. 

Suggested prevention strategies: 

• It is my understanding the federal government is addressing the issue of dual eligibles being 
targeted by health insurance companies acting in bad faith, who try to get the dual eligibles to 
switch health insurance plans not in their best interests, with fake promises of cheaper 
premiums and prescriptions. 

Case VII. - Time Share Companies A time share company contacted an elderly Mr. G, suffering from 
Alzheimer's Disease, via telephone in the middle of the night. He was talked into purchasing a time 
share, his wife completely unaware of what had transpired. Mrs. G ultimately decided to accept the 
purchase, not fully understanding what she was letting herself or her husband in for. The couple used 
the time share for a short amount of time, about two years. It was not long before they realized their 
health would not permit them to travel any distance to take advantage of the time share purchase. Nor 
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could they afford the ever rising monthly fees, which were becoming prohibitively expensive on their 
limited fixed incomes. 

When the couple tried to sell their time share, they had no luck. A questionable company was hired to 
market the time share, to the tune of about $6000, but not unsurprisingly there were no takers. Yet the 
two were still responsible for paying the monthly fees until sale of the time share to a purchaser. I tried 
to assist the couple, but to no avail. My research showed time shares are almost impossible to sell. 
Companies that promise to market a time share charge enormous fees knowing full well there is almost 
no chance of success. Because the couple had actually chosen to use the time share for a couple of 
years, I could not use a lack of capacity defense in regard to Mr. G's affliction with Alzheimer's Disease. 

It appeared the couple was stuck with their purchase and on the hook for monthly fees for eternity. 

Suggested prevention strategies: 

• The abuses in the time share industry are widely known by both federal and state officials. Yet 
there doesn't seem to be any serious attempt to clean up a corrupt industry. 

• Every time share purchaser should be given a warning sheet to sign, listing all the potential 
problems with time shares, prior to purchase . 

Case VIII. - Antiques Dealers Mr. H, an elderly gentleman with a heart condition, took some valuable 
antiques to a dealer for sale on consignment in an antiques mall. After a time, when he heard not a 
word, the worried man contacted the dealer. She kept putting him off, saying nothing had sold yet, but 
assured him it would be bought soon. After approximately three months had elapsed, Mr. H telephoned 
the dealer again, making It clear he was going to take back his furniture and sell it elsewhere since it was 
not being purchased. When the frustrated Mr. H went to pick up his merchandise, they were loading 
some of the pieces on a truck. He demanded to know what was going on. The dealer told Mr. H that 
part of his consignment had been sold, but far below the agreed upon price. When Mr. H raised a 
Justified objection, the dealer handed him a small amount of cash, telling him there was nothing he 
could do about the sale or the low price - insisting it was a "done deal". Unfortunately Mr. H could feel 
a potential heart attack coming on, because of the severe stress he was being placed under. So he 
departed out of necessity, returning home nearly empty-handed. 

Once I became involved in the case in my capacity as a volunteer attorney at a senior legal hotline, I took 
careful notes, obtaining written statements from all concerned. To his surprise and chagrin, my client 
spotted one of his pieces of furniture for sale in another antiques store, at a highly inflated price. He 
knew he had been flim-flammed by an unscrupulous antiques dealer. I urged him to take the matter to 
small claims court, where attorneys are not permitted and he could argue his own case. He was advised 
to ask for the full Jurisdictional amount in recompense. My client did Just that, and won his case hands 
down. The other side appealed. So the matter was kicked up to the Superior Court, necessitating my 
client to hire an attorney. I found him a lawyer willing to take his case for a nominal fee. I drove two 
hours in the rain to testify on his behalf. Mr. H again won his case, and was eventually able to collect 
the full amount of his Judgment. Very shortly thereafter and not surprisingly, the dealer went out of 
business - the entire antiques mall closed down. 

Suggested prevention strategies: 

• If a plaintiff wins a case in small claims court, the opposing side should only be able to appeal to 
a different small claims Judge. It is not fair to allow an appeal that kicks the matter up to a 
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higher court, where attorneys can get involved. The plaintiff may not have the funds to pay for 
a lawyer, if the other side decides to obtain legal counsel to argue their case in the higher court. 

Case IX. - Landlords A slumlord of low income housing refused to make appropriate repairs to the 
elderly Mr. Ts duplex, despite constant complaints to the landlord and to Housing and Urban 
Development (HUD), the federal housing agency. Water seeped up from the foundation, soaking the 
rug, and came in underneath the window sills. Rats scampered throughout the building. The heat did 
not work properly, so that Mr. I spent many nights sleeping in his small truck or at a friend's house. 
One day he smelled natural gas, and contacted me in a panic for assistance, to determine what he 
should do. I instructed him to immediately contact the utility company and have them come out. Mr. I 
made the call, but was told since he was behind on his monthly gas and electric bills, the company 
would not send anyone. Because Mr. I lived in a duplex, I told him to have his neighbor ask the utility 
company to send someone out to check for gas leaks. 

The utility company did send a representative later that day, who found a hole the size of a golf ball in 
the gas heater. The representative said that the entire duplex could have gone up in an explosion at any 
time. Repairs to the gas heater were made posthaste, right there on the spot. At that point, I 
contacted Housing and Urban Development, to lodge a strong complaint against the landlord. 
Meanwhile, my client was given permission to find other low income housing to live in. Eventually the 
landlord was forced to clean up all her low income properties, but only after months of persistent 
objections on my part. 

Suggested prevention strategies: 

• Tenant complaints in low income housing need to be taken seriously, and there should be a 
requirement that any such complaints be investigated, and acted upon if well founded. 

• The landlord should be made to make necessary repairs to ensure low income housing is 
habitable, or have their ability to provide low income housing revoked, punishable with severe 
penalties. 

Case X. - Management Companies and Attorneys for Homeowner Associations Mrs. J, an elderly 
widow with multiple health problems, called the management company of her homeowner association, 
when she smelled smoke coming from a malfunctioning light in the common area. She was fined $200 
for having called management instead of the local fire department. When she refused to pay the 
outrageous fine at my direction, the homeowner association began fining her for having a wilted plant 
on her front porch; a vine growing through her fence; for speaking out against the board to a neighbor, 
as a board member walked by. Once the penalties mounted ever higher, and Mrs. J refused to pay the 
unreasonable fines upon my advice, the homeowners association spitefully and illegally Instructed the 
management company to conger up an utterly bogus bill for past assessments due of $16,000. 

Immediately, the management company proceeded to turn the matter over to the attorney 
representing the homeowner association. Suddenly my client's home was foreclosed on, by a collection 
agency that was a subsidiary of the homeowner association attorney's law firm. The two entities, the 
law firm and the collection agency, were essentially one and the same, collecting late fees and collection 
charges that mushroomed dramatically in a few short months. The management company also charged 
its own fees in the foreclosure process. I strongly advised my client to take the matter to mediation. A 
few weeks before I was able to arrange for dispute resolution, my client died of a massive heart attack - 



162 


Elaine Roberts Musser 7 
Attorney at Law | 
P.O. Box 2366 
Davis, CA 95617 

brought on by the extreme stress she had been placed under by the untoward behavior of the 
homeowners association. I tried very hard to get her estate to file a lawsuit against the homeowners 
association for their bad faith conduct, but my strong suggestion was not acted upon. However, the 
homeowners association was never able to collect on the phony assessments, late fees or collection 
charges from the estate. 

I appeared on KTVU Oakland television, which exposed this foreclosure scam. It highlighted the 
unsavory practice of the attorney for the homeowners association and the collection agency being 
essentially one in the same, making large amounts of money off the foreclosure process in a clear 
conflict of interest. In many cases, the monthly assessment check is put in a drawer, a claim of 
nonpayment made, and the foreclosure process begun - to amass ever escalating late fees and 
collection charges. In another case involving the very same management company and law firm, but for 
a different homeowners association, another client of mine was foreclosed on. Her check had been 
placed In a drawer, a claim of nonpayment made, and late fees and collection charges piled on. A 
supposed debt of approximately $500 mounted to over $6000 in two short months. My client took the 
matter to arbitration, which cost her a total of $12,000, but she ran out of money to be able to continue 
the fight into the courtroom. Sadly the unfortunate woman had to make the hard decision to pay all 
that was asked, rather than risk foreclosure on her home - no matter how unjust the late fees and 
collection charges were. 

Suggested prevention strategies; 

• All assessments must be fair and reasonable. Every small claims court should have jurisdiction 
to determine whether assessments imposed by a homeowners association are fair and 
reasonable. 

• Collection agencies hired by homeowners associations to carry out foreclosures should not be 
permitted to be in any way affiliated with the attorneys representing homeowners associations. 

• Late fees and collection costs in foreclosure should be fair and reasonable, and limited to no 
more than 20% of what is owed. Every small claims court should have jurisdiction to determine 
whether late fees and collection costs in foreclosure imposed by a homeowners association are 
fair and reasonable. 

• A management company should not be able to collect any fees on the foreclosure process. 

• Freedom of speech should prevail in homeowner associations, so that fines for speaking out 
against the board are prohibited. 

• Any fines imposed in a homeowners association for failing to follow governing documents must 
be fair and reasonable and not frivolous. Every small claims court should have jurisdiction to 
determine whether a fine imposed by a homeowners association is fair and reasonable. 

• Any homeowner association board member who acts in bad faith and permits unfair or 
unreasonable assessments, fines, late fees or collection charges should be held personally liable 
to the homeowner for any amount deemed by the courts to be unreasonable. 

• A homeowner should be able to make monthly payments directly to the homeowners 
association if management is not receiving payment for whatever reason. 

In Yolo County, California, some years ago we formed the Triad Task Force, an action arm of the Yolo 
County Commission on Aging & Adult Services. I decided to set it up after listening to a talk on financial 
elder abuse given by a member of your panel Paul Greenwood, Deputy District Attorney, Head of the 
Elder Abuse Unit, Family Protective Services, San Diego, CA. The Yolo County Triad Task Force has 
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developed two fraud DVDs, in partnership with the Yolo County District Attorney's Office and University 
of CA Davis Media and Computer Lab. The DVDs are used as an adjunct to seminars on consumer and 
cyber fraud we give throughout the county. The idea is to reach out to senior citizens before they are 
scammed, educating them on what red flags to look for, in an effort to prevent financial elder abuse. 
This sort of critical education needs to take place at the local level in particular, where seniors reside 
within their communities. 

I was heartened to see there is a recognition that an effort to improve the financial literacy of senior 
citizens needs to be made, according to the GAO Report : "Coordination among federai agencies is aiso a 
feature of the Dodd-Frank Wail Street Reform and Consumer Protection Act, which established CFPB, 
requiring it to coordinate its consumer protection efforts of older adults with other federal agencies. 
CFPB's Office for Older Americans is charged with facilitating the financial literacy of seniors on 
protection from unfair, deceptive, and abusive practices and on current and future financial choices. " 

Nevertheless District Attorneys, Adult Protective Services and law enforcement require the necessary 
funding to carry out this educational function, a point also noted in the GAO Report : “Experts and 
federal, state, and local officials told us that older adults need more information about what constitutes 
elder financial exploitation in order to know how to avoid it. However. APS and law enforcement officials 
told us that it is difficult for them to reach many older adults with this message and that they have little 
funding to promote public awareness . For example, in one California county officials reported that due to 
budget cuts, they hod lost many positions that involved educating the public about elder financial 
exploitation." 

Another crucial point noted in the GAO Report Is that financial elder abuse is often treated as a civil 
matter rather than a criminal one: “In addition, we were told that some prosecutors and Judges are 
reluctant to take on cases of suspected elder financial exploitation because of competing priorities and 
limited resources, a continuing belief that elder financial exploitation Is primarily a civil issue, or a view of 
older adult victims as unreliable witnesses". Financial elder abuse needs to be treated as a criminal 
matter if there is any hope of putting a stop to it. Civil court is too expensive and too traumatic an 
option for most senior citizens to avail themselves of. They need the assistance as well as the full force 
and effect of the criminal justice system to protect them. 

In Yolo County, representatives from the various agencies meet in a multidisciplinary team format to 
address the issues of seniors In crisis. It is the perfect venue to discuss financial eider abuse. But law 
enforcement is so over-extended, the appropriate representatives from the District Attorney and police 
cannot get permission to attend these meetings. This problem was noted in the GAO Report : "Although 
multidisciplinary groups responding to elder financial exploitation already exist in each of the four states 
we visited and elsewhere, forming and sustaining these groups continues to be challenalna. according to 
law enforcement officials in one state we visited and experts. Busy schedules and competing priorities 
make it difficult for some participants to attend meetings regularly, and a group's focus influences how 
extensively members are willing to participate. For example, in one location officials told us that when 
the primary focus of their group shifted from prosecuting coses to providing services, participation by law 
enforcement officials declined." The federal government needs to support these multidisciplinary 
team efforts In every way possible. 

However, federal agencies also need to be more responsive to state and local law enforcement and legal 
advocates that seek assistance, as noted in the GAO Report : "For example, a law enforcement official 
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from California described a case of widespread Interstate check fraud, expressing frustration with federal 
agencies that would not provide any support when he requested it. Federal officials, on the other hand, 
told us that they cannot take all cases referred to them bv state and local law enforcement and that they 
must prioritize their caseload to make the best use of their limited resources . Justice and FTC officials 
said they tend to focus on larger cases in which many victims were affected or a significant amount of 
money was lost, and Justice's U.S. Attorneys also apply regional priorities, such as the vulnerability 
(including age) of the victim, when determining which cases to take." 

Banks themselves are certainly an important partner in combating financial elder abuse, as indicated in 
the GAO Report : " According to state and local officials, banks are important partners in combating elder 
financial exploitation because they are well-positioned to recognize, report, and provide evidence in 
these cases. Indeed, frontline bank staff are able to observe elder financial exploitation firsthand. For 
example, a bank teller who sees an older adult regularly is likely to notice if that Individual is 
accompanied by someone new and seems pressured to withdraw money or if the older adult suddenly 
begins to wire large sums of money internationally." In California, we have a mandatory reporting law 
for financial elder abuse, that Includes banks as mandated reporters. Banks have been instrumental 
and crucial in providing training on financial elder abuse and spotting the financial abuse when it is 
occurring. 

And lastly I wholeheartedly concur with the GAO Report 's final conclusion: "Elder financial exploitation is 
a multi-faceted problem spanning social service, criminal justice and consumer protection systems of 
government. As a resuit, combating it is chailenging and requires action on the part of not only many 
state and local agencies, but aiso multioie oaencies at the federai levei . Each of the seven federal 
agencies we reviewed is working to soive this problem in ways that are consistent with Its own mission. 
However, the problem is large and growing. It calls for a more cohesive and deliberate approach 
government wide that, at a minimum, identifies aaos in efforts nationwide, ensures that federai 
resources are effectively ailocated. establishes federal aaencv resoonsibiiities. and hoids agencies 
accountabie for meeting them ." 

I commend the Special Committee on Aging and its Chairman, Senator Herb Kohl (0-Wlj, for taking on 
the difficult task of financial elder abuse prevention. Financial elder abuse is an epidemic of criminal 
activity that is sweeping our nation. If we don't do something about this spreading scourge now, it will 
wreak irreparable havoc on our elder citizens' health and financial well being and on our nation's 
economy. I hope I have helped in highlighting another facet of financial elder abuse - legitimate 
businesses that may stoop to scamming senior citizens. If I can be of any further assistance or should 
you have any questions or concerns, please do not hesitate to contact me. 
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I want to thank the Senate Special Committee on Aging for the opportunity to provide written 
testimony on the financial exploitation of older Americans. The U.S, Postal Inspection Service has 
developed a strategy to combat elder fraud committed through the mail. These are scams 
perpetrated mostly by strangers, versus the kinds of frauds committed by family members or 
caregivers. In many cases, the perpetrators are in other countries. Our strategy has three main 
components: (1) building partnerships; (2) training law enforcement on the state and local level; 
and (3) raising public awareness. 

The U.S. Postal Inspection Service, the law enforcement and security arm of the U.S. Postal 
Service, is committ^ to protecting all Americans from fraud, but especially the elderly who are 
targeted or disproportionately victimized by schemes such as lottery fraud. Our investigations 
show that most lottery fraud victims are between 60 and 80 years old, many even older.’ No 
legitimate lottery requires the payment of fees or customs duties upfront to collect your winnings. 
So, why are the elderly so easily duped? In 2009, the AARP Foundation sponsored a study that 
sent trained geriatric social workers into the homes of elderly lottery fraud victims. The average 
age of these subjects was 77, Nearly three-quarters of the victims interviewed were assessed as 
having mild or moderate cognitive impaimient.^ Given the older age of the victims, one might 
assume the rates of cognitive impalmnent in this study are normal. Recent national studies of 
elderly Americans, however, found that only 21 percent of individuals between 71 and 79 years of 
age and 53 percent of those between 80 and 89 have cognitive impairment.’ Victims of lottery 
fraud have more cognitive impairment than other individuals in their age range. 

Scientists have recently pinpointed the part of the brain associated with gullibility and found that 
people with age-related damage to that area tend to believe misleading ads.^ In short, they lose 
the ability to detect deceit. So, when they receive a solicitation through the maii or over the 
phone that says, “You’ve won!" they believe it. They just don't get the lie. In fact, the ability to 
spot a lie is one of the first things to go. Even in the early stages of mental impairment, a person 
could function normally in all other areas: live independently, pay their bills, drive to the grocery 
store, and meet with friends. Meanwhile, their vulnerability to con artists is quietly growing. 
Unobserved, unnoticed, except by the scammers. 


’ Based on a survey of USPIS fraud team leaders and investigators. May 5, 2012. 

’ AARP Foundation, 2009, pilot study to determine potential levels of cognitive impairment among lottery 
victims. 

’ B. Plassman et al, "Prevalence of Cognitive Impairment without Dementia In the United States," Annals of 
internal Madicine. 148 (2008), No. 6:427-434 


” University of Iowa research, published 2012 In a special issue of Frontiers of Neurosa'ence: authors: 
Daniel Tranel, Erik Asp, Kenneth Manzel, Bryan Koestner, Catherine Cole. Contact Richard Levris, 
University Communication and Marketing, 319-384-0012. 

University of California, Dept of Neurology: Comprehension of insincere communication in 
neurodegenerativa disease: lies, sarcasm and theory of mind. Authors: Shany-Ur, T; Poorzand, P; 
Grossman, SN; Growdon, ME; Jang, JY; Ketelle, RS; Miller, BL; Rankin, KP. 2011. 
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Despite efforts to date, the threat of elder fraud remains very real, whether it takes place through 
the mail, on the phone or over the Internet, and vtrhether it is carried out by scam artists operating 
within the U.S. or elsewhere. Victims, however, are often reluctant to come forward and the 
suspects operate, more and more, from outside the United States. 

In 2009, Postal Inspectors initiated an investigation into a lottery fraud. All the victims in this 
ongoing case are older Americans (70 years or older). Postal Inspectors found that the operators 
of the fraud Illegally purchased a list containing the names and addresses of older Americans.® 
They then contacted persons on the list by phone or mail, saying they had won a lottery and 
instructing them to wire transfer or mail a processing fee so the prize money could be released. 
The victims’ payments went to co-conspirators operating within the U.S. or, in some cases, 
directly to the main suspects in Jamaica. 

In this case, the scheme was first reported to USPIS by local police in New Jersey. As the 
investigation progressed, Postal Inspectors teamed with two other federal agencies, the IRS and 
DHS, and authorities in Jamaica to help conduct surveillance and execute search warrants. To 
date, some suspects have been identified and charged; a few are cooperating. We learned, for 
example, that the same lead list purchased by the Jamaican operatives was also purchased by 
criminals in Costa Rica, Canada, Panama and Russia. Even though we are a federal law 
enforcement agency, and even with the cooperation of other agencies and international 
authorities, we Just can1 arrest our way out of the problem. 

Our strategy, by necessity, includes other means to stop these crimes. We rely on our 
counterparts here and abroad to identify and intercept fraudulent solicitations before they enter 
the U.S. mail stream and ultimately reach the mailboxes of our aging parents, grandparents and 
other loved ones. WeVe enlisted the help of postal employees who deliver mail and work at retail 
counters to look for the tell-tale signs of scams targeting the elderly through the mail. We work 
with fraud practitioners throughout all levels of government and within non-governmental 
organizations to raise awareness and change the behaviors that give rise to victimization. Our 
success depends heavily on a team effort. We are reaching out now to AARP and other 
stakeholders, especially the Department of Justice, who participate in the HHS-led Elder Justice 
Coordinating Council, and invite them to work alongside us. 

Prevention that works 

The U.S. Postal Inspection Service, upon consultation with Dr. Doug Shadel, Director AARP 
Washington State,® offers these tips to older Americans: 1) learn to identify the tactics fraudsters 
use; 2) veri^ the registration status of investment brokers, lottery operators and charities before 
you do business with them or send money; and 3) reduce your exposure to sales pitches. 

Learn flie Tactics Fraudsters Use: Studies conducted by Stanford University (2010)^ and the 
Department of Justice and AARP (2003)® found that peer-to-peer counseling, even counseling 
provided through a call-center, resulted in a significant reduction in a person's tendency to fall for 
a fraudulent sales pitch. In a similar study, older Americans participating in an investment fraud 
workshop (developed by AARP and the FINRA Investor Education Foundation) were better 


® Postal Inspectors have yet to determine the source of the list purchased by the fraud operators. 

® Doug Shadel is the state director for AARP Washington and previously served as a fraud investigator and 
special assistant to the attorney general for the Washington State Attorney General’s office. He is a 
nationally recognized expert on financial fraud and the author of Outsmarting the Scam Artist, published 
2012, by John Wiley and Sons Inc., Hoboken, NJ. 

^ Menkin, Scheibe, Shadel, Ross, Deevy and Carstensen, "Forewarned, forearmed? Effects of warning 
messages on rejection of fraudulent telemarketing pitches." Poster presentation at Gerontological Society of 
America Annual Meeting, New Orleans LA. (November 2010). 

® AARP, ‘Off the hook: Reducing participation in telemarketing fraud." 
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equipped to resist fraudulent offers after completing the workshop.® In both models, participants 
learned how to spot fraud from a safe distance. Hyped-up offers, using fear to induce a quick 
decision, asking lots of personal questions, and offers of free gifts or lunches are all warning 
signs. Knowing the warning signs in advance increases resistance to shady offers. 

Verify Whom You’re Dealing With: Never make a decision at the time of the sales pitch and get 
everything in writing. Check the complaint history of the organization with the Better Business 
Bureau, attorney general’s office for your state or another relevant government agency. Ask for 
and verify registration and licensing infomiation before proceeding. It does not guarantee that 
you will avoid all problems, but it will greatly reduce the chance the offer is a scam. 

Reduce Exposure to Sales Pitches: Persons who expose themselves to sales situations, even 
legitimate ones, are more likely to be victimized by fraud. Sign up for the Do Not Call Registry by 
calling 1-888-5-OPTOUT (1-800-567-8688) or online at www.donotcall.oov . It can help reduce 
telemarketing calls to your home. Exceptions are businesses with which you have a relationship, 
charities and political organizations. Get a non-published number and install an answering 
machine and caller ID to screen calls. Record an outgoing message that informs callem you do 
not accept solicitations and to place this number on their do-not-call list. And finally, develop a 
one- or two-sentence refusal script and put it by the phone. An example would be: “I’m sorry. 

This is not a good time. Thank you for calling.” 

Opt out of unsolicited commercial mail offers by contacting the Direct Marketing Association’s 
(DMA) Mail Preference Service online by visiting www.the-dma.ora . or send a letterto the Direct 
Marketing Association, Mail Preference Service, P.O. Box 643, Camtel, New York 10512. 

And finally, limit the free prize and sweepstakes drawings you enter and your attendance at free 
lunch seminars. Free lunches often place you in a situation where you can be pressured to make 
a purchase you might later regret. Never make a buying decision for at least 24 hours. 

By taking a few simple steps, older Americans can better spot and resist malicious solicitations, 
and reduce the risk of being defrauded. For more information, visit www.DeliverinQTrust.ora to get 
the facts on fraud and learn where to direct victims, and the people who care for them, for help. 


® D. Shadel, K Pak and J. Gannon, "The effects of Investment Fraud Workshops on Future Investor 
Resistance," presentation at National Academy of Sciences meting on Elder Mistreatment and Abuse and 
Financial Fraud, Washington DC, June 22, 2010. 
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November 28, 2012 


Senator Herb Kohl, Chairman 
Senate Special Committee on Aging 
G31 Dirksen Senate Office Building 
Washington, DC 20510 


Senator Bob Corker, Ranking Member 
Senate Special Committee on Aging 
628 Hart Senate Office Building 
Washington, DC 20510 


Dear Senators Kohl & Corker, 

The Center for Aging with Dignity at the University of Cincinnati is devoted to keeping 
people “SAFE After 60". We are researchers and educators focused on developing and 
advancing best-practice programs on promoting safety and preventing elder financial 
abuse. Based on our research and professional experience, we wish to raise two specific 
concerns in response to the recent testimony given regarding "America’s Invisible Epidemic: 
Preventing Elder Financial Abuse. " 

Knowledge Base Lacking - An increase in reported cases of elder financial abuse (EFA), 
whether due to the rapidly growing age 60+ population, or additional education/ 
awareness, is a recipe for disaster for a system that is fragmented, outdated and already 
operating at capacity. We have serious concerns that little is known about the effectiveness 
of the existing investigative processes. Based on our work with Adult Protective Service 
(APS) from Ohio, Kentucky, Indiana, and Illinois, we know there are significant differences 
in administrative and investigative procedures. APS representatives we have spoken with 
indicate a desire to do more but lack the time and expertise needed to objectively evaluate 
current processes. To help maximize protective and senior services' (PSeSS) resources and 
processes, research is needed to identify barriers and gaps in order to improve systems, 
build capacity, and enhance collaboration. 

While we agree that EFA is a crime commonly committed through fraudulent actions 
Including coercion, deception, and false pretenses, cases under a certain dollar threshold 
(e.g., >$100K, >$250K), are unlikely to be prosecuted. Whether or not an alleged case of 
EFA is unlawful, our protective system must also address the many awful acts and repeated 
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indignities that many older people encounter. The awful acts of EFA entail situations that 
are horrific and which are often overlooked due to insufficient evidence or a lack of help- 
seeking behavior. 

Multifactorial Approach - Despite the testimony suggesting education is the single most 
important aspect in fighting EFA, we strongly disagree. Rather, we believe that a 
multifactorial approach, in which education is one element, is necessary. Education does 
not guarantee taowledge transfer or that the intended outcome will be achieved (e.g., 
personal responsibility, preventative measures). Additionally, older people are unlikely to 
take interest in learning about EFA if they do not perceive EFA as being pertinent to them. 
Findings from research indicate that while education often leads to greater knowledge, it is 
insufficient to change people’s behaviors and practices. 

Having great concern that the voice of older people is often overlooked, we are conducting 
research regarding their perceptions, needs, and preferences specific to EFA. It is critically 
important to find out from older people what they would want and how they might best 
respond should they find themselves a victim of EFA. We call it "asking the experts.” 
Additionally, various P&SS agencies in Southwestern Ohio have asked for our help as they 
recognize their limitations and inability to address needed system change. As the case load 
is certain to increase in the coming years, the more we can do to improve the effectiveness 
and efficiency of P&SS agency operations. Our research agenda also includes studies 
assessing the response to EFA by APS, law enforcement, and banks. 

At the University of Cincinnati, we promote and follow a scientific/systematic process in 
order to make evidence-based decisions that support process improvement and program 
development. We welcome the opportunity to participate in discussions and contribute to 
body of EFA research. 


Respectfully submitted. 




Charles Puchta, MBA, CSA 
Director 


Evelyn Fitzwater, DSN, RN 
Associated Director 


References 

1 Sedlak, CA., & Doheny, M. 0., Jones, S. L <2000). Osteojxjrosis Education Programs; Changing Knowledge and Behaviors. 
Public Health Nursing, (17}5, 398-402. Available at: http://onlinelibrafv,wilev.com/doi/10. 1046/1.1525- 
1446.200Q.0Q398.x/abstract:isessionid^840E4341841131F0BC72DF44CCDB6EBl.d01t01 

2 McLarry, S, <2006). Journey to Healthy Aging; Impact of Commurtty Based Education Programs on Knowledge and Health 
Behavior in Older Adults. The Forum on Public Policy. Available at: http://forumonpubltcpolicv.com/archive07/mclarrv.pdf 


2 


Page 


o 



